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Abstract – In 2006, Ma et al. found flaws in the original 
and fixed versions of the PAP protocol by using a new 
knowledge based framework, and presented an 
enhanced PAP (M-PAP) protocol. In 2006 also, Yoon et 
al. proposed a secure password authentication protocol 
for wireless networks to fix the drawback of Ma et al.’s 
protocol. In this article, we will show that the Yoon et 
al.’s protocol is still vulnerable to both off-line password 
guessing attack and replay attack. We will present a new 
improved protocol to fix the flaw. As shown, the 
improved protocol is secure while the computation cost 
is quite low.  
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I. INTRODUCTION 
 

With the rapid development of network 
communications, an increasing range of computing 
devices are being used. Mobile computing devices, 
such as laptop computers and PDAs, are widely used 
in different network environments, where cable 
connection to the Internet is not always convenient or 
even possible. As a result, wireless connection and 
communication have become necessary to liberate 
people from the restrictions of network cables and 
sockets and to realize mobile computing [10]. Since 
information in wireless computing environments is 
transmitted through air instead of wires, the issue of 
security becomes more significant than when 
transmission occurs across traditional wired networks 
[9]. Any potential attackers, with an appropriate radio 
receiver, can eavesdrop transmitted information 
without much effort [11]. It is difficult to detect such 
attackers in wireless communications. 
Password Authentication Protocol (PAP) is widely 
used in the Wireless Fidelity Point-to-Point Protocol 
to authenticate an identity and password for a peer. 
In 2004, Kim and Choi [2] showed that PAP-based 
RADIUS protocol [1], which is frequently used in 
802.11, is vulnerable to a man-in-the-middle attack by 
using Casper and CSP/FDR model checking tool [4], 
and presented an improved protocol that can 

withstand the attack. In 2006, Ma et al. [5], however, 
found flaws in both the original and improved 
versions of the PAP protocol by using a new 
knowledge-based framework, and presented an 
enhanced PAP (M-PAP) protocol. 
In 2006, Yoon et al. have shown that the Ma et al.’s 
M-PAP protocol is still vulnerable to off-line 
password guessing attacks [8], and they presented an 
improved protocol to fix the flaw.  
In this article, we will first show that the Yoon et al.’s 
protocol is not as secure as they declared. As shown, 
their protocol cannot stand off-line guessing attack. 
Moreover, their protocol cannot resist replay attack. 
We will present a new improved protocol to enhance 
the security. 
  

II. Off-line versus On-line attack 
 

Authentication schemes which use weak keys such as 
passwords are vulnerable to guessing attacks. As 
known, password guessing attacks include both on-
line attacks and off-line attacks. An on-line password 
guessing attack happens when an attacker attempts to 
guess the password in an on-line transaction, while an 
off-line password guessing attack happens when an 
attacker guesses the password and verifies his guess 
off-line. A replay attack is an attacker to impersonate 
a legal user by reusing the message obtained in 
previous authentication sessions. Efficient ways to 
resist replay attacks include using timestamp and 
nonce. 
 

III. Drawbacks of Yoon et al.’s protocol 
 
First, we shall the Yoon et al.’s protocol then we shall 
discuss its drawbacks.  
(A-1) A  S: {A,NA, P}KS 
A, i.e. Alice, generates a random nonce NA, and 
encrypts it with A and P (password) by using KS. 
Then, A sends an Authenticate-Request packet 
{A,NA, P}KS to S. 
(A-2) S  B: S,NS, P⊕ f(NS,KAB) 
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After S receives {A,NA, P}KS from A, S decrypts it by 
using a private key and verifies whether A holds. If it 
holds, S generates a random nonce NS and computes 
f(NS,KAB). Finally, S sends S, NS, P⊕ f(NS,KAB) to B. 
(A-3) B  S: {B, f(NS,KAB)}KS 
After B, i.e. Bob, receives S,NS, P ⊕ f(NS,KAB) from 
S, B computes f(NS,KAB) and extracts P by computing 
P⊕ f(NS,KAB)⊕ f(NS,KAB). Then, B verifies whether 
P holds. If it holds, B accepts A’s authentication 
request and sends {B, f(NS,KAB)}KS back to S. 
(A-4) After S receives {B, f(NS,KAB)}KS from B, S 
decrypts {B, f(NS,KAB)}KS by using private key and 
verifies whether B and f(NS,KAB) hold. If they hold, S 
believes the responding party is real B. 
we will show that Yoon et al.’s protocol cannot 
withstand off-line password guessing attacks. As 
shown below, attackers can obtain exact password to 
impersonate legal mobile users since they can check 
the correctness of the guessed password. The off-line 
password guessing attacks on Yoon et al.’s protocol is 
as follows. 
(B-1) Suppose that at previous sessions of 
communication, the attacker C, i.e. Oscar, intercepts 
S,NS, P⊕ f(NS,KAB) and {B, f(NS,KAB)}KS in step 2 
and 3, respectively. 
(B-2) C randomly chooses a candidate password P' 
from password dictionary D. Then attacker C 
computes P⊕ f(NS,KAB)⊕ P'. 
(B-3) C encrypts P⊕ f(NS,KAB)⊕ P' along with B by 
using server’s public key KS, and checks whether {B, 
P⊕ f(NS,KAB)⊕ P'}KS is equal to the received {B, 
f(NS,KAB)}KS  or not. 
(B-4) If  {B, P⊕ f(NS,KAB)⊕ P'}KS   is equal to {B, 
f(NS,KAB)}KS, it means that P' is the real password P. 
(B-5) If it is incorrect, C performs step B-2 to step B-4 
until {B, P⊕ f(NS,KAB)⊕ P'}KS   is equal to {B, 
f(NS,KAB)}KS. . 
Thus an attacker can easily obtain the exact password 
by repeating step (B-2) to step (B-4). By using the 
guessed password P’, an attacker C can successfully 
impersonate user A to communicate with user B. 
Therefore, the off-line password guessing attack is 
also effective to Yoon et al.’s protocol. Moreover, the 
PAP protocol suffers from the replay attack since 
attackers can replay the message (A-1) to the server, 
and the server and receiver B will respond as if it is 
really from A. Though attackers cannot  communicate 
with the receiver successfully (since KAB is unknown), 
attackers still can fool the server and users. 
 
IV. The New Improvement Protocol 
 
The off-line guessing attack on Yoon et al.’s protocol 
can work is due to the message on step (A-2) and step 
(A-3) which both contain information f( NS, KAB). 
The attackers can verify their guessing with these 
messages. A password authentication protocol can 
stand guessing attack only if attackers cannot verify 
their guessing. We propose a improvement protocol to 

fix the flaws. The new improved protocol is described 
as follows. 
(C-1) A  S: TA, {A,NA, TA, P}KS 
A, i.e. Alice, generates a random nonce NA, and 
encrypts it with A and P (password) by using KS. 
where TA is the time stamp of A. Then, A sends an 
Authenticate-Request packet {A,NA, TA, P}KS to S. 
(C-2) S  B: S, TA, NS, P⊕ f(TA, NS,KAB) 
After S receives TA, {A,NA, TA, P}KS from A, S check 
whether TA is in a valid time period or not and verifies 
whether A holds. If it holds, S generates a random 
nonce NS and computes f(NS, TA, KAB). Finally, S 
sends S, TA, NS, P⊕ f(NS, TA, KAB) to B. 
(C-3) B  S: TB,{B, f(NS, TB, KAB)}KS 
After B, i.e. Bob, receives S, TA, NS, P ⊕ f(NS, TA, 
KAB) from S, B computes f(NS, TA, KAB) and extracts 
P by computing P⊕ f(NS, TA, KAB)⊕ f(NS, TA, KAB). 
Then, B verifies whether P holds. If it holds, B 
accepts A’s authentication request and sends TB,{B, 
f(NS, TB,KAB)}KS back to S. where TB is the time 
stamp of  B. 
(C-4) After S receives TB,{B, f(NS, TB, KAB)}KS from 
B, S checks whether TB is valid. Then the server 
decrypts {B, f(NS, TB, KAB)}KS by using private key 
and verifies whether B and f(NS, TB, KAB) hold. If 
they hold, S believes the responding party is real B. 
Then S informs A with an acknowledgement. 
Both the new improved protocol and Yoon et al.’s 
protocol require two-time asymmetric encryption/ 
decryption operations. The computation cost of the 
new improved protocol is quite low. 
 

V. Security Discussions 
 
Unlike the papers [12, 13] which do not take into 
account the guessing and replay attacks nor the 
independent of platform[14], our new improved 
protocol can resist password guessing attacks and 
replay attacks. The main reasons are described as 
follows.  
(1) It can resist off-line password guessing attacks. 
Because there is no common element for attackers to 
check the correctness of the guessing password, they 
cannot find the exact password with off-line password 
guessing attack. That is, if attackers intercept the 
messages from step (C-1) through step (C-4) and try 
to guess the exact password, they cannot find the real 
password because of no adequate information for 
Verification n. Therefore, the new improved protocol 
can resist off-line password guessing attacks. 
(2) It can resist replay attack. The new improved 
protocol adopts the timestamp mechanism, and if 
attackers resend the message intercepted on step (C-
1), both the server and the receiver will reject the 
request. Similarly, if attackers masquerade as a legal 
receiver and replay the message recorded on step (C-
3) of previous session, the server will reject the 
communication by checking the timestamp. Thus the 
replay attack can be avoided in the new improved 
protocol.   
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VI. CONCLUSION 
 
Password authentication protocol is a simple 
mechanism to authenticate users for networks. This 
article has shown that Yoon et al.’s secure password 
authentication protocol cannot resist off-line password 
guessing attack and replay attack. In addition, we 
have presented a new improved protocol to fix the 
drawbacks. The new improved protocol is secure 
while the computation complexity is quite low. 
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