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communication protocol in Europe and their number is expected to increase to more
than 200 million by 2024.
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Rezumat: Temele abordate in aceasta teza au ca scop sa aduca
fmbunatatiri comunicatiei de date de banda ingusta de frecventa
prin liniile de joasa tensiune (Narrow Band Power Line
Communication NB-PLC).

Numarul mare de dispozitive (peste 123 milioane doar in
Europa) care folosesc NB-PLC ca sa comunice in reteaua
inteligentd de distributie a energiei electrice (smart grid) cat si
directivele europene (2019/944, 2009/73/EC si 2012/27/EU) care
cer un grad ridicat de implementare al smart grid justifica nevoia
de a identifica, valida si implementa metode de imbunatatire a
NB-PLC.

Autorul propune teoretic, implementeaza practic si valideaza in
conditii de laborator doua technici de imbunatatire a NB-PLC cu
aplicabilitate directa in smart grid.
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1 Introduction and Motivation

This chapter outlines the rationale behind selecting enhancement techniques
for NB-PLC as the focal point of the thesis. It also offers a compilation of articles in
which I have been the first author, all closely aligned with the subject of my doctoral
research and created during that timeframe. Within this chapter, the thesis's scope,
objectives, assumptions, and constraints are all expounded upon.

1.1 Background and Overview

The primary focus of this thesis is centered around enhancing NB-PLC through
low voltage lines with the wider scope of improving SGs with PLC.

With over 123 million devices exclusively in Europe [1] utilizing NB-PLC for SG
communication and supported by European directives (2019/944, 2009/73/EC, and
2012/27/EU) stressing enhanced SG integration, the necessity to identify, validate,
and apply strategies to enhance NB-PLC is well-founded.

In the thesis I will presents two distinct PLC enhancement methodologies
researched by me during the doctoral studies, both theoretically and practically, which
are subsequently validated within controlled laboratory settings. These techniques
hold immediate relevance for enhancing NB-PLC within the context of the SG.

1.2 Published articles

During my research on this subject, I had the opportunity to present my work
through several papers at international conferences as well as to publish an article in
an academic journal. These endeavors were instrumental in confirming the validity of
my work. To demonstrate the relevance of the research areas explored in my thesis,
I am pleased to provide a comprehensive list of the articles I have authored or co-
authored, all of which were produced in conjunction with and during the progress of
my thesis:

1. Sebastian Avram, Radu Vasiu. 2023. “Passive Power Line Communication
Filter Design and Benchmarking Using Scattering Parameters” Applied
Sciences 13, no. 11: 6821. (Q2 journal), DOI: 10.3390/app13116821, WOS:
001006564200001.

2. Sebastian Avram, Radu Vasiu, Loredana Nicoleta Paven, Maria Lucia Crauciuc,
Dan Chiciudean, “Hardware and Software Implementation of a Self-
Calibrating Smart Meter with Tamper Detection,” 2021 10th International
Conference on ENERGY and ENVIRONMENT (CIEM), Bucharest, Romania,
2021, pp. 1-5, DOI: 10.1109/CIEM52821.2021.9614900.

3. Sebastian Avram, Catalin Daniel Caleanu, Radu Vasiu, Andreea-Mirela
Safta, Horatiu George Belei, “"Hardware and Software Integration of an
Electrophoretic display on a smart meter,” ITM Web Conf. 29 03003 (2019),
DOI:10.1051/itmconf/20192903003.

4. Sebastian Avram, Andreea -Mirela Safta, Catalin Daniel Caleanu, Radu Vasiu,
“Hardware and software implementation of an embedded metering
webserver,” 2017 40th International Conference on Telecommunications and
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5 Introduction and Motivation

Signal Processing (TSP), Barcelona, Spain, 2017, pp. 43-46, DOI:
10.1109/TSP.2017.8075933, WOS: 000425229000009.

5. Sebastian Avram, Vladislav Plotenco, Lorendana Nicoleta Paven, “Design and
development of an electricity Meter Test Equipment,” 2017 International
Conference on Optimization of Electrical and Electronic Equipment (OPTIM) &
2017 Intl Aegean Conference on Electrical Machines and Power Electronics
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1.3 Motivation for choosing PLC

This part seeks to give a thorough knowledge of the reasons for the selection of
PLC as the study's subject. It will examine the high (and rising) pace of adoption, the
specific advantages of PLC, and the difficulties in implementing the SG with NB-PLC.

The primary advantage of NB-PLC is that it makes use of the current electrical
grid infrastructure and makes it possible to include SMs into the SG.

In the European Union (EU-28), there will be around 123 million SMs installed by
the year 2020, or nearly 43% of all power consumers [1]. By 2024, it is anticipated
that there will be 223 million installed SMs, and by 2026, there will be 266 million. 16
of the EU's 28 member states have chosen to use NB-PLC as their preferred means
of communication between SMs and DCs [2] .

In comparison to the results of [1], a research by the Joint Research Centre [2]
shows greater rollout rates. But according to a market analysis done by the end of
2020, 130 million SMs had been installed in Europe, with 72% of them using PLC [3].

The CENELEC A, B, C, and D bands (3 kHz to 148.5 kHz) [4] are used by NB-PLC
in Europe for communication, which is impacted by gaps as well as more permissive
limits for EMC and EMI CE. CISPR and IEC organizations have both drawn attention
to these two areas of concern, which have been thoroughly covered in scholarly
publications [5]-[16]. Currently, actions are being done to address these gaps, such
as suggested changes to standards like CISPR 16-1-2, CISPR 32 and corresponding
IEC standards.

The use of NB-PLC in SG applications is significant (and growing), and given the
gaps in standardization and the existence of grid-connected devices that operate at
frequencies lower than 150 kHz, there is a need for the mitigation of these issues in
order to maintain and enhance the communication between SG devices.

1.4 Scope and Objectives

In this section I will outline the scope and objectives of the thesis by defining the
specific aspects of PLC that will be addressed. Additionally, the intended outcomes
and goals of the research will be stated.

This thesis provides extensive answers for these questions:
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1. How and why is PLC integrated into the electricity grid, and what are its
primary objectives and benefits?

2. What specific challenges does NB-PLC encounter within the power
distribution grid, and how do these challenges impact its performance and
reliability?

3. What could be non-invasive techniques or solutions available to address the
challenges faced by PLC within the SG without the need for grid
modifications? If so, what are these techniques, and how can they be
effectively implemented?

4. In order to enhance PLC performance, what potential modifications or
improvements might be required in the power grid infrastructure, and what
strategies can be employed to successfully implement these modifications?

For developing this thesis I have focused on three primary research areas: the
identification, avoidance, and filtering of CE within the electricity grid, specifically in
the NB-PLC frequency band. These techniques have the scope to enhance the
reliability, decrease the error rate, decrease latency, and increase data rate.

1.5 Assumptions and Limitations

Acknowledging the assumptions made within the thesis is essential to maintain
transparency and establish the boundaries of the research. This section will discuss
the limitations of the research, such as specific environments or scenarios that are
not considered.

The concepts researched by me and presented in this thesis have been developed
for CENELEC A, B, C, and D bands and validated in laboratory environment using
measurement setups that are derived or identical to international standards, which
are suitable for AC European power grid. Extension of the usage towards FCC (9-
490kHZ) [17] and ARIB (10-450kHZ) [18] PLC bands as well as different power grid
standards (i.e. North American electricity grid) is possible but it will require redesign
due to different topologies, frequency bands and standards.

1.6 Thesis structure
The thesis is structured in the following manner:

Chapter 1 presents the motivation for choosing enhancement methods of NB-
PLC as subject of the thesis together with the list of articles, in which I served either
as the main author, all pertaining to the topic of my doctoral research and produced
during that period. The scope and objectives together with the assumptions and
limitations of the thesis are presented in this chapter.

Chapter 2 provides an introduction into PLC thus covering the following aspects:
PLC working principle, communication channel characteristics, PLC applications in the
power distribution grid, standardization together with standardization gaps, PLC
protocols and frequency spectrum allocation, PLC signal coupling techniques, as well
as an overview of the two most used PLC standards for smart metering (PLC-G3 and
PRIME).

Portions of this introduction have previously served as the start point for my
scientific articles [19]-[24]. To compose this introduction, I conducted an extensive
literature review, referencing over 110 bibliographical sources.

BUPT



7 Introduction and Motivation

Chapter 3 presents an innovative method for detecting devices connected to the
power line that generate CE in the frequency band of PLC. The approach involves
utilizing SM to establish a link between energy measurements of the load and the
communication quality reports obtained from the PLC-G3 modem. By observing
practical results, a clear relationship between energy measurements and the noise
generated by specific loads becomes evident thus allowing the creation of a
transmission schedule for PLC.

The theoretical principles and experimental results presented in this chapter
constitute a part of my research activities, and they have been published in scientific
publications as referenced in [19], [21], [22], [24], [25].

Chapter 4 discusses my research study that introduces a novel approach for
designing and simulating PLFs using S-parameters. Although S-parameters have been
applied in other high frequency designs in the past, this work is the first to employ
this particular strategy for designing PLFs for filtering applications in NB-PLC
frequency band. A 13t order passive PLF was created to show the viability of the
proposed design framework. Based on the outcomes, it is possible to develop PLFs
that perform better compared to the ones available on the market, in terms of NB-
PLC frequency band insertion loss, quiescent power, and input/ output impedance.

The theoretical principles and experimental outcome presented in this chapter
originate from my prior scientific publications as referenced in [20], [21].

Chapter 5 marks the concluding segment of my thesis. It commences with
overarching conclusions drawn from the research conducted over the past years. The
theoretical contributions that this thesis makes to the field of PLC research are then
presented, together with the newly developed practical contributions. I finish by
providing prospective future routes in this particular field of study that would be
interesting for myself or for other experts.
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The chapter starts with an in-depth examination of the working principles of
PLC, where the working principle of how this technology utilizes power lines as
physical medium for data transmission is delved into. Within this context, I have also
presented in a structured manner the challenges that PLC faces in electricity grid: CE
in the power line, standardization gaps, attenuation, and low access impedance.

To appreciate the significance and trajectory of PLC, a step back in time will
be taken to trace its historical evolution. My intention is to show the evolution of PLC,
from its inception as first-generation systems to the third-generation technologies
that define its landscape today. These aspects will not only emphasize the significant
progress in PLC but also underscore its increasing importance in contemporary power
grid applications.

PLC is used in both AC and DC power systems. This thesis focuses on PLC in
AC systems however; it is worth to note that PLC uses the same principles in both AC
and DC power systems.

Furthermore, I will delve into the subjects of PLC protocols and frequency
spectrum allocation. The intricacy of these topics highlights the wide range of
standards and regulations that govern PLC. These aspects are presented to provide a
comprehensive understanding of the communication standards in this field.

Signal coupling methods are a key component of PLC technology, and these
methods, including antenna coupling, capacitive coupling, inductive coupling, and
resistive coupling, will be explored. Each of these coupling techniques has its own
applications and unique characteristics, which are detailed and explained.

In the sections that follow, the technical aspects of PLC protocols and
transceivers will be delved into, using the foundational knowledge laid out here as
basis for the chapters that will follow.

Portions of this introduction have previously served as the foundation for my
scientific articles [19]-[21], [25], [24], [22]. To compose this introduction, I
conducted an extensive literature review, referencing over 110 bibliographical
sources.

2.1 PLC working principle

PLC is using the existing power lines as transmission medium on which a
relatively high frequency signal of low amplitude is superimposed on the low frequency
high amplitude mains voltage [26].

The fundamental components and operational principles of PLCs are graphically

represented in Figure 2.1 and Figure 2.2, and their explanations are provided below:

e Signal Modulation: Data is first modulated onto a carrier signal. The data is
typically represented by variations in voltage or current at specific frequencies
as well as digital frames.

e Signal Coupling: The modulated signal is coupled to the power line at a
substation or directly at the point of use. This can be achieved using various
coupling methods, the most common one are using transformers or
capacitors.

e Signal Propagation: The modulated signal travels along the power lines,
reaching its destination, which can be another substation, a SM, or any other
PLC-equipped device.
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9 Introduction into PLC

e Signal Demodulation: At the receiving end, the signal is demodulated to
extract the original data.

Figure 2.1 illustrates the fundamental coupling principle of PLC signals in AC
power systems, where a relatively high-frequency signal is superimposed or
coupled onto the relatively low frequency high amplitude mains voltage waveform.
In Figure 2.2, two PLC devices are depicted communicating with each other, with
a particular focus on the types of signals associated with their respective locations.

+

PLC carrier Mains

Mains voltage with PLC

carrier signal

signal voltage superimposed

Figure 2.1 PLC signal basic principle

Power line

Data Mains voltage with PLC signal Data
PLC signal superimposed PLC signal

Figure 2.2 Two PLC devices communicating

The below figures provide a detailed overview of a typical PLC signal coupled on

the mains power line in SM application of European grid. It is worth to note that PLC
is being used in a variety of AC and DC power systems and this is just an example of
waveform on which the PLC signal can couple:

e Figure 2.3 depicts a standard 230Vrms 50Hz mains voltage waveform, which
I have selected as an example because the upcoming chapters in this thesis
will delve into both the theoretical and practical aspects associated with this
specific mains standard.

e Figure 2.4 illustrates a PLC carrier signal with a frequency of 40kHz and an
amplitude of 1VPP. This carrier signal example aligns with the established
standards for PLC in electricity utilities, meeting both amplitude and frequency
specifications [27]. I have opted for this specific example because the
subsequent chapters in this thesis will utilize PLC signals that follow the same
standard.

e Figure 2.5 shows the composition between mains voltage VRMS =230V,
f=50Hz waveform and PLC signal waveform having a carrier frequency of
fc=40kHz. The depicted waveform is a FSK type of communication. The
introduction of the PLC signal into the mains is typically achieved through
coupling, commonly capacitive or inductive coupling, which will be extensively
discussed in section 2.6.

e Figure 2.6 provides an in-depth perspective of Figure 2.5, with a particular
focus on highlighting the disparities in frequency and amplitude between the
mains voltage waveform and the PLC carrier. The PLC signal, characterized
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by its high frequency at 40kHz and a smaller amplitude can be observed on
the 230V, 50Hz mains voltage waveform.

Mains voltage waveform
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Figure 2.3 Mains voltage waveform

PLC signal

1110

o

[{&] -
——
—

Amplitude [V]
c o o o o O
L] L3 o o =~ co
1 1 1 1 1

o
[N}
T

g

s
T
fmee———

AREEE

0 0.1 0.2 0.3 0.4

Time [ms]
Figure 2.4 PLC signal waveform

o

il ———"

BUPT



11 Introduction into PLC

400

Amplitude [V]

-400 L

Mains voltage + PLC signal supermposed
T T T

0 5

15 20
Time [ms]

Figure 2.5 Mains voltage waveform with PLC signal waveform superimposed
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2.2 PLC Channel

PLC makes use of already-existing power lines as a communication channel
that offers a wide range of advantages thanks to the efficient use of this extensive
infrastructure. These benefits include broad coverage, reduced deployment costs,
independence from other communication infrastructures developed for other purposes
(such as mobile data communication) as well as less environmental impact.

However using the existing electrical grid poses numerous challenges such as
uncontrollable network topology, noise, attenuation and low impedances.

Figure 2.7 illustrates the simplified PLC channel model, which represents the
behaviour of data transmission over electrical power lines. This model typically
encompasses essential elements that describe the characteristics and components
involved in PLC communication:

e Channel Response: This describes how the PLC signals propagate through the
power lines. The channel response accounts for the attenuation, distortion,
and delays introduced by the power lines. It characterizes how the signal
strength and phase change with frequency and distance. In simple models,
this may be represented as a frequency-dependent transfer function.

e Noise: Noise in the PLC channel is typically due to various electrical
interferences and can degrade the quality of the transmitted signal. This noise
can be thermal (thermal noise), impulsive (caused by electrical devices
turning on/off), or due to external electromagnetic interference. The noise is
usually represented as an additive component that affects the received signal.

e TX End: This part of the model represents the signal source, modulation
techniques, and encoding methods used to transmit data over the power line.
The TX end shapes the data signal before it is injected into the power line.

e RX End: The RX end represents the receiver equipment. It includes
components for signal detection, demodulation, decoding, and error
correction. The receiver's job is to extract the transmitted data from the
received signal, accounting for noise and channel distortion.

Tx signal

Rx signal

x(t) s(t)
Channel @ y(t)=s(t)+n(t)
response

Noise

n(t)
Figure 2.7 PLC channel simplified model
This section summarizes PLC channel characteristic with emphasis on CE

present in the electrical grid, CE standardization gaps, signal attenuation and access
impedance.
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2.2.1 Power line noise

Noise in PLC systems refers to unwanted or undesirable signals that disrupt
or interfere with the communication between PLC transceivers. These noise signals
can originate from various sources and manifest as electrical disturbances or
interference in the power lines or communication medium.

The presence of noise can degrade the quality of the transmitted signals,
leading to errors or loss of data integrity. This is a common challenge in PLC systems,
and addressing and mitigating noise is a crucial aspect of ensuring reliable and
efficient communication between PLC devices. Techniques like signal filtering, error
correction, and adaptive modulation are often employed to combat the effects of noise
and maintain the integrity of the communication.

This noise arises from spurious CE emitted by electrical appliances (loads),
which are directly connected to the electrical power system such as: SMPS, phase
fired controllers, motor driven appliances, high frequency electronic equipment and
inverters [28], [29]. The constant on and off switching of the electrical loads leads to
varying noise levels over time. The total noise at a specific electrical connection results
from the combination of unwanted emissions propagated by various noise sources
connected to electrical grid [29], [30].

Power-line noise can be classified into five different types all of which are
listed below and detailed throughout this section:

Coloured background noise.

Narrowband noise.

Periodic impulsive noise synchronous to mains frequency.

Periodic impulsive noise asynchronous to mains frequency.
asynchronous impulsive noise [19], [31].

Coloured background noise: This type of noise cannot be accurately
modelled as additive AWGN throughout the entire NB-PLC frequency band. It is better
described as coloured noise with a decreasing power spectral density. The lowest
frequency bands of the NB-PLC spectrum experience the most interference from this
background noise [31].

Figure 2.8 shows a normalized signal, which appears as a waveform or data
transmission, with the presence of both AWGN and colored noise. When generating
in Matlab the figure depicting this type of noise in Figure 2.8, I considered the
following factors:

¢ AWGN noise is characterized by its statistical properties. It is "additive"
because it is added to the original signal, "white" because it has a constant
PSD across all frequencies, and "Gaussian" because its amplitude follows a
Gaussian distribution. This noise introduces randomness and interference into
the signal, which can affect its RSSI and SNR.

e Additionally, there is "colored noise" superimposed on the signal. Colored
noise is different from white noise in that its power spectral density varies
with frequency, meaning it has more power at some frequencies than others.
This noise can be generated in various ways and can introduce specific
frequency-dependent distortions or artifacts to the signal.

e Normalizing all the values in this context likely means that the amplitudes of
the signal and the noise have been adjusted to a common reference level,
making it easier to analyze and compare their impact on the signal. The
normalization helps ensure that the signal and noise can be appropriately
balanced and evaluated.
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Figure 2.8 AWGN colored noise superimposed on signal

Narrowband noise: This type of noise in PLC systems include continuous-
tone jammers and amateur radio devices emitting spurious signals that occupy an
extremely narrow part of the PLC spectrum. PLC systems employing single-frequency
carriers for data modulation can be particularly affected by the significant noise power
at these spectral locations [31].

The illustration in Figure 2.9 helps visualize the challenge posed by
narrowband noise in PLC systems. It highlights how spurious signals at specific
frequencies can potentially disrupt communication in PLC systems, particularly those
using single-frequency carriers. The SFDR value serves as a quantitative measure of
the system's ability to handle these spurious emissions while maintaining a strong
and reliable carrier signal. Figure 2.9 represents the PLC spectrum with a carrier
fc=9.8 kHz and spurious emissions at f=14.7 kHz, the spurious free dynamic range is
SFDR=80.13 dB. Below I provide a comprehensive breakdown of the components
depicted in Figure 2.9:

e Carrier Frequency (fc=9.8 kHz): The central element of the spectrum is the
carrier signal with a frequency of 9.8 kHz. This carrier is where the primary
data transmission occurs in the PLC system.

e Spurious Emissions at f=14.7 kHz: Surrounding the carrier signal, one can
observe additional signals or noise at a frequency of 14.7 kHz. These signals
represent spurious emissions. Spurious emissions are unwanted or
unintended signals that are emitted at frequencies other than the primary
carrier frequency. In this case, they occupy a narrow part of the PLC
spectrum. These spurious signals can be caused by various sources, including
continuous-tone jammers and amateur radio devices. These emissions are
particularly problematic for PLC systems employing single-frequency carriers
for data modulation.

e Spurious Free Dynamic Range (SFDR=80.13 dB): This figure also provides a
key metric to assess the system's performance in the presence of narrowband
noise. The Spurious Free Dynamic Range (SFDR) is a measure of how much
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stronger the desired signal (the carrier) is compared to the unwanted spurious
signals. In this case, the SFDR is specified as 80.13 dB, indicating a
substantial dynamic range for the carrier signal compared to the spurious
emissions.

SFDR: 80.13 dB
T

SFDR
0 Fundamental
|

-50
|

Power (dB)

p—

-100 - 1\

-150
0 5 10 15 20

Frequency (kHz)
Figure 2.9 PLC spectrum with spurious emissions

Periodic impulsive noise synchronous to mains frequency: This noise is

caused by the switching actions of silicon-controlled rectifiers and AC to DC rectifier
circuits found in many electrical appliances. It occurs at the mains frequency or its
integer multiples and is synchronous with the variations of the AC mains voltage.

Figure 2.10 serves as an example to visually represent this periodic impulsive

noise that is synchronized with the mains sinusoidal waveform [31]. It helps in
understanding the challenges and potential interference that can arise in PLC systems
due to this type of noise, especially when it coincides with the timing of the mains
voltage variations. Characteristics of the Signal depicted in Figure 2.10 are presented

below:

Periodic Nature: The noise follows a recurring pattern or cycle, and it
synchronizes with the mains frequency. In other words, it occurs at the same
frequency as the AC mains supply, which is typically 50Hz or 60Hz depending
on the region. Furthermore, it can also manifest at integer multiples of the
mains frequency.

Origin: The primary source of this noise is the operation of electrical
appliances containing silicon-controlled rectifiers and AC to DC rectifier
circuits. These components are essential in converting AC to DC in many
devices. Their switching actions create disturbances in the electrical signal,
leading to the appearance of this impulsive noise.

Synchronization: One main aspect of this noise is its synchronization with the
variations of the AC mains voltage. As the AC voltage goes through its
sinusoidal waveform, the noise occurs at specific points in the waveform,
often associated with the switching actions of the rectifiers. This
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synchronization can introduce regular impulses in the mains signal, potentially
affecting the quality of PLC.

Impulsive noise 1 cycle

Impulsive noise 6 cycles

S0 100 150 200 250

Figure 2.10 Periodic impulsive noise

Periodic impulsive noise asynchronous to mains frequency: The
majority of electronic devices in use today, including those equipped with SMPSs, can
inadvertently generate a specific type of noise referred to as "asynchronous periodic
impulsive noise”. Unlike its synchronous counterpart, this type of noise does not
synchronize to the mains frequency cycle but occurs at times related to switching
cycle.

Asynchronous periodic impulsive noise shares the same impulsive shape as a
single period of the synchronous periodic impulsive noise. This impulsive shape results
from the high-frequency switching actions inherent to SMPSs and other electronic
components. These high-frequency periodic switching events, characteristic of SMPSs,
introduce disturbances in the mains, leading to the formation of impulsive noise
patterns [31].

The impact of asynchronous periodic impulsive noise on PLC systems should
not be underestimated. These disturbances can disrupt PLC communication,
introducing irregular interference into the power line. Consequently, data integrity
and communication reliability may be compromised. Addressing and mitigating this
type of noise are necessary to ensure the dependable operation of PLC-based
communication systems amid the presence of various electronic devices.

Asynchronous impulsive noise: This noise results from the sudden
connection and disconnection of electrical loads on the power line. This type of
switching events generate intermittent CE, leading to PLC error bursts. Inductive
devices and universal motors commonly found in household appliances are primary
sources of aperiodic impulsive noise. When these devices are turned on or off, they
generate electromagnetic interference that affects PLC. Examples include
refrigerators, washing machines, and vacuum cleaners. The inductive nature of these
devices, such as the coils in electric motors, creates sudden changes in current and
voltage when they are switched [31].
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Figure 2.11 is a graphical representation of asynchronous impulsive noise that

has the following key properties:

Aperiodic characteristic: Aperiodic impulsive noise does not follow a regular
or periodic pattern. It is unpredictable in its occurrence, happening as
electrical loads are activated or deactivated. This irregularity can make it
challenging to anticipate and mitigate.

Intermittent Noise Effects: Aperiodic impulsive noise introduces intermittent
disturbances into the power line. These disturbances can lead to bursts of
errors or data corruption in PLC systems. The irregularity of these noise bursts
can be particularly problematic for reliable data transmission.

Impulsive noise 5 cycles
T

10.8

50 100 150 200 250
Figure 2.11 Aperiodic impulsive noise

Figure 2.12 presents the time domain representation of a sinusoidal signal in

its original form, along with the same sinusoidal signal superimposed with
asynchronous impulsive noise. All values in this figure have been normalized thus are
dimensionless.

Original Sinus Signal: This represents a clean and continuous sinusoidal
waveform. In many cases, such a waveform is used as the carrier signal for
data transmission in PLC systems. The sinusoidal waveform is characterized
by its regular and predictable oscillations, making it suitable for data
encoding.

Superimposed Asynchronous Impulsive Noise: This portion of the figure
depicts how aperiodic impulsive noise, which occurs due to the connection
and disconnection of electrical loads, affects the original sinus signal. The
superimposed noise introduces irregular disturbances, resulting in deviations
from the clean sinusoidal waveform. These deviations represent the impact of
asynchronous impulsive noise on PLC communication.

The normalized values in Figure 2.12 allow for a clear visual representation of
how asynchronous impulsive noise can disrupt a sinusoidal signal commonly
used in PLC systems.
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Figure 2.12 Asynchronous impulsive noise in PLC spectrum

The presence of noise, particularly continuous background noise, continuous
narrowband noise, and synchronous periodic impulsive noise, can negatively affect
NB-PLC communication performance. Additionally, EMC standardization flaws allow
for interference between NB-PLC and multiple devices.

In Table 2.1 I have provided the summarized properties and sources of noise
types in a side-by-side comparison, allowing for an easy comparison between noise
types and the acquisition of a comprehensive understanding of their properties and
sources in a structured and organized manner. Usually in the power line all types of
noise are present and have a cumulative effect upon PLC.

Table 2.1 Power line noise types and key characteristic [19], [31]

Noise name Properties Source
Colored Low PSD, varying with Addition of various low
background noise frequency power noise
sources

Narrow-band Sinusoidal waveform shape Radio Broadcast
noise Amplitude modulated

Time variable
Periodic Frequency spectrum is spatially = SMPSs
impulsive noise shaped
asynchronous to according to the impulse
the mains repetition rate ranging from 5
frequency ps to 20 ps
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Periodic PSD decreasing with frequency Synchronous rectifiers and
impulsive noise Impulse shape with kHz range phase fired controllers
synchronous to occurrence rate
the mains
frequency
Asynchronous High PSD which can reach 50dB  Transients in the power
impulsive noise Shaped as impulses with a line generated by
repetition rate in the range of switching
kHz to MHz

Occurring randomly

2.2.2 Standardization gaps and SMPS CE

The CENELEC A, B, C, and D bands (with a frequency band of 3 kHz-148.5
kHz) are used by NB-PLC throughout Europe. However, this utilization is affected by
gaps in the standardization of EMC CE and EMI from devices. These aspects have
become the focal point of research articles [5]-[11], [13]-[16], [32] and have
garnered the attention of both CISPR and IEC. To address these shortcomings, efforts
are now being made, including modifications to standards like CISPR 16-1-2, CISPR
32, and a selection of IEC standards.

It has been observed that CE limits within the 3-148.5 kHz frequency band
are explicitly specified in only a few instances: the NB-PLC specific standard [27],
lighting equipment [33], and a single domestic appliance category (inductive ovens)
covered by the EMC standard [34]. Figure 2.13 shows the IEC EMC standards that
apply to the majority of mains-powered equipment in Europe as well as the frequency
bands they cover. The majority of these standards establish emission limits above
150 kHz.

Conducted emissions limits standardization gap

Standards
EN 50065-1

EN 55015
EN 55011
EN 55032-11
EN 55014-1

0.01 0.1 1 10
Frequency [MHz]

m No conducted emission limits m Conducted emission limit exists
Figure 2.13 Frequency bands standardized by common EMC standards [20]

SMPSs and inverters that are connected to the electricity grid frequently use
switching frequencies up to 150 kHz. These devices thus generate CE that affect NB-
PLC [32], [35]. A number of important aspects justify the usage of SMPS switching
frequencies below 150 kHz [36]:

e Efficiency: The total efficiency of the SMPS increases when switching

frequencies are reduced. Lower operating frequencies increase conversion
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efficiency and decrease power dissipation in power semiconductors like
transistors and diodes by reducing switching losses.

e EMC: Emissions increase due to higher switching frequencies with lower rise
and fall times generating harmonics. The lack of or more relaxed emission
limits below 150 kHz also contributes to the preference for lower frequencies.

e Thermal considerations: With a lower switching frequency, the components
have more time between switching cycles to dissipate the heat produced by
the switching components in SMPS.

e Component choice: The losses and dimensions of passive components
employed in SMPS tend to rise as the frequency increases. Therefore, utilizing
lower frequencies can help mitigate these limitations.

2.2.3 Power line attenuation

The attenuation of PLC signal due to power cables varies significantly with
cable type, length, and signal frequency. This characteristic is primarily influenced by
dielectric losses in the cable insulation and has a significant impact on signal
propagation within power line networks. Additionally, the various cable types in
existing installations and devices connected lead to multiple reflections in the PLC
signal propagation path, caused by changes in network access impedance.
Experimental results have proven that it is possible to achieve with NB-PLC protocols
point to point distances of up to 1.5km in a 3-wire LV power line network [37]. The
characteristics of power cables in relation to PLC signal propagation within power line
networks is described as follows:

Low-Pass Characteristic of Power Cables: The low-pass characteristic of
power cables varies significantly depending on factors such as cable type, length, and
signal frequency. This characteristic is primarily influenced by dielectric losses in the
cable insulation, and as a result, it significantly impacts signal propagation in power
line networks [38].

Impact of Cable Types and Connected Loads: Moreover, the diversity of
cable models in the electrical grid and variations in loads lead to multiple reflections
in the PLC signal propagation path. These reflections occur due to changes in network
access impedance, consequently affecting overall signal quality and performance.

Signal Attenuation and Electrical Phases: In addition, the attenuation of
signals in PLC can vary based on whether transceivers are connected to the same
electrical phase or different phases [39]. Even when connected to the same phase,
PLC links might experience unequal attenuation levels due to varying circuit loading
between nodes on that phase [40].

Narrowband Frequency-Selective Fading: PLC signals are susceptible to
narrowband frequency-selective fading, resulting in notches in the PLC channel
response at specific frequencies. These notches can be caused by factors such as
reactive loading, multipath propagation, or standing waves on the power line.
Additionally, excessive fading at the carrier frequency in single-carrier PLC systems
can significantly degrade system performance.

Time Domain Effects: In the time domain, it has been reported that signals
experience periodic fading attributed to loads such as DC supplies without
transformers [40]. For instance, residential buildings typically experience lower
attenuation compared to high-rise buildings. This difference is likely due to longer
signal distances and increased circuit loading in high-rise buildings.

Variability in PLC Signal Attenuation: Consequently, the attenuation of
PLC signals can vary significantly across different buildings due to differences in circuit
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loading and electrical system characteristics [40]. As a result, deploying robust PLC
signalling, error-correction, and access-control schemes becomes essential for
maintaining reliable communication.

Careful consideration of trade-offs between noise and attenuation levels is
necessary when selecting PLC carrier frequencies. It is important to note that noise
levels typically decrease with increasing frequency, while attenuation tends to
increase.

2.2.4 PLC access impedance

The RSSI is reduced by impedance mismatch in the electrical grid, which is
brought on by the existence of diverse cable kinds and lengths and varied types of
switched-on and switched-off loads in both residential and industrial settings. In turn,
this causes the transmission range to be reduced [41], the data rate to noticeably
drop, and, in the worst situation, connection between devices to be lost. If impedance
fluctuates within the PLC transmission channel's frequency range in addition to the
consequences already discussed, the effect of impedance may be considerably more
significant.

Figure 2.14 serves as a visual representation of the impact of power line
impedance on PLC signal quality. The changes in grid impedance inside the PLC
transmission channel cause considerable fluctuations in the received by the receiver.
As a result, under such circumstances, communication quality may noticeably
deteriorate. Predicting the effects of this kind of deterioration is difficult since the
impact is made worse by the time-varying nature of the grid impedance [42], [43].
The plots from Figure 2.14 are represented on the same axis for a better view of the
impact of power line impedance upon PLC signal and are described as follows:

e PLC TX (Unaffected) and PLC RX (Affected by Line Impedance two frequency
spectrums are depicted on the same axis. The first spectrum represents the
transmitted PLC signal (TX) before it is affected by the power line's
impedance, as measured at the transmitter end. This spectrum is labeled as
"PLC TX (Unaffected)". The second spectrum represents the RX PLC signal
after it has been influenced by the power line's impedance, as measured at
the receiving end. This spectrum is labeled as "PLC RX (Affected by Line
Impedance).

e Alongside the two frequency spectrums, an impedance measurement of the
power line is also presented. This measurement indicates the electrical
impedance characteristics of the power line within the PLC transmission
channel. It helps visualize how the impedance values vary with respect to
different frequencies within the PLC signal's frequency range together with
the impact on the RX signal level.

The PLC access impedance topic is continued in section 3.2.1 as part of broader

discussion regarding measurement setups for PLC signals in a controlled environment
emulating the real power line.
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Figure 2.14 Power line impedance influence on PLC signal frequency spectrum [44]

2.3 The history of PLC

The concept of using the power lines as communications medium occurred to

multiple persons in various locations around the globe at the beginning of the 20th
century. It seems that from technical point of view the concept of transmitting
multiple voice messages over a singular telephony circuit utilizing multiple carrier
frequencies has been the trigger of using the power line for transmitting voice
messages [45]. The below notable events, sorted in chronological event have been
identified to be a part of the genesis of PLC:

In 1910-1911, Major George Squier of the US Army Signal Corps showed the
use of a carrier-frequency technology to transmit several telephone channels
over a single telephone circuit [46].

The Imperial Japanese Electro-Technical Laboratory carried first commercial
usage of telephony over power lines in 1918 in Japan on a 144km long power
line owned by Kinogawa Hydro-Electric Co. in Tokyo. Subsequently,
commercial operation commenced in December 1918, utilizing the Fuji Hydro-
Electric Co.'s 22kV power line [47].

By the late 1920s, telephony over power lines had become extensively
adopted across Europe and the United States. According to a 1929 estimate
mentioned in an Austrian journal, approximately 1000 systems had been
installed in Europe and the United States by that time, with a majority of the
European installations concentrated in Germany [48].

With the help of Brown'’s article [49] I have extracted a list of notable events

that served as basis for the usage of PLC in metering applications:

As far back as 1838, Edward Davy introduced the concept of remote electricity
supply metering. His proposal aimed to monitor the voltage levels of batteries
at unmanned locations along the London - Liverpool telegraph system.

BUPT



23 Introduction into PLC

- Joseph Routin and C.E.L. Brown, hailing from Zurich, Switzerland, obtained
British Patent No. 24833 for their powerline signalling electricity meter in the
year 1897.

- The power line signalling electricity meter was followed by Chester
Thoradson's patent in 1905. Developed in 1902, this remote reading system
for electricity meters employs an additional signaling wire. However, despite
its potential, the scheme did not gain commercial traction due to inadequate
cost benefits, leading to its discontinuation.

- In 1913, the production of automatic electromechanical meter repeaters
began, and in 1927, the patent for using vacuum tubes in metering was
granted. In 1936, the indirectly heated vacuum tubes eliminated the need for
batteries , while in 1947, the miniature vacuum tubes, and later in 1960, the
transistor, significantly reduced the meter's size [50].

- By 1967, integrated circuits became prevalent, and by 1980, microprocessors
started appearing worldwide in various applications. Towards the late 1980s
and early 1990s, there were proposals for relatively advanced error control
coding, along with their implementation on wide scale and relatively
accessible microcontrollers within the hardware of a PLC modem.

2.4 PLC for electric power grid applications

The commercial usage of PLC in the electric power grid can be split into three
generations [51]:

e First Generation are represented by RCSs which provide unidirectional
communication for centralized load management and peak consumption curve
flattening in power distribution grids.

e Second Generation are composed out of low data rate PLC systems which
were proposed in the 1990s, AMR systems were deployed based on this
technology.

e Third Generation PLC devices used for electric power grid applications are
OFDM-based systems with significantly higher data rates with applications in
SGs, DA, and AMI.

2.4.1 First generation PLC systems

In the 1950s, companies like Landis & Gyr [51] and Brown Boveri & Cie [50],
[52] developed RCSs for load management in electrical grids, specifically to mitigate
load peaks. These systems have have seen extensive deployment and continue to be
used in various European countries [53], [54] as well as in other countries around the
globe [55] for load control and operational purposes, even when other telecontrol
links are unavailable.

Ripple control operates by injecting low frequency signals (audio frequency
range) in the MV grid. Frequencies are carefully chosen to avoid harmonics of the
mains frequency, typically ranging from 0.15 kHz to 1.35 kHz. Lower frequencies
below 0.25 kHz are favoured for longer distances being lesser impacted by attenuation
[56]. Different distribution grid operators utilize distinct frequencies to prevent
interference. Depending on the mains voltage level at the signal coupling point, the
injected signal can have a strength of up to 5% of the mains voltage level, which
corresponds to transmission power of up to 150 kVA.

For a better and pragmatic overview, I have listed the key characteristics
regarding RCSs:
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Signal coupled in the MV lines can easily pass via MV/ LV transformers,
allowing them to reach all RCS receiving apparatus linked to the LV grid over
great distances because of the ripple control signal's low frequency and high
power.

The distribution grid operator is the only source of transmission. However,
supervisory receivers monitor the setup and communicate with the
transmitter via other communication channels (such copper cables) to deliver
acknowledgement signals.

The system's telegrams are made up of a series of carrier pulses. Data is sent
at a rate of around 10 b/s because bits are encoded as on off keying pulses
lasting several hundred milliseconds.

Telegrams, which last several seconds to minutes, convey messages with a
size of about 50 bits. Receivers decipher the communicated sequence and
turn on or off their electric relays in accordance, managing appliances like hot
water boilers and electric heaters.

More recent systems include advanced features including remote receiver
timer programming, error checking, and message fragmentation. Although
the ripple control theory is widely used, system providers own the individual
designs.

RCSs are commonly employed by distribution utilities for load peak limitation.
When the total power consumption approaches a preconfigured limit, specific loads
(e.g., HVAC, water boilers, heat storage tanks) are switched off following a pre-
programmed priority list for a configurable maximum duration.

Additionally, ripple control is used to transmit orders for time-based tariff
switching to the meters. The typical RCS deployed in the power grid is represented in
Figure 2.15 and consists out of the following elements [57]:

The core of the RCS system is the Broadcast Center connected to the HV grid,
serving as the central control hub. It comprised out of the Control Unit and a
central modem. The Control Unit is responsible for generating control signals,
while the central modem facilitates communication with other components in
the system.

At the MV grid level, there are two critical components: The first one is the
local Modem, which acts as an intermediary for data communication, ensuring
connectivity between the Broadcast Centre and local devices. The second is
the Local Control Unit, which receives and interprets control signals from the
Broadcast Centre and can relay these signals to the devices on the MV and LV
grid. Third component is the Line Coupler, which is designed to efficiently
transmit control signals generated by the Control Unit from the Broadcast
Centre to the MV grid.

In the LV Grid, the primary role of Ripple Control Receivers is to govern an
array of load control devices by executing received commands, typically
involving the activation or deactivation of devices like heaters, boilers, and
lighting. This capability allows for remote and automated load management
within the LV grid, leading to optimized power distribution and a responsive
approach to shifting power demands.
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Figure 2.15 RCS installation in the power grid

2.4.2 Second generation PLC systems

RCSs are unable to offer the two-way communication that DA applications,
AMR, and AMI demand. There is a need for more increased bandwidth thus higher
carrier frequencies are used, at the expense of decreased communication range.

However, challenges arise due to the utilization of higher signal frequencies
and the limited transmit signal levels from consumer end devices in the LV grid. These
factors make it difficult for signals to pass through MV/ LV transformers.
Consequently, a network architecture is proposed, consisting of a backbone network,
possibly utilizing MV-PLC, to DC situated at the MV/ LV substations. These DCs then
enable LV-PLC communication to the SMs or devices attached to the specific LV grid
branch. At the beginning of the 2000s, the DCs started using mobile data or Ethernet
connection to communicate with the backbone.

CENELEC issued the European Norm EN 50065-1 [27] in 1991, which restricts
the maximum PLC output level in the range 120 dBpV <Vpc<134 dBuV as well as
the frequency bands for MV/ LV PLC.

Figure 2.16 offers a comprehensive and visually accessible reference of the
frequency spectrum allocation in Europe for NB-PLC by providing the following
information: frequency bands, regulatory information, and designated usage [17],
[20].

Figure 2.16 NB-PLC Frequency Spectrum allocation in Europe

The CENELEC A-band is specifically allocated for communications of electricity
distribution companies for DA, AMR and AMI, while the other bands are intended for
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consumer-site applications, for example, for household devices. The standards define
output power requirements of either 1 W or 5 W and define spectral masks for these
PLC devices communicating beyond 17.5 kHz.

Since the 1980s, several bidirectional MV/ LV PLC technologies operating at
frequencies up to 150 kHz have been developed and implemented [58], [59]. Some
of these solutions remained proprietary [60], [61], while others are IEC compliant.
The modulation used by the second generation systems is SFSK and FSK which are
standardized by IEC 61334-5-1 [62] and IEC 61334-5-2 [63].

One of the most widespread 2" generation, PLC systems utilize two carriers
at 63.3 kHz and 74.5 kHz, which are FSK-modulated with a data rate of up to 1.2
Kb/s. The wide separation of the carrier frequencies allows diversity reception,
improving performance in AMR, especially in Italy, France and Sweden, where a large-
scale implementation was performed [64], [65].

The standardization process turned IEC 61334-5-1 [62] into an International
Standard, IEC 61334-5-2 [63] and IEC 61334-5-5 [66] have remained Technical
Specifications. The FSK system by ENEL of Italy is included in IEC 61334-5-2 [63],
using a carrier at f=82 kHz for LV and f=72 kHz for LV, FSK-modulated achieving a
600 bps on LV, and 1200 bps on MV [67]. ENEL has made significant strides in
expanding its infrastructure for remotely managing meters, with substantial
expansion efforts beginning in the early 1990s and reaching completion by the early
2000s [67]-[69].

Two PHY layer profiles with different modulations have been proposed (nhot
deployed in mass-rollouts) by ABB and have been included in the below technical
specifications [70]:

e IEC TS 61334-5-4:2001 describes Multiple-carrier Modulation with DPSK

for PLC on MV [71].
e IEC TS 61334-5-5:2001 describes Spread Spectrum Fast Frequency
Hopping with applications for PLC on LV [66].

The expansion of SGs necessitates greater access to energy consumption data
from users for effectively managing the grid. In this regard, DLMS/COSEM serves as
a robust protocol that standardizes communication between SMs and utility backbone
servers [72]. It achieves this by seamlessly integrating device models from various
makers. The DLMS/ COSEM smart metering protocol is versatile and not limited to
electricity metering; it extends its applicability to utilities such as gas, water, and
heat.

This comprehensive set of standards is developed and maintained by the
DLMS User Association and has received adoption by the International IEC as part of
the IEC 62056 series of standards.

While OBIS is in charge of naming and recognizing objects within the system,
COSEM acts as the universal object model applicable to a variety of applications. The
application layer protocol known as DLMS facilitates the conversion of data into
messages.

Figure 2.17 offers a comprehensive representation of the DLMS/ COSEM
communication model and its various communication options and corresponding PHY
technologies. It visually demonstrates how data is structured, how communication
protocols are applied, and how information flows through different layers of the model.
Newer communication protocols are available but I have focused on the ones that
were used in parallel with second generation PLC systems [69], [73]. The key
components and layers of the DLMS/ COSEM communication model diagram shown
in Figure 2.17 are:
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¢ The data model is the top layer of the diagram representing the DLMS/
COSEM data model, which includes interface classes and object models.
This layer defines how data is organized and structured for
communication.

e The Application layer handles the interpretation of data and the
execution of various DLMS/ COSEM services.

e The data link layer, represented beneath the application layer, includes
the use of HDLC as the communication protocol. It manages data
framing and error detection.

1]

Figure 2.17 DLMS/ COSEM communication model

Figure 2.18 presents the architecture of a SG using NB-PLC as last mile
communication protocol between LV-Grid connected SMs and DC as well as internet
or MV-PLC for the connection between DCs and central system. Internet connectivity
is the preferred option for connecting DCs with PLC and central system. This
preference arises from several factors such as high number of SM using PLC (meaning
that it might be a bottleneck), low data rate of MV-PLC and expensive PLC coupling
implementation. As basis for creating Figure 2.18 the following references have been
used [74]-[77]. The SG architecture presented in Figure 2.18 includes the following
key elements:

e At the bottom of the figure, there are LV grid-connected SMs represented as
individual devices. These meters are deployed at the customer premises and
are equipped with NB-PLC communication capabilities.

e Positioned centrally within the figure is the DC, which acts as an intermediary
between LV grid-connected SMs and the higher-level communication
networks. The DC is equipped to communicate with SMs using NB-PLC.
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Figure 2.18 PLC installation in the SG

2.4.3 Third generation PLC systems

Real-time DA applications and AMI require increased transfer rates compared

to the ones offered by 2"d generation PLC systems [74]. To achieve these higher data
rates, larger bandwidths are needed, and the CENELEC A-band, with a bandwidth 35
kHz to 91 kHz using multiple carrier frequencies, provides a suitable solution.
However, at such wide frequency bandwidths, the frequency-selectivity of the channel
transfer functions of LV and MV electrical lines is quite high requiring the usage of
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OFDM [78]. iAd® pioneered the use of OFDM for PLC, which became the basis for the
REMPLI system, capable of speeds up to 60 kb/s in the CENELEC bands [12].

Closely spaced orthogonal carriers are used in the digital multi-carrier
modulation technique known as OFDM to convey data. To produce a lengthy OFDM
time domain signal, these subcarriers are PSK- or QAM-modulated and merged using
IFFT. In order to prevent inter-symbol interference in the time domain and guarantee
orthogonal subcarriers at the receiver despite signal distortion, a brief guard interval
(cyclic prefix) is added between the symbols. Due to this characteristic, OFDM s
robust to challenging channel circumstances, such as frequency-selective distortion
brought on by signal reflections in the electrical grid and attenuation of high
frequencies in long electrical lines.

OFDM has gained popularity in modern communication systems, being used
in various technologies such as xDSL, terrestrial wireless distribution of television
signals (DVB-T, DVB-H), and IEEE's high-rate wireless LAN standards (802.11a and
802.119). It has been adopted in many communications standards, including WiMAX,
DAB, 3 cellular telephony, IEEE 802.16, IEEE P1901, among others [79], [80].

In the context of PLC, various efforts have been made to set a global standard
up to 150 kHz for the PHY and MAC layers. One such initiative is PRIME, which
suggests the application of OFDM to the CENELEC A-band. PRIME Alliance, with 27
key industry members, focuses on defining standard PHY and MAC layers for a license-
free PLC-based SG communication technology [81].

PLC-G3 addresses the CENELEC A-band with a variant for the US FCC-
allocated PLC bands. It utilizes PHY layer parameters similar to those of PRIME, while
its MAC layer is based on the wireless IEEE 802.15.4 standard [65].

IEEE P1901.2 working group was initiated to develop a standard for low
frequency (up to 500 kHz) NB-PLC for SG Applications on LV and MV grids. This
standard is based on OFDM, drawing inspiration from PRIME and PLC G3.

ITU-T G.hnem, focuses on defining a NB-PLC standard for energy
management applications that can coexist with the BB-PLC ITU-T G.hn system [82].
This effort aims to harmonize with IEEE P1901.2.

These initiatives reflect the ongoing efforts to develop standardized and
efficient PLC systems for various applications in the energy and communication
sectors.

2.5 Overview of PLC protocols and frequency spectrum
allocation

The wide range of applications for PLC has resulted in the need to adhere to
numerous specifications while developing standards. Regulatory efforts focus on
ensuring the coexistence of PLC systems with other devices sharing the medium and/
or frequency band.

PLC protocol can be classified based on the frequency bands it uses. This
classification distinguishes between:

e U-NB, 125-3000 Hz
e NB, 3-500 kHz

e MB, 0.7-1.8 MHz

e BB, 1.8-250 MHz

U-NB PLC operates at very low data rates, going up to 100bps, but it has the
advantage of communicating over long distances 150 km or more. Early deployments
of PLC involved UNB-PLC technologies like the RCSs [83], Turtle System [84] and
TWACS [61]. Despite the low data rate per link, these systems use effective
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addressing techniques that facilitate scalability. Although UNB-PLC solutions have
been used for decades since the deployment of protocols using NB-PLC their usage
has decreased.

NB-PLC protocols are quite used in the SG, because they provide the optimum
compromise between range and data rate. Besides smart metering these protocols
are used in home and industrial automation. The most used standards in this
frequency band are PRIME and PLC-G3.

MB-PLC protocols are intended for SMs and IEEE 1901.1 is the applicable
standard. One of the PLC protocols using this frequency band is HPLC [85].

BB-PLC protocols support high transmission speeds, reaching hundreds of
Mbps. They are used for mostly for home applications but it can be extended to smart
metering and building applications [86]-[89].

Figure 2.19 illustrates the spectrum allocation for PLC across different areas,
including ARIB, FCC, and CENELEC, categorizing it into U-NB, NB, MB, and BB
segments, highlighting the regulatory distribution of PLC frequencies.

U-NB NB j MB BB
ARIB
FCC
iCENELECA B C D
0.003 0.095 0.125 0.140 0.1485 0.5 0.7 1.8 12 250

Frequency [MHz]
Figure 2.19 Spectrum allocation of PLC

Table 2.2 provides a comprehensive categorization of PLC protocols by
linking them to their main characteristics, including frequency band, protocol,
maximum data rate, transmission range, and corresponding standards.

Table 2.2 Overview of international PLC related standards, protocols and frequency bands
Frequency Maximum Transmission Standard
Protocol
band data rate range
up to 100bps

IEC 14908-3 IEC

Turtle 61334-5-2
IEC 14908-3 IEC

U-NB TWACS Ultra long range 61334-5-2

Ripple IEC 62054-11
control

up to 1Mbps ITU-T G.9901
Prime ITU-T G.9904

Long range IEEE 1901.2
NB up to ITU-T G.9901
G3-PLC 280kbps ITU-T G.9903

IEEE 1901.2

™ up to IEC 14908-4

LonWorks 1.25Mbps IEC 14908-3
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IEC 14908-2
LONMARK
Interoperability
Guidelines
150kbps- . IEEE 1901.1
MB HPLC 10Mbps Medium range
62.5Mbps- IEEE 1901
HD-PLC 1.0Gbps ITU-T G.9905
™ 0.2Gbps- IEEE 1901
HomePlug 1.3Gbps
ITU-T
BB Short range G.9960
G.9961
G.Hn %‘%%%pss' G.9962
-0bp G.9963
G.9964

BB-PLC and MB-PLC maximize data rate but trade-off communication range
while U-NB has extremely low data rates. For utility applications, extensive coverage
has greater importance than data rate, making NB PLC a preferable choice. NB-PLC
has the potential to reach challenging locations, making it more suitable for utility
applications. Consequently, I will not delve further into U-NB, MB and BB PLC, thus
focusing in devices using NB-PLC communicating in the frequency bands below 150
kHz.

2.6 PLC signal coupling methods

The coupling between the PLC amplifier and the power line is a complex topic
due to the characteristics of electric power grids, various installation types, broad
range of protocol and diverse regulatory constraints.

PLC couplers are devices, which inject or receive PLC signal into electric power
cables. In this context of PLC, power cables can carry either AC or DC, and the PLC
transceivers' signals are coupled to them using a coupling circuit. For AC power lines,
the coupling circuit must also filter out the AC mains signal, while for DC electric power
grids, the coupling circuit solely blocks the DC mains voltage.

This section focuses on the physical connection aspect, which primarily
involves injecting and extracting PLC signals into and from the power line. Four
coupling methods have been identified based on their physical configuration for
connecting to the power line, namely: antenna coupling, capacitive coupling, inductive
coupling and resistive coupling.

Coupling PLC transceivers with the communication medium presents
significant challenges, mainly due to the variability of access impedance, which
changes over time and with frequency due to dynamic loads connected to the grid.
Additionally, the low impedance of electricity distribution network to which reduces
technical losses in energy delivery poses a problem because typical coupling devices
are designed with access impedances much higher compared to the ones present in
the communication medium.

Figure 2.20 illustrates the six main characteristics of PLC couplers obtained
by summarising the following references [90]-[94]. These attributes collectively
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define the functionality and compatibility of PLC couplers in various applications and

settings.
PLC couplers I
Voltage level Voltage type Coupling Frequency Physical Connections
mode band configuration Number
Common UL Capacitive SISO
HV AC - pa
Differential NB Inductive
MV De SIMO
MB Resisti
W ve MIMO
BB Antenna

Figure 2.20 PLC couplers classification

In recent years, designing a PLC coupler that addresses impedance matching,
maintains a flat frequency response to minimize distortions, provides efficient
immunity against transients, and remains economical has been a major focus [95],
[96]. Accomplishing such a design requires addressing several issues to create a
practical PLC coupler suitable for the target application.

2.6.1 Antenna coupling

PLC first utilized the antenna coupling method for telephony over power lines,
which involved running a parallel wire or antenna alongside the conductor carrying
mains voltage to induce or extract communication signals in the line [45]-[48]. This
approach was particularly favored for high voltage transmission lines due to its safety,
as it did not require direct contact with the electrical power line. Instead, it used air
as a dielectric insulation, minimizing the risk of progressive deterioration, which could
occur with air dielectric-based capacitors. The antenna connection method also had
the benefit of having exposed cables that were simple to examine and maintain.

However, one drawback of the antenna coupling system was the need for
additional wires to be strung at the substation, potentially necessitating reinforcement
of supporting structures or towers [90]. Although the efficiency of the telephony
system over power lines was considered to be sufficient [97] the complexity of the
coupling system most likely led to the replacement of the antenna coupling method
by the capacitor coupling method.

Researchers have renewed their interest in the antenna coupling method,
especially in the context of enhancing wireless systems coverage using PLC [98]-
[100]. Straight power line antenna model is presented in [101] by the means of an
analytical and numerical approach to solve the Pocklington integro-differential
equation that depicts the distribution of induced current caused by an antenna
positioned over a limited conducting ground in an overhead wire. Proposes a hybrid
between RF and PLC technologies in buildings with multiple floors by exploring the
use of the building wiring system as an antenna [100].

Another notable development is the work presented in [99], where
researchers introduced a contactless PLC system. The cable acts as an antenna for
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coupling with the power line enabling the propagation and radiation of 2.45 GHz Wi-
Fi signals up to 40 m. A resonant quarter wave antenna is formed by exposing the
coaxial cable thus radiating the maximum power onto the power line. The length of
the antenna from Figure 2.22 can be calculated as follows:

m
Vcoax [?] 0.65 * 3 = 108
A= 1 = 345:10° ~8cm (2.1)
7[5l

A
L=Z=2cm (2.2)

Figure 2.21 provides a visual representation of how RF signals can be
transmitted via traveling waves along power lines. It illustrates the key components
involved in this communication method and how it can be integrated into the existing
power grid infrastructure, offering a means of data exchange and communication.

Power line
PC RF \}/
Modem
PC RF PLC coupler
Modem

Figure 2.21 RF communication via contactless PLC [99]

Figure 2.22 presents the antenna coupling circuit for PLC which uses as
coupler a quarter-wavelength antenna along the power line. The coupler is interfaced
with the antenna port, facilitating a reliable coupling between the RF modem and the
external antenna, thus optimizing signal transmission and reception, enabling
effective data communication over power lines. Depending on the transmission power
and frequency, antenna coupling may not be required at both ends; there might be
the case that RF signals will couple sufficient signal level to communicate.
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Power
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PC RF
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Figure 2.22 Antenna coupling circuit [99]

2.6.2 Capacitive coupling

Capacitive coupling is one of the most used types of PLC coupling methods
because it is reliable and can be tuned for any kind of frequency band. The basic
functionality of the coupling filter is that it acts as a high pass or band pass filter so
that it couples and decouples PLC signal from the power line. Subsequently the PLC
coupler has two different impedances one at frequencies closer to mains frequency
and the other at higher frequencies closer to PLC frequencies.

Figure 2.23 presents the behaviour of mains frequency and PLC signal
frequency impedance of a capacitor and inductor having common values for NB PLC
coupling [103], by looking from the mains side the coupler actually forms a high pass
filter. By choosing the right components, capacitive coupling is suitable for all types
of voltages, frequencies and PLC protocols.

Figure 2.24 is the S11 measurement using VNA of a real 470nF film capacitor
suitable for operating in mains conditions [102], from the smith chart it can be seen
that the impedance of the capacitor between 9kHz and 1MHz is quite low thus making
it suitable for coupling PLC signal.

Figure 2.25 is the S11 measurement using VNA of a real 22pH inductor
suitable for operating in mains conditions, from the smith chart it can be seen that
the impedance of the inductor between 9 kHz and 1 MHz makes it suitable for it to be
part of the PLC coupler.

— —

| I— L | S |

470 nF Z=6.78kQ at f=50Hz 22 uH 7=6.91mQ at f=50Hz

_| |_ = o—4 o MM _ |
Z=6.78Q at f=50kHz Z=6.91Q at =50kHz '

1 I 1

_ | |

Figure 2.23 Mains frequency and PLC signal frequency impedance of capacitor and
inductor

BUPT



35 Introduction into PLC

Trcl

$11 Smith 200 mU/ Ref 1 U Calint Offs 1

e
\\

<M1 281750000 kHz 114.264 mQ

— 41,265 Q

i 446,571 nF

Ch1 Start 9 kHz Pwr -10 dBm B;;H(Hz Stop 1 MHz
Figure 2.24 S11 measurements of a 470nF capacitor
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Figure 2.25 S11 measurements of a 22uH inductor
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There are two types of PLC capacitive coupling methods:

The non-isolated capacitive coupling method involves the use of a
combination of components, specifically a capacitor and an inductor, to establish a
PLC signal connection with the electrical grid [21]. The described configuration
permits the exchange of PLC signals while retaining a non-isolated connection to the
grid. This setup can be an effective coupling method for single phase SMs that utilize
a shunt to measure the current flow. In such cases, it is important for the internal
ground of the SM to be at the same electrical potential as the phase. Figure 2.26
visually represents this type of coupler, illustrating the main components and their
connection to the grid outlining its mains frequency and PLC frequency behavior. The
capacitor facilitates signal transfer, while the inductor helps manage impedance and
prevent unwanted interference. This method is suitable for applications where
isolation from the electrical grid is not required.

The isolated capacitive coupling method employs a more complex
configuration that includes a capacitor, an inductor, and a transformer to establish
PLC signal connection with the electrical grid. This type of coupler, is depicted in Figure
2.27. The transformer serves as an isolation barrier, ensuring that PLC signals can be
transmitted without galvanic connection to mains potential. This method is particularly
used in three phase meters and other PLC equipment. The combination of components
allows for efficient signal transmission while maintaining galvanic isolation.

Z2=6.78k(} at f=50Hz

—
Z=6.91mQ at f=50Hz —
50 kHz 50 Hz
C
047 uF

50 kHz L 50 Hz
22 pH

£=6.780Q) at f=50kHz

I 1
| S|
Z=6.910 at f=50kHz
50 kHz 50 Hz

Figure 2.26 Mains frequency and PLC signal frequency impedance of non-isolated
capacitive coupler

Z=6.78k(} at f=50Hz

—
7=6.91mQ at f=50Hz —
50 kHz 50 Hz
047 uF
2:1 I

Le=22 uH 50 Hz

50 kHz |

Z=6.780) at f=50kHz

—
—_
Z=6.910Q at f=50kHz
50 kHz 50 Hz

Figure 2.27 Mains frequency and PLC signal frequency impedance of isolated
capacitive coupler
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2.6.3 Resistive coupling

This type of coupling method is still in early experimental stages and can be
considered only for PLC receiver applications because the output of the transmission
power amplifier has to be decoupled from the mains voltage and frequency in order
to function properly. Comparing the resistive coupling method with the capacitive
coupling method one can see that the PLC signal level is reduced significantly more
compared to the PLC coupler proposed in [108] while the mains voltage is 45% higher
in the case of the resistive coupler. Below equations present a comparison between
the voltage division ration of the resistive PLC coupler proposed in [108] and the
capacitive coupler presented in section 2.6.2.

2 .
Vout = m*Vln (23)
4.7kQ ,
Voutesisitive at 50Hz = Voutesisitive at 50kHz = Tooka + 27k Vin (2.4)
Voutresisitive at50Hz = Voutresisitive at 50kHz = 4.5% * Vin (2 ' 5)
6.91mQ , .
Voutcapacitive at 50Hz = 691ma T 6780 " Vin = 1% * Vin (2.6)
6.910 , ,
Vouteapacuive at 50kHz = g 970 + 6780 " VM = 0% * Vin (2.7)

2.6.4 Inductive coupling

There are two methods of coupling the PLC signal onto the power line using
transformers: series inductive coupling and shunt inductive coupling. Both methods
seem to be best suited for PLC communication in shielded underground MV power
lines. For writing this section I have used the following references [90], [91], [104]-
[107].

Series inductive coupling is connected in series with the power cables shield.
To do this, one end of the device should be connected to the shield of the power cable,
while the other end should be grounded. This series connection ensures a reduced
insertion loss of about 1dBm*0.5 when compared to non-inductive coupling.
Additionally, this type of inductive coupler enables signal transmission over distances
exceeding 5 km [104]. The installation of the series connected inductive coupling is
more complex compared to the shunt inductive coupling method because it requires
direct contact between the coupler transformer and conductor. Figure 2.28 provides
the overview of the integration of series connected inductive couplers in an
underground MV shielded cable installation. This type of coupling method transmits
between the shield of the underground cable and ground.

Shunt inductive coupling is based on the principle of electromagnetic
induction, which is similar to what CTs are doing in the power distribution grid but in
this case instead of measuring the induced voltage proportional to the current passing
through the conductor the transformers is used for injecting signal. Using this method
signal attenuation levels are ranging from -20dB to -35dB. Nevertheless, this method
exhibits larger coupling attenuation compared to the intrusive inductive coupling
method, consequently limiting the maximum data transmission distance to
approximately 5 km [104]. The main benefit of this coupling method is that it does
not require direct contact to the conductor thus installation is much simpler compared
to the series inductive coupling. Premo manufactures inductive couplers which
operate at NB-PLC frequencies which do not require direct contact to the conductor
thus are easy to install [105]. Figure 2.29 illustrates the inclusion of shunt inductive-
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coupled PLC modems within an underground MV shielded cable installation. These
type of coupler is using as transmission medium all lines passing through it.

L1 L1
L2 L2
L3 L3

Underground MV shielded cable

PLC < > PLC
- ol
modem p C modem
Figure 2.28 Series connected inductive coupling
A A

L1 L1

L2 p— L2

L3 L3

_I—r v -| Underground MV shielded cable I_ V —'_I_
PLC PLC
modem modem

! !

Figure 2.29 Shunt inductive coupling

2.7 PLC transceiver overview

In this section I present a generic PLC transceiver thus creating the necessary
overview for the next sections. For developing this section I have performed a
thorough bibliographical research using multiple references [103], [109]-[113].

PLC transceivers utilize modulation techniques to imprint data onto the power
line signal. The transmitter modulates the data onto the carrier signal, and the
receiver demodulates the received signal to recover the transmitted data. Common
modulation schemes include BPSK, QPSK, OFDM, and more.

As presented in section 2.5 PLC systems can operate in different frequency
bands. The choice of frequency band depends on factors like transmission distance,
available bandwidth, and regulatory constraints. The PLC coupling interface needs to
be adapted.

The main characteristic and features of a PLC transceiver are presented below.

Noise and Interference Handling: Power lines are susceptible to various
types of noise and interference, including impulsive noise, white noise, and radio
frequency interference. PLC transceivers incorporate techniques like error correction
coding, interleaving, and adaptive modulation to mitigate the effects of noise and
interference.

Channel Estimation: Due to the changing nature of the power line channel,
PLC transceivers often employ channel estimation techniques. These techniques help
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the receiver adapt its demodulation parameters to account for channel variations,
enhancing the reliability of communication.

Protocol Implementation: PLC transceivers adhere to specific
communication protocols, such as PRIME, G3-PLC, HomePlug, and IEEE 1901. These
protocols define how data is structured, transmitted, and received over the power line
network.

Security: PLC transceivers implement security measures to protect the
transmitted data from unauthorized access or tampering. Encryption, authentication,
and access control mechanisms are commonly used to ensure data privacy and
integrity.

Adaptive Power Control: PLC transceivers often incorporate adaptive power
control mechanisms to adjust transmission power based on the channel conditions.
This helps optimize the communication link and reduce interference to other devices
on the power line.

Mains zero crossing detection: is performed by the PLC transceiver and it
has the following purposes, based on the PLC protocol used: synchronization, data
demodulation, reduce inter-symbol interference, power control.

Figure 2.30 presents a generic PLC transceiver diagram in which TX and RX
signal paths are highlighted with red and green.

MCU AFE PLC Coupling
DAC @ \ —H—IPA I H
] - ]
SPI N
I
—\ . J BPF -TX Path
~RX Path
LPF

Figure 2.30 PLC transceiver diagram
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2.8 Overview of PLC-PRIME and PLC-G3 protocols

PRIME and PLC-G3 stand out as two highly recognized and used protocols in
the latest generation of NB-PLC protocols. Both of these protocols emerged as open
standards, initially pioneered by a compact consortium of telecommunications and
electricity distribution companies. However, these initiatives have since evolved into
expansive alliances with a growing roster of participants. Despite their shared aim of
serving various applications within SGs, these protocols exhibit significant distinctions
as well as similarities, which will be explored in this section. The information presented
in this section have the purpose of creating the theoretical background for the PLC
enhancement techniques described in Section 3 and Section 4. Due to the similarities
between PLC-Prime and PLC-G3 semiconductor manufacturers offer PLC modems that
allow the implementation of both using the same HW components, just the software
and configuration for the modem differs [110], [111], [114].

Table 2.3 is a side-by-side overview of PLC-G3 and PLC-PRIME protocols. In
order to create this overview I have used multiple references [109], [112], [113],
[115]-[117]. The table provides a comparative analysis of these two protocols across
various parameters, as follows:
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Table 2.3 Overview of PLC-G3 and PLC-PRIME

Parameter PLC-G3 PLC-PRIME
Bandwidth in CENELEC A 35 kHz to 91 kHz 42 kHz to 89 kHz
. 36 84 header
Number of carriers
96 payload
Carrier frequency spacing 1.56 kHz 488.28 Hz
. . Not used 13 header
Pilot subcarriers
1 payload
Cyclic prefix 75 us 192 ps
OFDM symbol timing 715 ps 2240 ps
Preamble timing 6080 pus 2048 ps PRIME 1.3.6
8192 uys PRIME 1.4
FFT interval 640 us 2048 pus
Interleaving Each data packet Each OFDM symbol,
Windowing Available Not available
Convolutional code
Forward error correction Reed—_S_oIomon Convolu_t!onal code
Repetition code Repetition code
Max data rate 33.4 kbps 128.6 kbps
Modulation DBPSK, DQPSK, ROBO DBPSK, DQPSK, D8PSK
Differential encoding In time In frequency

PLC-G3 PHY layer uses differential and coherent modulation types, ranging
from DBPSK/ BSPK (1 bit per symbol) to D8PSK/8PSK (3 bits per symbol). Another
modulation, known as ROBO, employs DBPSK/BPSK with a 4-fold repetition to
enhance its capabilities in severe power line conditions.

PLC-PRIME PHY layer does not have ROBO modulation type, but it uses D8PSK
which allows PLC-PRIME to have almost 4 times more data rate compared to PLC-G3,
but it needs higher SNR.

A major contrast between G3-PLC and PRIME lies in their frame structures. In
PRIME, a linear chirp signal spans the entire OFDM spectrum, whereas G3-PLC adopts
a repetition of the OFDM symbol approximately 9.5 times. Both protocols incorporate
a preamble for synchronization purposes. In the case of G3, this preamble serves the
dual purpose of estimating the channel transfer function. Furthermore, in G3, the final
symbol within the preamble also acts as a reference point for measuring the phases
of the subcarriers in the header [116].

Figure 2.31 presents the PLC-PRIME frequency spectrum as it is measured on
a standard LISN and Figure 2.32 presents the PLC-G3 spectrum in the same
conditions. In Figure 2.32 the 36 carriers can be observed due to the high PAPR which
is explained in detail in section 3.2.
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Figure 2.31 PLC-PRIME frequency spectrum in TX mode
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Figure 2.32 PLC-G3 frequency spectrum in TX mode

2.8.1 Modulation types used

Data bits undergo mapping for differential modulation techniques such as
DBPSK, DQPSK, and D8PSK. In place of employing the phase reference vector @, each
phase vector utilizes the preceding symbol on the same subcarrier as its phase
reference. In this way of calculating the phase uncertainty if the constellation is
rotated due to communications channel through which the signal passes is mitigated.

Coherent and non-coherent modulation schemes are two different approaches
to modulating a carrier signal with information. They differ primarily in how they
handle the carrier phase information during modulation and demodulation [118].

In coherent modulation, both the transmitter and the receiver have
synchronized carrier oscillators, which means they know the exact phase of the carrier
signal. This synchronization allows the receiver to extract the phase and amplitude
information from the received signal. Coherent modulation is typically more sensitive
to carrier phase changes and provides higher data rates and better performance in
terms of error rates.
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Non-coherent or differential modulation, on the other hand, does not require
carrier phase synchronization between the transmitter and the receiver. The receiver
does not attempt to recover the carrier phase; instead, it focuses on extracting the
amplitude and phase changes that are caused by the modulated signal. Non-coherent
modulation is less sensitive to carrier phase variations and is often used in scenarios
where carrier phase information cannot be reliably transmitted, such as in frequency-
selective fading channels or when using low-cost equipment.

In summary, the key difference between coherent and non-coherent
modulation schemes lies in how they handle carrier phase information. Coherent
modulation requires synchronized carrier oscillators and can achieve higher data rates
but is more sensitive to phase variations. Non-coherent modulation does not rely on
carrier phase synchronization and is more robust in situations where carrier phase
information is difficult to maintain.

Table 2.4 provides a comprehensive overview of the modulation types
available for PLC-G3 in the CENELEC A frequency band, with a distinctive focus on the
distinction between non-coherent and coherent modulation methods. This table
highlights the modulation options in PLC-G3, distinguishing between non-coherent,
suitable for challenging environments, and coherent modulation methods, offering
different data rates and performance characteristics.

Table 2.4 PLC-G3 modulation types available in CENELEC A frequency band
Non-coherent (differential

Coherent modulation

modulation)

Robust mode Robust mode
DBPSK modulation BPSK modulation
DQPSK modulation QPSK modulation
D8PSK modulation 8PSK modulation

Figure 2.33 constellation diagram of DBPSK, DQPSK, and D8PSK graphically
explain digital modulation schemes which employ a finite set of symbols for conveying
information. These symbols are assigned specific magnitude and phase values on the
I/Q plane, forming what is known as constellation points. Modulation schemes with a
higher number of constellation points have the capacity to transmit more information
per symbol. In simpler terms, the greater the number of symbols in a modulation
scheme, the more bits a single symbol can represent [119] . For instance, in BPSK,
each symbol can convey only a binary choice of 0 or 1, owing to its two constellation
points, thereby transmitting one bit per symbol. In the case of QPSK, which features
four constellation points transmit 2 bits/ symbol. As a general rule the number of
constellation points is 2n (bits/ symbol),

DBPSK 4 Q DQPSK  aQ DSPSK 4 Q
+1 +1 (01)

€] (0) (11) (00) (110) (000)
1 +1 -1 +1

(111)

-1 -1] (10
Figure 2.33 Constellation diagram [113]
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Although it is tempting to use high data rate PSK modulations the power line
is a communication channel with a lot of interferences thus communication robustness
against noise is more important than increased data rate. Figure 2.34 presents the
theoretical BER vs. SNR of the signal processing methods associated to each type of
modulation used in PLC-G3 and PLC-PRIME under the influence of white noise [120].

0 —Coherent QPSK & BPSK
| DPSK

|=Coherent FSK

- Coherent 8PSK

-DQPSK

1~ Noncoherent FSK

|~ DBPSK

LOG(BER)

0 5 10 15
SNR [dB]

Figure 2.34 BER vs. SNR of modulations used in PLC-G3 and PLC-Prime

2.8.2 OFDM transceiver implementation in PLC

Both PLC-G3 and PLC-PRIME are using OFDM because it is as an efficient
means of maximizing the use of constrained bandwidth channels, enabling the
incorporation of advanced channel coding methods.

The available bandwidth is partitioned into numerous sub-channels, akin to
independent subcarriers modulated with PSK and operating at distinct non-interfering
(orthogonal) frequencies. Redundancy bits are introduced through Convolutional and
Reed-Solomon coding, allowing the receiver to recover lost bits caused by both
constant background noise and abrupt impulsive noise disruptions. Employing a time-
frequency interleaving scheme serves to minimize the correlation of received noise at
the decoder's input, thereby introducing diversity.

The generation of the OFDM signal is achieved through the application of an
IFFT on the complex-valued signal points, which are a product of differentially
encoded phase modulation and are assigned to individual subcarriers. An OFDM
symbol takes shape as a cyclic prefix is appended to the outset of each block yielded
by the IFFT process. The length of this cyclic prefix is carefully chosen to ensure that
the channel's group delay does not incite undue interference between successive
OFDM symbols. Furthermore, windowing curtails the out-of-band leakage from the
transmitted signals.

For adapting to varying link conditions, channel estimation comes into play.
Depending on the received signal's quality, the receiver may, upon request from the
transmitter, furnish suggestions regarding the optimal modulation scheme to be
employed in forthcoming packets destined for the same receiver. Additionally, the
system discerns subcarriers with suboptimal SNR and abstains from transmitting data
on those channels.

Figure 2.35 offers a visual representation of the OFDM transmitter's complex
structure, displaying the above described techniques and strategies employed to
ensure reliable and efficient data transmission.
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Figure 2.35 OFDM transceiver block diagram [121]

2.9 Chapter summary

In conclusion, this introductory chapter has established the foundation for
understanding PLC in the context of modern power grid applications. The chapter
initiated with an in-depth examination of PLC's fundamental working principles,
revealing the utilization of power lines as a physical medium for data transmission.
Within this context, a structured presentation of the challenges faced by PLC within
the electricity grid, including power line CE, standardization gaps, signal attenuation,
and low access impedance, was provided.

The historical context of PLC was examined, tracing its development from
first-generation systems to the cutting-edge third-generation technologies. This
historical perspective highlights the remarkable advancements that have taken place
in the field of PLC, underscoring its growing relevance in contemporary power grid
applications.

Furthermore, the exploration delved into the intricate domains of PLC
protocols and frequency spectrum allocation, revealing the multitude of standards and
regulations governing this technology. This exploration was performed with the
purpose to enhance my understanding of communication standards within the PLC
field.

Additionally, signal coupling methods, a important component of PLC
technology, were explored, encompassing various techniques such as antenna
coupling, capacitive coupling, inductive coupling, and resistive coupling, each with its
own applications and characteristics.

The subjects presented in this chapter serve as a basis for the subsequent
chapters, where a deeper dive into the technical intricacies of PLC protocols and
transceivers will be undertaken.

Portions of this introduction have previously served as the basis for my
scientific articles [19]-[21], [25], [24], [22], and this chapter was developed through
an extensive literature review referencing over 110 bibliographical sources.
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I have made theoretical contributions in the field of PLC across several
primary topics using extensive literature review as research method:

Integration of PLC in the Electricity Grid: In sections 2.4, 2.5 and 2.6 of
my research, I have delved into the "how" and "why" of PLC's utilization as a
communication protocol using power lines as physical transmission medium. My work
emphasizes the significance of using the existing extensive network of power lines
within the electricity grid for communication purposes, obviating the need for laying
additional dedicated communication cables or deploying costly wireless systems.
Notably, PLC serves as a last-mile communication protocol, facilitating communication
between SMs and DCs.

Challenges Faced by PLC in Power Distribution Grids in the Context of
SGs: My research has identified and discussed the multitude of challenges that PLC
must overcome to ensure effective communication within the electricity grid. These
challenges include CE arising from standardization gaps, signal attenuation due to line
losses and low power line impedances.

A major theoretical contribution of my research is the in-depth analysis of the
challenges posed by CE in the grid on NB-PLC. I have categorized these emissions,
identified their sources, and emphasized their impact on communication. Additionally,
I have outlined the need for enhancing NB-PLC by developing methods for detecting,
avoiding, and filtering out CE within the NB-PLC communication frequency band.

I have detailed how these challenges affect PLC's signal quality and
communication reliability. The types of CE present in the electricity distribution grid,
signal attenuation, and power line impedance are thoroughly explored in sections
2.2.1, 2.2.2, 2.2.3.and 2.2.4 of the thesis and are also discussed in my scientific
articles [19], [20].
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avoidance technique

In this chapter, I put forth a novel approach to identify loads that generate noise
within the frequency band of PLC. The method involves leveraging SMs to establish a
correlation between energy measurements of the load and the quality reports
obtained from the PLC-G3 modem channel. By examining practical results, clear
connection between energy measurements and the noise originating from specific
loads can be observed. To further validate the need of such an enhancement method,
spectrum measurements using PLC-G3 on power lines with both low and high
impedance were conducted, allowing for a comprehensive comparison with the noise
spectrum. The correlation allows the creation of a transmission schedule based on
when the loads generating noise are operated.

An alternative effective method for reducing noise is the utilization of a PLF
positioned between the electricity meter and the consumer. This filter serves the
purpose of eliminating noise within the PLC band, but it comes it introduces losses at
mains frequency and additional deployments costs. This option of improving PLC is
presented in chapter 4.

To prevent noise altogether, there is the option to choose PLC frequency bands
that operate above 150 kHz, which are covered by standardized CE regulations. The
available PLC frequency bands include FCC and ARIB, although in Europe, only the
CENELEC-A band is allocated specifically to PLC communication for utilities. The
spectrum allocation together with the PLC protocols is presented in section 2.5.

The theoretical concepts and experimental results presented in this chapter are
built upon my published scientific articles [19], [21], [22], [24], [25].

3.1 SM Concept

The concept developed by me implies harnessing the capabilities of SMs so that
the loads that introduce CE in the PLC frequency band on the consumer side can be
effectively identified. This is achieved by utilizing channel quality reports obtained
from the PLC modem and energy measurements acquired from the metrology ADC.
Figure 3.1 is the block diagram of a SM with PLC [19], [22], [24], [25], [122], [123]
that is capable of creating a correlation between load power consumption and the
noise generated by the load. Table 3.1 explains the components and sub-blocks used
in Figure 3.1. SMs have precise RTCs, used for multi tariff implementation, which can
be further used in order to develop the optimum PLC transmission schedule. The
concept was designed to utilize standard market-available components, making it
feasible to integrate it to some extent into existing deployed SMs.

The proposed architecture represents from functional point of view a single
phase shunt based SM utilizing a capacitive, non-isolated type of PLC coupling, thus
the ground of the SM electronic components will be at phase potential. In this case
the most cost efficient and energy efficient power supply topology is to use a non-
isolated flyback converter with 15V output for the PLC AFE and a buck converter from
15V to 3.3V for supplying the digital part. The concept can be implemented towards
all types of electricity meters: poly-phase, indirect connected, semi-direct, semi-
indirect. I have chosen the to detail upon the single phase architecture because it is
the most common used type of meter and it is easy to up-scale towards other types
of meters.
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Figure 3.1 Architecture of a single-phase SM with PLC

The SM comprises several essential components carefully selected for optimal
performance and compliance.

The PLC solution is provided by Texas Instruments™, featuring the
TMS320F28069 microcontroller and the AFE0O31 PLC AFE.The analog Band-Pass Filter
for the RX path is constructed using passive components. While the PLC mains
coupling in the CENELEC-A frequency band, uses a capacitive non-isolated solution
with polypropylene capacitor C1=0.47uF and a ferrite core semi-shielded inductor L1=
470uH.

To ensure accurate measurement, an STPM32 metrology ADC from
STMicroelectronics™ is integrated, using a Copper-manganin shunt of 1mQ
resistance, ensuring precision within a <0.1% error margin across the 24mA to 120A
range, meeting the accuracy standards set by EC Directive 2014/32/EU.

Managing the SM's core functions is the NXP™ K60P144M120SF3
microcontroller, built on the ARM Cortex M4 architecture. To facilitate mains
connections, a DIN-type terminal block is employed, recognized as the standard
variant in Europe. These thoughtfully chosen components collectively allow the SM to
deliver accurate and reliable performance while pre-complying with European
regulatory directives.

Table 3.1 summarizes the role of each major component in the SM
architecture.

Table 3.1 Single-phase SM with PLC block diagram explanations

Components Explanation
PLC digital signal processor, which is used to modulate and
PLC DSP demodulate the PLC signal. Channel quality reports are also

computed inside the DSP.

The PLC AFE is responsible of the PHY layer implementation of

AFE the PLC modem.
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Analog band pass filter is required on the Rx path before the
signal is amplified by the AFE.
PLC signal coupling elements, at mains frequency they behave
L1, C1 almost as an open circuit Z while at PLC signal frequencies the
impedance is low facilitating signal coupling.
Used as current measuring element. The voltage drop is

BPF

Shunt measured using the differential inputs of the metrology ADC
Iin+ and Ijn-.
Voltage divider that is used in the mains voltage measurement
R1, R2 chain. An array of series connected resistors is recommended
for increasing voltage withstand.
Metrology Provides instrumentation and energy readings such as: load
ADC current, voltage, phase shift and power measurements.

The correlation between load power consumption and its
conducted noise can be done inside the microcontroller.
L is the mains connection from the power grid while L is the
L, L, N connection towards the load. N is the mains neutral
connection.

Microcontroller

3.2 CE source detection and avoidance technique evaluation
setups

In this section, I expound upon the procedures undertaken to establish a
laboratory test configuration that closely approximates the characteristics of the
power grid. To achieve this objective, an exhaustive analysis of scholarly literature
and adherence to international standards were conducted.

3.2.1 Power line impedance simulation circuit

The loads connected to the power line determine the access impedance of a NB-
PLC modem [124]. This section provides an extensive examination of the literature
pertaining to power line impedances and offers a pragmatic approach of its integration
into the test setup through the utilization of an impedance adaptation circuit in
conjunction with a standard LISN [125].

PLC access impedance at frequencies below 500 kHz is in focus among researchers
for quite some time. In 1976, Malack and Engstrom conducted a comprehensive
study, publishing the largest collection of power line impedance measurements to
date [126]. This study involved measuring the impedance of 86 AC power distribution
systems within the frequency range of 20 kHz to 20 MHz. Subsequent research has
confirmed the ongoing relevance and accuracy of their findings. To demonstrate this,
Figure 3.2 presents a graphical representation of impedance measurement results
obtained from [43], [126]-[129] and impedance value proposed in the EMC standard
which characterizes the standard LISN [125] , focusing on the frequency range of 20
kHz to 150 kHz.

The purposes of Figure 3.2 are to:

1. Establish that the impedance results obtained by Malack and Engstrom
[126] remain valid.

2. Emphasize that the noise and PLC level measurements presented in the
following section are based on real-world impedance encountered in
practical scenarios.
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3. Show the discrepancy of the LISN impedance proposed in international
standard EN55016-1-2 [125] compared to the real power line impedance.

85 Malack et al. 1976
Chruszczyk et al. 2015
30 Chu et al. 2013
— Kikkert et al. 2016
25 Cavdar et al. 2008 -
Mean |Z1

EN 55016-1-2 2014

20 40 60 80 100 120 140

Frequency[kHz]
Figure 3.2 Power line impedance and LISN impedance [43], [125]-[129]

In order to achieve a power line impedance closer to values encountered in
field conditions impedance circuit from Figure 3.3 is used as part of the LISN. L’ is the
live terminal of the LISN while N’ is the neutral and PE protective earth. I have
implemented this type of adaptive circuit using a thick film high power resistor (20W),
polypropylene capacitor and power inductor.

L 10 33| TF 5 uH 5 uH 3? ‘I”: 10 N’
] 1 YYY ' e 7YY —1 ]
I 1] -L 1] I

= PE

Figure 3.3 Adaptive impedance circuit

Figure 3.4 presents the impedance and phase of the circuit simulating
electrical grid impedance from Figure 3.3. Impedance values obtained with the
adaptive impedance circuit are very close to the mean impedance of the power line.

T T T T T T T T T T T T T T
3KHz 13KHz 23KHz 33KHz 43KHz 53KHz 63KHz 73KHz 83KHz 93KHz 103KHz 113KHz 123KHz 133KHz 143KHz

Figure 3.4 Impedance and phase plot for half of the adaptive impedance circuit
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The power consumption of the low impedance simulation circuit depicted in
Figure 3.3 is approximately P = 1 kW at the mains frequency f = 50 Hz. This power
consumption is significantly lower in comparison to using a purely resistive 2Q load,
where the power consumption would be P = 26.5 kW. The calculations for quiescent
power drain are elaborated in Equations (3.1) - (3.11).

7 = JR*+(X, — X0)? (3.1)

R=1Q (3.2)
X, =2mnfL=15mQ (3.3)
XCZ—ZTL_fCZ()S.SQ (3.4)
Z =9550 (3.5)
X, —X .
¢ = tan~ (= R & =-255 (3.6)
cosp =09 (3.7)
%
lrms/, = U5 o4 (3.8)
2 Z 955
P1/2 adaptive circuit = URMSIRMS Cos @ = 230%x24x09 =4968W (39)
Padaptive circuit = 2 * P1/2 adaptive circuit = 992 W (3.10)
U2 52900
Py0 Loaa = ’;MS = — = 2645 kW (3.11)

3.2.2 PLC signal level and CE measurement setup

The LISN depicted in Figure 3.5 represents a customized version of the
CISPR16 LISN, characterized by a symmetrical configuration relative to ground
[123], and it exhibits the impedance profile depicted in Figure 3.4. This particular
LISN serves the purpose of facilitating measurements of conducted noise levels
and PLC frequency spectrum on an impedance characteristic more closely aligned
with that encountered in actual power line scenarios.

There are three main types of LISNs each of them with having specific usage:
V-LISN, M-LISN inserted between the power cord and DUT, T-ISN used for
telecommunication lines [130]. The LISN depicted in Figure 3.5 is a V-LISN, below
is it's description:

V-LISNs are primarily used to measure the unsymmetric disturbance voltage
between one of the mains lines (L or N) and ground. There are two main types of
V-LISNs with different inductance values: 5 pH and 50 pH. V-LISNs with 5 pH
inductance are typically employed for testing equipment designed for vehicles,
boats, and aircraft that are connected to on-board power systems with DC or 400
Hz frequencies. On the other hand, V-LISNs with 50 yH inductance, according to
international standards [131], are intended for testing equipment that operates
at mains frequencies of 50 Hz or 60 Hz.

To conduct measurements on a higher impedance, such as the one presented
in the EN55016-1-2:2014 standard trace depicted in Figure 3.4, specific
modifications to the LISN illustrated in Figure 3.5 [125] are necessary:
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Figure 3.5 PLC signal level and CE measurement setup

Table 3.2 provides explanations regarding the components used in the
measurement setup from Figure 3.5.

Table 3.2 Noise level measurements and PLC signal measurement setup explanations
Components

Explanation
T1 For safety reasons an isolation transformer is used.
These components are employed to achieve a noiseless AC

L1 to L4, R1 to

R4 and C1 to power supply characterized by a predetermined impedance
c4 profile. This involves the utilization of L-C filters, featuring
air-core inductors and film capacitors.
C5, R5, L5, L6, The components are part of the low impedance simulation
C6 and R6

circuit depicted from Figure 3.3 .
A spectrum analyser is connected through a BNC cable to
the measuring port of the LISN. The conducted noise is not
Spectrum always symmetric so the measurements should be
analyser performed on both L’ (between R5 and ground) and N’
(between R5 and GND). For these measurements I have
used R&S® FSL3 spectrum analyser [132].
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3.2.3 PLC SNR, RSSI and power measurement setup

The purpose of this section is to provide an overview about the setup used of
for PLC SNR, RSSI and power measurements.

Figure 3.6 illustrates the measurement setup featuring two LISNs, each
powered from isolated mains voltage and equipped with filtering to maintain a noise-
free and well-controlled impedance environment. The sole pathway through which the
PLC signal can couple is via the 50Q2 measurement ports, allowing for the introduction
of attenuation to simulate the effects of a power line segment. Each LISN is paired
with a modem, with one operating in TX (transmit) mode and the other in RX (receive)
mode. On the RX side, a metrology ADC continuously monitors the power
consumption of the load. For a detailed list of the components and devices utilized in
the setup, please refer to Table 3.3.

The test configuration has been developed in accordance with both
international standards for PLC [27], [133] and industry-specific standards for PLC
technology [82], [112], [121]. Furthermore, to enhance its functionality, I have
integrated advanced power measurement using a metrology ADC. The power
measurement feature is used to establish correlations between PLC channel quality
metrics and power measurements of the load allowing the identification of loads
generating noise in the PLC frequency band.

Att
230V 230V
-40dB
50Hz V-LISN 1 V-LISN 2 50Hz
®, 5009 ] AEIL D500 @
Switch
Modem | | Modem

1:1 Tr1 1:1 Tr2 Metrology

- - ADC
= [
-

N PLF1 N pLF2 | LOADS

Figure 3.6 PLC SNR and RSSI measurement setup

Table 3.3 PLC SNR and RSSI measurement setup components

Components Explanation
Isolation transformer with 1:1 ratio are used for safety
Trl and Tr2 purposes and, dampen transients in the AC supply network

and avoid ground loops [134].

PLFs are used to supplement the filtering from the LISN so
PLF1 and PLF2 that it achieves the best noise floor, limited by the spectrum
analyser capabilities [125].

The V-LISN is utilized to quantify the unsymmetrical
V-LISN1 and disturbance voltage between either line L’ or N" and the
V-LISN2 ground [135]. For these measurements I have used
R&S®HM6050-2 V-LISN [136].
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A passive attenuator serves the purpose of emulating the
Att attenuation experienced on a power line segment connecting
two modems.
The switch allows to have 2 cases, with and without -40dB

Switch .
attenuation.
In order to measure the SNR and RSSI one modem is
Modem TX, configured in transmit mode -denoted TX while the other is
Modem RX configured in RX mode —-denoted RX. In this test setup PLC-

G3 modems from Texas Instruments® were used [114].
A metering AFE, called STPM32® from STMicroelectronics™
was used for metrological measurements of the loads. It's
Metrology ADC error is below 0.1% over a dynamic range of 5000:1, allowing
currents in the range of 24mA to 120A to be measured with
0.1% maximum error [137].

3.3 Measurement results and analysis

This section presents the following practical results: noise level
measurements, spectrum of the signal at the output of the PLC modem, PLC channel
quality statistics with and without noise influence and load power measurements.
The scope of this section is to provide practical validation of the concept presented
in section 3.1.

3.3.1 Conducted noise and PLC signal spectrum measurement
results

Noise level measurement of six common SMPS and spectrum of the PLC signal
have been performed using the measurement setup described in Section 3.2.2. I have
utilized a LISN HM6050-2 and an FSL 3 Spectrum Analyzer, both from R&S™. The
settings of the spectrum analyzer are: RBW= 200Hz, VBW= 300Hz, SWT=60s,
Detector type PkMax, Frequency sweep start=9kHz, Frequency sweep stop=150kHz.

In order to generate all the PLC-G3 carriers for spectrum measurement a PLC-
G3 modem from Texas Instruments® was used [114], with the following settings:
OFDM-D8PSK modulation, maximum output level, continuous transmission mode.

Figure 3.7 illustrates the spectrum analyzer measurements of CE generated
by six common devices utilizing SMPS on a low-impedance setting. The most
substantial noise levels are attributed to the 500W ATX PC PSU, phone charger, and
CCFL light bulbs.

The PLC signal level measured at the modem output should be between 120
dBpV and 134 dBpV [27] thus the CE generated by the loads in Figure 3.7 might affect
PLC communication.

Figure 3.8 and Figure 3.9 present the PLC-signal frequency spectrum at the
output of a PLC-G3 modem while transmitting on low power line impedance
respectively high power line impedance. These measurements serve as a practical
illustration of how impedance affects PLC carriers and the frequency selectivity
characteristics of the power line concerning the PLC signal.

Output level measurements were performed using channel power
measurement IBW method, which uses integration in the specified bandwidth to
measure the modem output level. The results of the output level measurements on
simulated low electrical grid impedance respectively high electrical grid impedance
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are shown in Figure 3.10 and Figure 3.11. When transmitting over a high power line
impedance, the PLC signal exhibits a 6 dBuV higher power compared to transmission
on a low power line impedance. The test setups for simulating both low and high
power line impedance are detailed in sections 3.2.1 and 3.2.2 by explaining how the
standard LISN was modified and adapted to simulate both low and high impedance

conditions.

1Pk
Max

PA

Figure 3.8 PLC-G3 signal's frequency spectrum at the modem's output on low LISN impedance
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Figure 3.7 CE measurements in NB-PLC frequency band [19]
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Figure 3.9 PLC-G3 signal's frequency spectrum at the modem's output on high LISN impedance

[19]

Comparing Figure 3.7 against Figure 3.8 and Figure 3.9 it can be seen that
500W ATX PC supply, phone charger and 15 W CCFL generate noise that can impact
the PLC-G3 communication.

*REBW 1 kHz
Att 50 dB *YBW 1 kHz M1[1] 95.26 dBpvY
RFef 120,00 dBpY  * SWT 60s 85.403193613 kHz
1Pk 110 dBp
Max
100 dBpw doro 'W f-H
| A ]
! \
s
Pwr M
May |60 dBpv
Pa
CF 63.0 kHz Span 122.0 kHz
Tx Channel Standard: NONE
Bandwidth 60.000 kHz| Power 115.31 dBpv

Figure 3.10 PLC-G3 signal's channel power and PSD at the modem's output on low LISN
impedance [19]
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Figure 3.11 PLC-G3 signal's channel power and PSD at the modem's output on high LISN
impedance [19]

PLC-G3's PAPR is rather high and equals the crest factor when expressed in
decibels. PLC-G3's PAPR=18.6 dB because it has n=36 carriers [121]. The high PAPR
makes the 36 carriers visible during frequency spectrum measurements at the output
of the PLC-G3 modem. Equations (3.12)-(3.15) provide a detailed calculation of PLC-
G3's PAPR.

|x|1275ak
PAPR = —£=t (3.12)
|x|12)eak
PAPR4z = 10log;y —> (3.13)
rms
PAPRyg = 101log;on + 3.01dB In =36 (3.14)
PAPRyy = 18,57 dB (3.15)

Typical values for PLC-G3 Rx sensitivity of 20 uVrms or 26 dBuV are achievable
with ROBO modulation in coherent mode and a PER> 5 % [103], [111].

As practical example if one assumes a 40 dB attenuation on the power line
between two modems and there is a device generating 60 dBuV noise in the PLC
frequency band, the RSSI deteriorates to a point where reliable communication is no
longer feasible, equations (3.16) and (3.17) describe this example:

RSSlgp = Asignal,dB — Anoisean — Apowerline,dB =20 dBuV (3.16)

3.3.2 Load influence on channel quality

SNR, RSSI and power measurements have been performed using the
measurement setup and test methods presented in section 3.2.3 . Figure 3.12
together with Figure 3.13 presents PLC-G3 channel quality measurements; one
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modem is in TX mode and the other in RX mode. I have taken measured SNR and
RSSI under the influence of the six typical loads evaluated in section 3.3.1. These
measurements were conducted both with and without the presence of -40dB
attenuation introduced between the two modems. This attenuation serves the purpose
of emulating the characteristics of a power line segment, allowing the simulation with
test conditions closer to the real-world.

The negative SNR reported by the PLC modem in Figure 3.13 when exposed to CE
from the 500W ATX PSU, and in the presence of 40dB attenuation between the
modems, serves as a compelling illustration of PLC-G3's OFDM technology capacity to
sustain communication even when the noise level exceeds that of the PLC signal
[138].

SNR and RSSI measurement without attenuation

500W ATX PSU
400W ATX PSU
Phone charger

LED light bulb

10W CCFL light bulb
15W CCFL light bulb

|

Incandescent light bulb

(=]

20 40 60 80 100 120
mRSSI [dBuV] ®SNR [dB]
Figure 3.12 PLC-G3 SNR and RSSI measurements without channel attenuation

SNR and RSSI measurement with -40dB attenuation

500W ATX PSU p
400W ATX PSU
Phone charger
LED light bulb
10W CCFL light bulb
15W CCFL light bulb

|

Incandescent light bulb

-10

o

10 20 30 40 50 60 70 80

mRSSI [dBpV] ®SNR [dB]
Figure 3.13 PLC-G3 SNR and RSSI measurements with -40 dB channel attenuation

Figure 3.14 presents the power measurements of the loads for which their
influence in channel quality was assessed and is presented in Figure 3.12 and
Figure 3.13. A reference meter having the error e<0.05% [139] was used to
validate that the measurements reported by the metering ADC are accurate. The
metering ADC measures current and voltage as well as the phase shift between
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them and computes P, Q, S and PF. The total power consumption of the loads was
found to be P= 246 W, Q= 134 VAR, S= 280 VA while PF= 0.88.

70
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0 I . | -

Incandescent  15W CCFL light 10W CCFL light  LEDlight bulb  Phone charger 400W ATX PSU  500W ATX PSU
light bulb PF=1  bulb PF= 0.65 bulb PF= 0.65 PF=0.31 PF=0.56 PF=0.79 PF=0.94

®P[W] mQ[VAR] ®S[VA]
Figure 3.14 Power measurements of the six common loads

3.4 Enhanced SM concept

Beyond the SM concept discussed in section 3.1, I have designed a metering
system that utilizes the same PLC-G3 modems from Texas Instruments™ [114].
However, this system incorporates a cutting-edge metrology AFE from Analog
Devices™ capable of self-calibrating together with sensor supervision [140], [141]
and features a power supply design comprising a non-isolated flyback converter
followed by a buck converter.

The primary motivation behind the development of the new SM concept was
to investigate the potential interference between the mSure™ technology utilized in
the metering AFE and PLC. This is due to the fact that mSure™ superimposes a
proprietary AC signal onto the mains AC waveform which passes through the
metrology shunt for the purpose of self-calibration and sensor supervision [142]. Wi-
Fi connectivity has been introduced to serve as a backup option for connectivity,
particularly in situations where PLC communication may be unreliable. Additionally,
Wi-Fi offers a reliable connection when accessible. Furthermore, Wi-Fi is incorporated
to provide straightforward and easily accessible connectivity to the SM.

3.4.1 Architecture of the enhanced SM with PLC and Wi-
Fi
In this section, I will introduce the key components of the enhanced SM
architecture and explain its practical application as an operational SM. While the
architecture is not yet fully functional as a comprehensive SM—lacking components
such as metrological output (LED), buttons, and display—I have concentrated solely
on the newly introduced components, particularly those that might potentially
influence each other. The enhanced SM architecture proposed by me is presented in
Figure 3.15. The architecture combines power supply units, microcontroller,
communication modules, and metrology AFE to provide accurate energy monitoring
and communication capabilities for effective SG applications. Below is a brief
description of the main features:
e Compatibility with the CE detection and avoidance methodologies that were
presented in section 3.2.
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High efficiency SMPS PSU comprised out of a flyback converter supplying the
PLC AFE and a buck converter that further steps down the voltage to 3.3V for
the digital part of the SM. The flyback converter is non-isolated so that the
metering AFE can use shunt based measuring system in together with the CT
used for metrology checks. The PSU implementation details are presented
thoroughly in section 3.4.2.

ESP8266 microcontroller with  Wi-Fi connectivity, facilitating data
communication and remote monitoring capabilities [143]. Wi-Fi is
incorporated for backup connectivity in case PLC is unreliable. It also offers
user-friendly access to the SM. ESP8266 is compatible with a range of
development platforms for programming.

ADE9153B is an energy metering AFE with sensor supervision and auto-
calibration capabilities. Sensor supervision ensures measurement accuracy by
monitoring both current and voltage channels, while auto-calibration
automatically calibrates these channels over time [140], [142]. This feature
is particularly valuable in maintaining accuracy as SM age. The metrology
implemented in the enhanced SM is presented in section 3.4.3.

The PLC solution utilizes the Texas Instruments™ TMS320F28PLC84 processor
along with the AFE031 AFE, optimized for AMI networks in SGs, NB-PLC within
the CENELEC frequency band, and complete PLC protocol stack execution
[103]. PLC coupling is achieved through capacitive coupling, which is feasible
from a galvanic perspective because the ground reference of the electronic
components within the SM is referenced to the phase.

1 1
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Neutrall PSU ne !
T ESP8266 !
Input [ |
1
230VAC 15V UART SPI i
1
| i
i
PLC-G3 H
modem I+ AFE E
I ADE9153B i
1
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Figure 3.15 Block diagram of the enhanced SM with PLC and Wi-Fi [21]

3.4.2 Power supply implemented in the SM

The enhanced SM PSU uses a non-isolated flyback converter for stepping down to
15V the mains rectified and filtered voltage and then the voltage is further stepped
down to 3.3V using a buck converter. The PLC AFE uses 15V, but the rest of the
components use 3.3V. The SM PSU structure is presented in Figure 3.16 while the
flyback converter and buck converter implementation is presented in Figure 3.17 and
Figure 3.18 with electronic component explanations in Table 3.4.
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Neutral 15V
Input stage. — Flyback Buck | 3.3V
Rectification and converter converter
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Phase

Figure 3.16 Block diagram of the SM PSU [21]

The flyback converter SM PSU composed out of the flyback converter from Figure
3.17 and buck converter from Figure 3.18 adheres to the following design criteria that
is specific to electricity SM’s requirements:

It must withstand a 440VAC earth fault for 4 hours. Although this is a
requirement specific for 3-phase meters this fault can occur also in single
phase installations [144].

It is optimized to achieve an efficiency of 70% under full load conditions
(1.3A) with a nominal input voltage of 230VAC. Enough conversion efficiency
must be achieved in order to meet the 2W power consumption when the SM
is just recording energy [145].

The design should operate effectively within an extended input voltage range
of 172VAC to 265VAC and a temperature range -40°C to +85 °C [144].

The design should also be pre-compliant with relevant EMC standards and
electrical tests for SM’s featuring PLC [27]. This requirement is applicable for
the entire SM, but the flyback converter is the primary contributor to
emissions in this case.

In this application, I have opted for Zener diode snubber over resistor-

capacitor snubber for the primary side of the flyback converter. This choice is made
to reduce losses and enhance efficiency, as Zener diodes conduct for a shorter
duration within the primary switching pulse, and they also provide better protection
for the flyback controller transistor, in this case integrated in the IC. However, for the
purpose of enhancing EMC emissions, the use of a resistor-capacitor snubber will be
necessary due to lower dv/dt and di/dt slopes.

The components of the SMPS described in Table 3.4 have been selected

forgiven for optimum performance in terms of efficiency, output voltage stability and
reliability. To achieve a robust and efficient SMPS design, during component selection,
various stress factors were considered, including voltage and current ratings,
switching frequency, and temperature.

Table 3.4 SM PSU component description [21]

Reference Description
NTC1 Thermistor used for inrush current limiting
VDR1 Voltage dependent resistor for surge protection
L1,C1 LPF for suppressing CE
D1, D2 Diodes used for half-wave rectification of mains
C2,C3 Rectifier filtering capacitors
R1, R2, R3, R4 DC balancing resistors
D3, DZ1 Primary side snubber with Zener diode
T1 Transformer used by the flyback converter
D4 Flyback secondary side diode
C4, C5 Flyback secondary side filtering capacitors
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R5, R6 Voltage divider for providing the feedback signal, scaled from
15V to 3.3V
D5 Prevents reverse current flow during converter start-up
R7 Limits the current flowing into internal shunt regulator of IC1
Cé6 decoupling capacitor, which also stores the energy necessary
for IC1 during start-up phase
R8 Adjusts the amount of current flowing in the drain of IC1
C7, C8, R9 Voltage feedback loop compensation network
IC1 STMicroelectronics™ Viper26K SMPS controller IC [146]
C9, C10 Buck converter input decoupling capacitors
IC2 TPS62177DQCR buck converter controller IC from Texas
Instruments™ [147]
L2 Buck converter switching inductor
R10 Power good pull-up resistor
C11,C12 Buck converter output capacitor, used for filtering
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Figure 3.17 Flyback converter part of the SM PSU [21]
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Figure 3.18 Buck converter part of the SM PSU [21]
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3.4.3 Metering AFE implemented in the SM

The ADE9153B is an energy metering AFE with sensor supervision and auto-
calibration capabilities suitable for single-phase SM applications. Sensor supervision
involves assessing the accuracy of energy measurements by supervising both the
current and voltage channels. Auto-calibration enables the meter to automatically
calibrate the current and voltage channels without the need for additional equipment
[140], [142]. This feature is valuable as SMs age over their lifetime, potentially
experiencing accuracy drifts.

Figure 3.19 illustrates the connection of the metering AFE to the sensors for
measuring and monitoring current and voltage readings [142]. The metering AFE
incorporated in the enhanced SM concept and depicted in Figure 3.19 has the following
features:

e Phase bypass: When the shunt is short-circuited, it alters the gain. Phase and
neutral current monitoring should ideally report similar values thus
mismatches indicate a tampering event involving a separate current path at
mains frequency.

e CT saturation by and DC magnetic field: The gain changes when the CT is
saturated. Traditionally the SMs use hall effect sensor to identify DC magnetic
fields tampering attempts.

e Double bypass when both the shunt and CT are short-circuited: The gain of
the shunt is altered.

e The sensor monitoring and self-calibration processes are executed without
influencing the metrology because the metering AFE overlays a known signal
onto the mains, which is then measured.

SM

VAMS

ADES153B

e
r

IBN IAN TAP IBP IBMS IAMS

Figure 3.19 Block diagram of the metrology part of the enhanced SM [21]
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Metrological values are measured through the conventional signal path using the
following AFE analog inputs:

e IAN and IAP differential inputs used to measure over the phase connected

shunt.

e IBN and IBP together with a CT monitor the neutral current flow.

e VAP and VAN used for voltage measurement.

Tamper detection and self-calibration are accomplished by injecting and
monitoring signals with frequencies higher than the mains frequency through the
following AFE pins:

e IAMS applies a control signals through the shunt, requiring four shunt
connections for accurate results (two for metrological measurements and two
for the control signal).

e IBMS is connected to a wire passing through the CT and going to system GND.

e VAMS is utilized for monitoring the resistive voltage divider integrity.

3.4.4 SM software considerations

The Espressif ESP8266EX is a comprehensive Wi-Fi system-on-chip solution
designed for Internet of Things applications [143]. The primary rationale behind
selecting this microcontroller is its extensive library support and the user-friendly IDE.
The SM uses an ESP12E Wi-Fi module, based on the ESP8266EX chipset, is utilized
and connected to a 2.4 GHz PCB Wi-Fi antenna.

The software component was created within the Arduino IDE, building upon the
EVAL-ADE9153ASHIELD Arduino libraries that offer fundamental functions for
interfacing with the ADE9153A. During SM’s development, the libraries from the
following sources were employed [148], [149].

Through additional development efforts, the following functionalities within
the SM:

e Calibration using a metrological power supply.

Self-calibration feature for both current and voltage measurement channel.
Instrumentation value such as current, voltage, frequency, and power factor.
Detecting tampering events within a 60s timeframe.

Enabling communication via both Wi-Fi and PLC.

Displaying all pertinent metrological values on a webpage.

3.4.5 SM functionality testing methods

To assess and validate the capabilities of SM, the demonstrator presented in
Figure 3.20 and Figure 3.21 was constructed with the following elements:

e Anisolation transformer featuring two coils, one designated for isolated mains
supply and the other as phantom loading.

e Shunt wire connected in parallel with the current measuring element.

e Switches and signaling lamps are employed for the voltage and current
circuits, along with tamper wire control.

¢ Phantom loading was achieved by using the low-voltage, high-current coil of
the transformer in tandem with a high-power resistor. This configuration
effectively separates the voltage and current circuits, simulating a load of 1.4
kW, calculated as P= 230V x 6A, while actually consuming only P= 0.8V x 6A
=4.8W for the current circuit.
The states of the enhanced SM demonstrator depicted in Figure 3.21 are

elaborated in the Table 3.5, while the actual results from the SM webserver are

presented in the next section, 3.4.6.
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QL | 230Vews T

Figure 3.20 Block diagram of the enhanced SM demonstrator [21]

Table 3.5 SM demonstrator states [21]

SW 1 and SW 2 and Tamper Description
L1l-green L2-red

OFF OFF Disconnected SM unpowered

ON OFF Disconnected SM is operating and I=6A

ON ON Connected SM operating and tamper is active

UE

Prototype metering platform
with tamper detection

e riagge Hbak

.
trator [21]

Figure 3.21 EnhancedSM demons

|
g

3.4.6 SM functionality testing results

The data of the SM is presented on a webpage through a user-friendly
interface enabled by a webserver running on ESP8266EX. The AFE offers
various measured and computed values, including instrumentation values,
active power, active and reactive power measurements, energy
measurements, frequency, PF, as well as estimations derived from sensor
monitoring (MS_MON_AICC) and auto-calibration (MS_ACAL_AICC).

Using the test setup presented in section 3.4.5 a tamper was
introduced thus, tamper detection is triggered and the SM reports the tamper
as shown in Figure 3.22. The tamper detection is triggered by MS_MON_AICC
(current reading monitor) difference.
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192.168.4.1 ¢

HTTP/1.1 1500
Content-Type: text/plain
Content-Length: 376
Connection: close

Temperature = 32.4866333008 degC
RMS Voltage: - 242.6982727051 Vv
RMS Fregquency: = 49.9496498108 Hz

Ians Current: 4.2988653183 A.I

Active Power: = -1043.15B4472656 W
Reactive Power: = =13.7974548340 VAR
Power Factor: = =0.9999100566
IMS_MON_AICC: = 1c5138 |
MS_ACAL_AICC: = 1bceSh

RLERT! Tamper detected !!!
Figure 3.22 Readings and registers indicated by the SM in the webserver interface during
tampering [21]

I have conducted practical validation of the PLC functionality in
accordance with NB-PLC standards [27], [133]. SM’s PLC-G3 modem receiver
sensitivity was assessed during an ongoing calibration procedure, utilizing the
setup presented in section 3.2.3, no influence was observed in the PLC
sensitivity with and without calibration procedure active.

PLC frequency spectrum measurements on low and high simulated
power line impedance has been performed without noticing any influence of
the calibration signal. Figure 3.23 depicts the frequency spectrum of the PLC-
G3 TX broadcast of all 36 carriers over a low simulated power line impedance
with calibration procedure active, no perturbation has been measured.

“RBW 200 Hz
Att 45 de ¥ YBW 300 Hz M1[1] 91.88 dBpvY
Ref 110.00 depv ¥ SWT 60s 35.800000000 kHz

100 dBpv |

i “}% APy
|

80 dBpV
!

1Pk

70 dBpv

50 dBpv

|
60 d i 4
|

Start 9.0 kHz Stop 150.0 kHz
Figure 3.23 PLC frequency spectrum on low impedance LISN [21]
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3.5 Chapter summary and future work

In conclusion, this chapter has introduced, presented, and validated a novel
approach for identifying CE sources within the PLC frequency band. The method
involves correlating load power measurements with quality reports obtained from
PLC-G3 modem channels, enabling the detection of interference-causing loads.
Practical application includes load detection and interference avoidance through
dynamically generated communication schedules when CE-generating loads are
inactive.

The significance of this method is underscored by spectrum measurements
conducted under both low and high power line impedance conditions, revealing the
distinct impact of noise generated by specific loads on the PLC-G3 signal.

Furthermore, an enhanced SM concept has been introduced, incorporating
advanced metrology features for precise energy measurements, tamper detection,
and self-calibration. This new SM architecture integrates Wi-Fi connectivity alongside
PLC, ensuring reliable communication in various scenarios and connectivity with other
customer premise devices.

As part of future research endeavors, I plan to advance the conceptual SM
outlined in Section 3.4 into a standard one, following the specifications outlined in
reference [145]. This enhancement will involve the integration of additional
components, including a display, an optical communication port, user interface
buttons, relays for load management and consumer disconnection, and the
incorporation of a real-time clock. Additionally, there is a compelling need to conduct
field experiments to validate the effectiveness of the techniques employed for CE
source identification and avoidance.

Results featured in this chapter draw upon my previously published scientific
works cited in references [19], [21], [22], [24], [25].

After completing the research activities outlined in this chapter, my
contributions include offering research findings as response for one of my initial
questions: What could be non-invasive techniques or solutions available to
address the challenges faced by PLC within the SG without the need for grid
modifications? If so, what are these techniques, and how can they be
effectively implemented?

A novel method for identifying sources of interference in the PLC frequency band
is introduced. This innovative approach leverages the capabilities of SMs to correlate
energy measurements from loads with the quality indicators of the PLC-G3 modem
channels. This correlation effectively establishes a clear link between energy
measurements and the noise generated by specific loads. The practical results further
substantiate this correlation, and comprehensive spectrum measurements conducted
in laboratory settings offer a robust comparison of noise spectra. This correlation not
only validates the method but also enables the development of a transmission
schedule based on the activity of noise-producing loads, ultimately enhancing the
efficiency of PLC communication.

The theoretical advancements stemming from my research endeavors and
presented in this chapter are:

e Introduction of a single phase SM architecture in the context of

communication protocols and services present in the power grid.

A single phase SM architecture with shunt current measurement is introduced
within the framework of communication protocols and services found in the electricity
network. The architecture aims to incorporate the methods for the identification and
avoidance of CE. During its development, off-the-shelf electronic components were
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used. Adhesion to international standards was taken into consideration in every step
of the SM architecture development. It was progressively developed and is detailed
in the subsequent articles [19], [21], [22], [25] and section 3.1 of the doctoral thesis.

e The theoretical contribution involves the development of techniques to
identify CE within the NB-PLC frequency band. These techniques harness the
inherent components and capabilities of SMs to establish a correlation
between power measurements and communication channel quality reports
obtained from the PLC-G3 modem.

In Chapter 3 of the thesis, techniques for identifying CE within the frequency
band utilized by NB-PLC are formulated. The innovative approach leverages the
existing components and functionality of SMs to establish a correlation between power
measurements and communication channel quality reports acquired from the PLC-G3
modem. This correlation facilitates the identification of CEs generated by the load and
the development of a transmission schedule when the load does not produce CEs (for
instance, when it is in a stopped state or operating in a different mode). This novel
methodology was published in my article [19].

The practical advancements resulting from my research activities and
elaborated in this chapter encompass:

e CENELEC A, B, C and D frequency bands CE measurements of common types
of loads in NB-PLC frequency using same measurement configuration as per
NB-PLC signal spectrum measurements.

I carried out the measurements showcased in Figure 3.7 to underscore and
quantify the effect of CE generated by typical loads on the PLC-G3 signal. The results
of the measurements have shown that CE identification & avoidance and/ or filtering
techniques are a valid research subject. The results have been included in my previous
article [19].

e Practical assessments have been carried out in a controlled test environment
using channel quality reports from the PLC-G3 modem to evaluate the impact
of loads that generate CE on NB-PLC.

Section 3.3 presents the outcomes of the measurements conducted for illustrating
the influence of typical loads connected to the low voltage power grid on the PLC-G3
communication protocol. The results outline that the loads connected in its proximity
and in the same electrical circuit influence the PLC channel quality reports RSSI and
SNR. The results were also published in my previous article [19].

e Practical trials have been conducted to validate the concept of identifying

loads generating CE within the frequency band used by NB-PLC using SMs.

This validation process involves the correlation of data available within the

SM, communication channel quality statistics data from the PLC modem, with

power measurements acquired through the metrology ADC, all integrated

within the SM. The goal is to pinpoint the loads responsible for generating
noise within the power grid and to establish an optimal communication
schedule for these specific loads.

Subchapter 3.2 and section 3.3.2 present the validation activities conducted for
establishing the feasibility of correlating PLC channel quality information with load
power measurements for PLC noisy load detection and its implementation in the SM
architecture as a proof of concept. This results of this activity was published in my
previous article [19].

e Implementation of an enhanced SM architecture capable of detecting loads
generating CE in the PLC frequency band. The enhanced SM has self-
metrological check and calibration as well as tamper detection features along
with PLC-G3 modem.
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In section 3.4 I present an enhanced SM concept that represents an improvement
to the one presented in section 3.1. Compared to the architecture presented in section
3.1 it uses the same PLC-G3 modems from Texas Instruments™ but the metrology
AFE is capable of self-calibrating together with sensor monitoring and features a
power supply designh comprising of a non-isolated flyback converter followed by a buck
converter. The primary motivation behind the development of the enhanced SM
concept was to investigate the potential interference between the mSure™ technology
utilized in the metering AFE and PLC. The enhanced SM architecture was presented in
my previous article [21] which is an evolution of the architectures presented in my
articles [19], [23], [24].

In summary, this section has provided both theoretical and practical novel
results such as: techniques for CE detection and avoidance, two SM architectures
capable of incorporating these advancements and the adaptation of measurement
setups to power line-like impedances. These concepts lay the groundwork for further
advancements in SG and PLC.
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Passive PLFs are employed to address CE in the power grid [150]-[152] or to
isolate various PLC network segments [153]. By tackling a few novel problems, I
contribute to this field of knowledge. First and foremost, this research serves as a
thorough informational resource for developing and evaluating PLFs for NB-PLC
filtering applications. It offers an in-depth understanding of the development,
integration, and testing aspects related to PLFs for NB-PLC filtering applications by a
literature review. The theoretical and practical contributions from this chapter have
been expounded upon in the my published work referenced as [20].

The study discussed in this chapter also suggests a novel method for
designing and simulating PLFs by using S-parameters. Although S-parameters have
been used in design and simulation methodologies before [154], [155], this study is
the first to employ this particular strategy to design PLFs for NB-PLC applications.

I have created a 13th order PLF utilizing specially built inductors to show the
effectiveness of the suggested design techniques discussed in this section. Below 150
kHz, the intended PLF exhibits substantial insertion loss. With input and output
impedances of 3.36, it manages to measure attenuation of more than -130 dB at 50
kHz while still using only 597 mW of power.

This chapter is structured as follows:

e Subchapter 4.1 presents a thorough description of the integration of PLFs into
the electrical grid, emphasizing the important grid services and the two
primary PLF topology types.

e Subchapter 4.2 acts as a PLF benchmarking guideline outlining the
performance tests that must be carried out. There is additional information
offered regarding the connection between testing procedures and the actual
power grid circumstances.

e Subchapter 4.3, in addition to subchapter 4.2, describes the passive filter
standard as well as the safety and immunity tests that need to be performed
as part of benchmarking.

e Subchapter 4.4 presents the design, modelling, and assessment of the
passive PLF as well as the comparison of the designed PLF with three
commercially available PLFs is made. The pragmatic method simplifies the
filter design process by using S-parameters.

e In Subchapter 4.5 the PLF whose development is presented in Subchapter 4.4
is subjected to assessment and is juxtaposed with alternative PLFs designed
for PLC applications that share comparable traits with the designed PLF. The
assessment protocol follows a subset of the previously delineated testing
procedures. In order to maintain impartiality, the manufacturers' identities
and specific part numbers linked with the PLFs are kept confidential. However,
the schematic representations of the reference PLFs, encompassing their
constituent values, are unveiled in section 4.5.1.

e Subchapter 4.6 is the concluding section of the research activities presented
in chapter 4 in which I propose future research topics in this field of expertise.

4.1 PLF integration, topology and impact in the electricity grid

In this section, I provide an overview of the fundamental types of PLFs, their
key characteristics, and explore the interferences that may arise between PLFs and
other services within the power grid.
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4.1.1 Integration of PLFs in the electricity grid

Typically, PLFs for PLC applications are used in the SG in the following cases:

e Located on the consumer side ideally between the SM and the fuse box to
filter the conducted noise produced by the home's equipment [156]. Installing
the PLF after the main fuse is not problematic if it does not need a ground
connection or if the main fuse is not a RCD. However, if the main fuse is
differential or the PLF does need a ground connection, putting the PLF after
the main fuse may result in the fuse tripping. In Figure 4.1, this filter use case
is designated as PLF Type 1.

e For the purpose of splitting SMs in two PLC areas whilst still connected to the
same electrical grid branch. The separation into two sections makes sure that
each SM using NB-PLC connects to the appropriate PLC-DC. When many SMs
are linked to a branch and an additional DC is installed to increase the
throughput, this form of PLF installation is necessary [153]. Figure 4.1
designates this filter use case as PLF Type 2.

The two typical PLF usage scenarios in the low voltage SG are shown in Figure 4.1

[20], [21]. Only single-phase devices are presented for simplicity.
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Figure 4.1 PLFs use cases in the SG [20]
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4.1.2 PLFs topologies

When it comes to safety ratings, leakage currents, and insertion loss, PLF
configurations can be categorized into two main topologies: those with Y capacitors
(Cy), which have a central point linked to the protective earth [150], and those without
Y capacitors. Figure 4.2 and Figure 4.3 illustrate both types of PLFs, serving as the
foundation for various other passive PLF layouts. Additionally, an optional resistor is
included to discharge the capacitors and mitigate oscillations at resonance
frequencies. Figure 4.2 presents a PLF without a Y capacitor, while Figure 4.3 displays
a PLF with a Y capacitor.

The graphic in Figure 4.3 presents the insertion loss, assuming symmetrical
loading, of the two PLF configurations depicted in Figure 4.2 and Figure 4.3. These
values were obtained through simulation using SPICE. The results indicate that PLFs
with Y capacitors, linked to protective earth, tend to provide higher levels of
attenuation compared to those without Y capacitors.

L1
10 * Y Y Y\ o2
Optional resistor Cx ——
L2
10 ‘ Y YY\—o 2
Figure 4.2 PLF without Y capacitor [20]
L1
10 Y Y Y o o2
Cy ——
Optional resistor [:I Cx ——
i
N @ G
L2
1'o Y Y Y {572

Figure 4.3 PLF with Y capacitor [20]

Tan With Y capaecitors  Without Y-capacitors o
21dB+ Cx=15nF L 300
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. _ - 0°
prrd e Cy=2.20F I
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..................... B -1 200
S -
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£3dB =10
70dB- 2100
JraB{ e --240°
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Figure 4.4 PLFs insertion loss using SPICE simulation [20]

BUPT



PLF benchmarking 72

4.1.3 Services present in the electrical grid

The grid's features that should not be impacted by the construction of a PLF
are highlighted in this section.

4.1.3.1 RCDs

RCDs are employed in the installation as a safeguard against malfunctioning
equipment or incorrect user behaviour thus preventing severe electrical injury [157].
Because the most typical tripping current of an RCD is Inn £ 30 mA, installing a PLF
with leakage current after the main fuse may present a problem. The tripping current
of some RCDs can be changed. It is important to note that Y capacitor leakage might
change over time as a result of capacitor aging, which could result in inconsistent RCD

tripping.

4.1.3.2 RCS

RCSs are integral components of a remote control system that enables the
centralized switching of multiple loads simultaneously. To ensure the proper
functioning of this system, it is essential for the signal to reach the receiver sites from
the injection point. The frequency band of the ripple control signal ranges from 110
Hz to 3000 Hz [83], making it susceptible to filtration by the PLF.

4.1.3.3 Remote control of the relay disconnect unit

When the power supply is cut off from the SM disconnect unit, some SMs have
the capacity to detect the condition of the main fuse. By turning the main fuse on and
off, this functionality allows the customer's electricity supply to be restored by
remotely closing the SM's disconnect unit [158]-[160]. It is important to note that if
a PLF is inserted between the SM and the fuse box, it may affect this feature. Although
the precise implementation details are not given, this function often requires signal
injection and measurement, which may be impacted by PLF.

4.2 PLF benchmarking

I describe the performance tests that should be performed as part of the
benchmarking procedure in this section. The insertion loss, PLC signal filtering
capabilities, and impedance are all evaluated throughout these testing.

According to the data from section 3.2.1 compared to standard LISNs, power
line impedances encountered in practical settings range from 4 to 15 times lower. The
adaptive impedance circuit shown in Figure 3.3 can be used to improve the test setups
for insertion loss measurement and PLC signal filtering so that measurements are
made on impedances that are more like actual impedances.

4.2.1 Insertion loss

Filters insertion loss can be assessed in laboratory environment by utilizing a
VNA [151] or FRA to measure their insertion loss (transfer function). FRAs, in general,
are suitable for lower frequency measurements and work well with power line couplers
while VNAs are suitable to be used on a broader frequency range but might require
careful configuration for low impedance measurements [161]. Figure 4.5 and Figure
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4.6 illustrate an offline setup for insertion loss measurement [162], while Figure 4.7
shows an online insertion loss measurement setup employing line couplers [163], an
AC power supply, and loads.

Measurement setup from Figure 4.7 can be challenging to implement due to
non-standard values of Zs and Z_ at PLC communication frequencies.

Passive impedance matching circuits can be used to quantify the insertion loss
of the filter when the impedance is different from the standard 50Q. Passive
impedance matching circuits can only match impedance at a certain frequency, which
is one of its limitations. With impedances other than 509, it may be necessary to
employ numerous matching circuits to acquire precise insertion loss measurements.
Using baluns [164], [165] which are actually matching transformers, is another
method for non-50 measurements. In order to avoid the necessity for an impedance
matching circuit and to ensure accurate measurements even when Z_ and Zs are
different to 50Q, I have found commercially available FRA models that include
separate ports for signal measurement and injection to the DUT [166].

Portl Port2
= FRA/VNA =
_L——q)-""ﬂ = —_l_
— L1 —
-1l : 1228 o SN PR
3 oy —=—
[72]
-
5 T -
S P
5 5=
L2
| l ~ L2

Figure 4.5 PLF offline insertion loss measurement setup, common mode measurement [20]
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Portl Port2
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L1
O FYY YA O
1 2
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@ [ N
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g- Cy ——
1 L2 o
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Figure 4.6 PLF offline insertion loss measurement setup, differential mode measurement [20]
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Portl / Port2
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Figure 4.7 PLF online insertion loss measurement setup version 1 [20]

To ensure a controlled input impedance and a noise-free power supply, a LISN
along with two PLC couplers were used to create the measurement setup depicted in
Figure 4.8. This configuration is derived from PLC and EMC standards [33], [125].

Noteworthy features of the setup include:

e An isolated AC power supply, achieved through the implementation of an

isolation tran

sformer.

e A symmetrical V-LISN that enables symmetrical measurements on both the
phase and neutral lines. The unused half of the LISN is properly terminated
with the standard 50Q impedance.

e The ability to adjust Zi» and Z, to attain the desired impedance at the filter's

port.

230V
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FRA/VNA
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Figure 4.8 PLF online insertion loss measurement setup; version 2 [20]
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4.2.2 PLC signal filtering

When there is a need to separate PLC devices connected to the same voltage
transformer, it becomes necessary to assess the capability of the PLF to block PLC
signal. This requirement and its corresponding details are elaborated in section 4.1.

The PLC signal blocking capability of the PLF can be assessed without a FRA
or VNA in two pragmatic ways:

e Use PLC modems connected at both ends of the PLF and measure the RSSI

and PER, as shown in Figure 4.9.

e Configure a PLC modem in transmit mode and measure the signal level with

a spectrum analyser before and after the PLF, as shown in Figure 4.10.

USB PC USB

Figure 4.9 PLC signal filtering capability measurement setup version 1 [20]

PC Spectrum

UsB r - analyzer

Figure 4.10 PLC signal filtering capability measurement setup version 2 [20]

4.2.3 PLF impedance measurement

The impedance of the PLF should not have a detrimental impact on the
performance of the PLC modem. However, in certain situations where the PLF is
installed in close proximity to the SM equipped with a PLC modem, it can significantly
disrupt the transmitted and received signals. To address this issue, higher filter input
& output impedances can be attained by employing multi-stage filters, such as the
design I propose in Figure 4.15. This approach allows for improved compatibility
between the PLF and the PLC modem, minimizing signal interference.
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The methods from Table 4.1 have been identified for measuring the impedance

of the PLF at PLC frequencies.

Table 4.1 PLF impedance measurement techniques.

Measurement . Method description
t Equipment used
ype
RLC meter, impedance !Vleas;lre directly using speC|aI_|zed
analyser, or VNA impedance mea_surement equipment
! as depicted in Figure 4.11
Offline PLC modem in TX Monitoring of the voltage and current
mode, power supply consumption of the PLC modem while
and precision transmitting carrier frequencies as
multimeter shown Figure 4.12
Measure directly using specialized
Impedance analyser impedance measurement equipment
Online as shown in Figure 4.13 [133]
Selective level meter Using the voltage ratio method as
shown in Figure 4.14 [133]
RLC
meter/Impedance
Port1 Port2
Figure 4.11 Offline impedance measurement setup [20]
DC power — Dlgltal multimeter
supply for the for measuring
current and voltage
modem ]

Figure 4.12 Offline impedance measurement setup monitoring the voltage and current
consumption of the PLC modem [20]
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e
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Figure 4.13 Online impedance measurement setup with impedance analyzer [20]
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Figure 4.14 Online impedance measurement setup using the voltage ratio method
and selective level meter [20]

Single-port measurements Si1 using a VNA cannot be relied upon for extreme
impedance values (i.e., <1Q) [161]. This limitation arises from the design of VNAs,
which primarily focus on measuring the incident wave E* entering the DUT and the
reflected wave E- on impedances near 50Q [161], [167], [168]. The ratio of these two
waves is known as the reflection coefficient I', utilized to calculate the impedance of
the DUT, Z.. However, the measurement granularity of VNAs is insufficient for single-
port measurements at the ends of the measuring range. When Zpyr is exceptionally
low, '= (-1), and when Z_ is extremely high, '~ (+1). Equations (4.1) and (4.2)
present the relationship between I', E*, E- and Z,.

o ET_ 250 a1

TE* T Z,+50 (4.1)
- r+1

ZL=500T (4.2)

To circumvent the constraints associated with 1-port measurements, the 2-
Port VNA measurement technique can be employed which is the equivalent of the 4-
wire Kelvin DC method used for resistance measurements. In this approach, one port
is utilized to inject signals into the DUT, while the other port measures the voltage
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drop across the DUT. By utilizing this 2-Port VNA setup, reliable impedance
measurements can be performed [161], [167].

4.3 Supplementary testing methods

In addition to the passive filter standard [169], this section highlights the
safety and immunity tests that should be conducted as part of the testing process.
These tests encompass heating, surge, overcurrent, and short circuit assessments.

Considering that the PLF will be installed under similar conditions as the SM,
it is important to conduct appropriate testing to ensure its proper and safe
functionality [145].

4.3.1 Heating

During the PLF's operation at maximum rated conditions, the enclosure shall
not reach temperatures that pose a fire hazard or affect the performance of the PLF
or nearby devices. To assess this, a thermal view camera [152] can be used to inspect
the PLF while subjecting it to the maximum current. The testing guidelines are derived
from the general electricity-metering standard [53]:

e The PLF should withstand the maximum rated current and voltage for a
duration of 2 hours.

e With a surrounding temperature of 40°C, the temperature increase on the
exterior surface should not be more than 65°C.

4.3.2 Surge

The test should be conducted in accordance with the applicable surge testing
standard [170], adhering to the conditions from Table 4.2:

Table 4.2 PLF surge testing.

PLF should be powered up with nominal voltage +5% but
without any loads attached.

Test setup and One meter of cable connecting the surge generator and PLF.

DUT settings Tested in differential mode (line to line) and optionally in
common mode (line/neutral and ground), if the PLF uses a
ground connection

Pulses should be applied at /3 and 40/3 with respect to
the mains zero crossing.

Generator impedance: 2 Q

Generator settings Number of pulses: five positive and five negative

Repetition rate of maximum 1 pulse/ minute

Surge pulse voltage of 4 kV

4.3.3 Overcurrent

If there is no fuse installed prior to the PLF, which is often the case when the
PLF is used to separate two sections of the PLC grid (as depicted in Figure 4.1), it is
advisable to perform this test. The PLF should demonstrate the capability to withstand
a short-duration overcurrent of 30 times the maximum rated current for a single
mains half-cycle [144]. Additionally, no characteristics of the PLF should altered
following this test.
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4.3.4 Short circuit

Short circuit condition is achieved when; the output of the PLF is short-
circuited, while the input is supplied with double the maximum rated current until it
reaches an open circuit state. It is essential to ensure that the PLF remains in a safe
condition throughout the testing process until it reaches an open circuit state.

4.3.5 Overvoltage

The overvoltage scenarios simulated in this test include those that can occur
in the grid because of failures like earth faults, phase reversals, and voltage
unbalances. All these circumstances result in an increase in the line or phase voltage.
The calculation for the worst-case scenario that could happen in a system with a phase
voltage V. -ny=230 V is provided below [144], [171]:

ViL-N)max = 1.1 X230V = 253V (4.3)
V(L—L)max = \/§ X V(L—N)max = 440V (4.4)

4.4 PLF design, simulation and benchmarking

In this section, the design, simulation, and evaluation of the passive PLF for
NB-PLC applications is presented.

4.4.1 PLF design

The design of the PLF was guided by the following requirements:

e Achieve a minimum attenuation of -120 dB at 50 kHz to effectively block the
PLC signal, considering the maximum PLC signal level of 120 dBuV [27].

e Optimize mains quiescent power consumption.

e Ensure a rated current of at least 30 A to enable installation as type 2 PLF
between the SM and the building's electrical system (e.g., main fuse).

e To prevent interfering with communication, keep the input/output impedance
high in the NB-PLC frequency band. The impedance should be more than 2 Q
as a minimum requirement because PLC modems are built and verified to
transmit on low impedance [27].

e Designing the PLF and choosing its components should be done in a way that
makes it easy to comply with the tests listed in Section 4.3 and any other
testing specifications.

To meet these requirements, I have designed a 13t order PLF as depicted in Figure
4.15, adhering to the specifications mentioned earlier. In this specific instance, the
13th-order filter is the highest filter order required to achieve the maximum necessary
attenuation for filtering CE that affects PLC. This accounts for scenarios where there
is no inherent attenuation between the noise source and the PLC modem, meaning
there's no attenuation introduced by the power line connecting to the filter. In field
conditions, considering the diversity of electrical installations, it may be feasible to
lower the filter order based on the attenuation introduced by the power line segment
connecting the filter to the installation. The necessary filter insertion loss and order
can be determined through attenuation measurements on the power line segment
connecting the filter. Compliance and performance evaluation of the PLF are discussed
in section 4.2 and results presented in section 4.5.

The selection of electronic components plays an important role in the successful

implementation of the PLF. Table 4.3 contains a detailed bill of materials explaining
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the component selection of the designed PLF and the reference to the plot
representing individual impedance measurement.

Table 4.3 PLF components

Reference
designator

Component Descriptions and Use Case Explanation

TMOV

The designed PLF integrates a TMOV from LittleFuse™, specifically
the TMOV20RP460E [172]. Unlike traditional MOVs, the TMOV
offers surge protection while guaranteeing non-conduction at mains
voltage preventing overheating and potential fire hazards [173].
The chosen TMOV starts to conduct at 460 V, ensuring the PLF's
safe operation during overvoltage conditions where V(L-)max~440 V.
By analyzing the single-port impedance measurement of the TMOV,
as depicted in polar form in Figure 4.16, it becomes visible that at
NB-PLC frequencies, the TMOV behaves as a relatively high
impedance in comparison to the power line impedance.

R1, R2 and
R3

Three resistors connected in series are used in this PLF to passively
dampen potential oscillations in the grid [174]. To address surge
safety requirements, the Surge Safety Resistors
SSR300J10KOTKZTB500 from Firstohm™ [175] were selected. The
choice of a series connection is preferred to prevent arcing caused
by insufficient clearance and creepage distances [176]. The single
port impedance measurement of R1, R2 and R3 shown in polar
form in Figure 4.17 reveal that it does not impact the PLC signal
because it has a very high impedance even at NB-PLC frequencies
~10kQ.

C1l and C5

Polyester film capacitors able to withstand V(...)max=440 V were
utilized in the designed PLF. Specifically, I used the JGGC series
capacitors from JB® [102]. The single port impedance
measurement of C1 and C5 shown in polar form in Figure 4.18
indicate that the impedance modulus of these two capacitors at NB-
PLC frequencies is |Z|< 1.3Q.

L1 to L8

Toroidal cores made of Sendust MS-184075-2 manufactured by
Micrometals™ were used in the design and construction of the
inductors [177]. Sendust material is well-suited for applications
demanding high permeability, low coercivity, high resistivity, and
strong magnetization, making it ideal for inductors employed in
filtering applications [178]. To achieve an inductance value L=100
MH and a current rating stranded enameled conductor. The single
port impedance measurement of L1 to L8 is shown in polar form in
Figure 4.19 and reveal that each inductor has an impedance |Z|>
5Q which makes them suitable as part of the L-C LPF.

C2,C3,C4

Polyester film capacitors able to withstand V(.-.ymax=438 V were
used in the design. Specifically, I used the JGGC series capacitors
from JB® [102]. The capacitance value was chosen to balance
between power consumption in mains conditions, attenuation, and
input/output impedance thus having a value of 2.2 pF. The single
port impedance measurement of C2, C3 and C4 shown in polar
form in Figure 4.20 indicates that the impedance |Z|< 2Q at NB-
PLC frequencies which makes them suitable as part of the L-C LPF.
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Figure 4.15 Designed PLF
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Figure 4.16 Si1 measurement of TMOV
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Trcl $11 Smith 200 mU/ Ref 1 U Cal int Offs 1
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Figure 4.17 Si1 measurement of R1, R2 and R3
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Figure 4.18 Si11 measurement of C1 and C5
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Figure 4.19 Si11 measurement of L1 to L8
Trcl S11 Smith 200 mU/ Ref 1 U Cal int Offs 1
M1 41.950000 kHz 61.352 mQ
1 - 1703 0
2.228 uF
Ch1 Start 9 kHz Pwr -10 dBm Bw 10 kHz Stop 1 MHz

Figure 4.20 Si: measurement of C2, C3 and C4
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4.4.2 PLF simulation using S-parameters simulator

Using a VNA, the S11 parameters of each component were measured. The
resulting Touchstone files [65] were then employed to simulate the PLF using the
RFSIim99 S-Parameters simulator. RFSim99 is a circuit simulator that operates on
linear S-parameters that solves matrix equations for two-port devices.

Figure 4.21 is the graphical representation of a two-port network [179], [180] in
which the incident waves for Portl and Port2 are a, and a, analogously the reflected
waves of these two ports are b, and b,. The ratio of the waves gives the forward
transmission coefficients from port 1 to port 2 called S,,and port 2 to port 15;,.
Incident and reflect waves ratio provides the reflection coefficients S;; is the input
reflection coefficient while S,, is the output reflection coefficient

al <+ az

b, 4— —» b
Figure 4.21 Generalized two-port network [20]

Below is the matrix algebraic representation of two port S-parameters [179],
[180] which is also used by RFSim99 simulator [20]:

b,y
S11 = a_l (4.5)

b,
S12 = a_z (4.6)

b,
Sa1 = a_1 (4.7)

b,
S22 = a_z (4.8)

b S S a

(bl) - (521 SZ> *(a) (4.9)

For the measurements, PLF online insertion loss test from Figure 4.8 was
implemented with the following equipment being used ZNC3 VNA, HM6050-2 LISN
both from R&S™ and PLT-22 PLC coupler from Echelon™. The image of the
implemented measurement setup is shown in Figure 4.22 while Figure 4.23 presents
the designed PLF schematic as it was simulated in RFSim99. The simulation takes into
consideration all the components from the actual measurement setup.

The following parameters and conventions were used to perform
measurements and create the graph from Figure 4.24:

e Reference impedance for measurement apparatus: Z, =50 Q.

e The recorded S21 [dB] parameter is thought to represent the PLF's insertion
loss [181].

e Because of the VNA's dynamic range and noise floor, measurements can start
low, at -130 dB [182]. Although the simulated S21 magnitude values are as
low as —300 dB, all magnitude values <—140 dB were scaled to —140 dB in
order to facilitate graphical representation.
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Figure 4.22 PLFs online insertion loss measurement setup version 2 [20]
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Figure 4.23 Designed PLF simulation in RFSim99
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Figure 4.24 Comparison between measured and simulated insertion loss [20]
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4.5 Designed PLF Evaluation and Comparison to Commercially
Available PLFs

The PLF depicted in Figure 4.15 undergoes evaluation and is compared to
three PLFs marketed for PLC applications, reporting similar datasheet properties with
the designed PLF. The evaluation process follows a subset of the test methods outlined
earlier. To ensure neutrality, the identities of manufacturers and part numbers
associated with the PLFs are concealed. Nevertheless, the schematic diagrams of the
benchmarked PLFs, including their component values, are disclosed in Section 4.5.1.

4.5.1 PLF insertion loss and power consumption
measurements

The following conditions were used for the insertion loss measurement of the

PLFs:

e PLF online insertion loss measurement setup 2 from Figure 4.8 was used.

e The initial step involved validating the measurement setup by directly
connecting the PLC couplers to each other. This validation check is referred
to as "PLC Couplers" in the subsequent figures.

e Subsequently, measurements were conducted with the PLF installed in three
ways: "Unenergised" (no mains voltage), "Energised" (mains voltage
applied), and "Energised with 2000 W load" (2 kW load with mains voltage
applied). The figures displaying the results of insertion loss measurements
maintain a consistent naming convention.

Figure 4.25 specifically depicts the insertion loss results for the designed PLF.

0r ' - — - . -

~—PLC Couplers
Unenergised
Energised

-50 L —Energised with 2000W load

521[dB]

-100 -

-150

A wwwmwmm“” *WWW M

9 20 50 100 1000
Frequency[kHz]

Figure 4.25 Designed PLF insertion loss measurement [20]

The datasheet schematic of PLF 1 is depicted in Figure 4.26. During
measurements, the ground connection of the Y-capacitors positioned between C2 and
C3 was intentionally left unconnected. As a result, the PLF was connected in a similar
manner to an eighth-order passive PLF or a two-stage PLF shown in Figure 4.3. The
insertion loss of PLF 1 is presented in Figure 4.27.
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Figure 4.26 PLF 1 schematic [20]
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Figure 4.27 PLF 1 insertion loss measurement [20]

Figure 4.28 showcases the reverse-engineered schematic of PLF 2, as the
original schematic was not available in the datasheet. This PLF belongs to the resonant
type, with a resonance frequency ranging between 20 kHz and 30 kHz, which can be
seen in Figure 4.29 where the S21 [dB] attenuation exhibits its minimum value. It is
worth noting that these types of PLFs possess the drawback of having attenuation
highly dependent on the input and output impedance. This fact is substantiated by
the substantial difference in attenuation (10 dB to 40 dB) displayed in Figure 4.29,
comparing the attenuation when the PLF is energized versus the scenario when the
PLF is subjected to a 2 kW load.

L1

1 YYD 2
Supply 450 pH Load
side side
cz _|
100 nF ——
c1
330 nF . olﬁsz
|F—r

MOV

Figure 4.28 PLF 2 schematic [20]
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Frequency[kHz]

Figure 4.29 PLF 2 insertion loss measurement [20]

1000

Figure 4.30 shows the schematic sourced from the datasheet of PLF 3 which
is a 6% order passive PLF, similar topology as the proposed filter. Figure 4.31 presents

the insertion loss of PLF 3.

L1 L2
1 800 pH 800 pH 2
Y YY\ Y'Y\
Supply Load
side side
R1 c1 | cz _|
340 kQ 22 pF ——m 22 F ——
L3 L4
800 pH 800 pH
T Y YY\ Y'Y\ X

Figure 4.30 PLF 3 schematic

—PLC Couplers.
—Unenergised
Energised

[—Energised with 2000W load

100
Frequency[kHz]

Figure 4.31 PLF 3 insertion loss measurement [20]

Table 4.4 lists the results of the measurements of insertion loss and power
consumption, along with comparisons to datasheet values. The table contains the
maximum rated current value as a benchmark for the PLFs' comparability.

The data in Table 4.4 is obtained using the following techniques and

resources:
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e Measurements of PLF power consumption were conducted at 230 V 50 Hz with
no load connected.

e Insertion loss from the datasheet and practical measurements.

e Measurement of the insertion loss gap as a difference between the PLF
attenuation and the attenuation at which communication ceases is seen by
these data. The measurement setup used is represented in Figure 4.9.

Table 4.4 PLFs overview-using values from the datasheets and practical measurements.
Insertion Measured insertion

Rated Power . loss loss with PLF Insertion
PLF Consumpti . .
Number Current on datasheet PLF Energized and 2 Loss delta until
[A] [MW] value kW Load PLC ceases [dB]
[dB] [dB]
Designed
PLF 30 * 597 —-130 * -120 0
PLF 1 25 524 -40 -32 53
PLF 2 45 33 -40 -7 59
PLF 3 25 215 -20 -28 55

* Designed and simulated value.

The PLF developed in this study demonstrates superior characteristics. It
achieves the best insertion loss across a wide frequency range, exhibiting a significant
three-fold better attenuation at 50 kHz (more than -130 dB) compared to the best
commercially available PLF (-40 dB).

4.5.2 Impedance estimation of the PLFs

In this section I introduce a method for estimating the impedance of the PLFs.
It involves measuring the current consumption of the PLC-G3 modem in TX mode
while broadcasting all 36 beacons within the frequency range of 36 kHz to 90.6 kHz.
This current consumption data is used to calculate the impedance of the PLFs relative
to a Z= 1 Q. The measurements are taken at both the input and output connections
of the PLFs.

The measurement results are presented in Table 4.5, which provides
information about the modem's current consumption in TX mode and the calculated
impedance within the PLC-G3 frequency range. The table also identifies the
measurement location of each PLF, whether it is placed at the input or output of the
system.

Table 4.5 Modem current consumption in TX mode and calculated impedance in the frequency
range 36-90.6 kHz.

iPdLantiﬁcation PLF location I[?{rl:]/li]current consumption Calculated |Z] [©]
Designed output 125 3.36
PLF input 125 3.36
PLF 1 output 275 1.53
input 275 1.53
PLF 2 output 25 16.8
input 75 5.6
PLF 3 output 225 1.87
input 205 2.05
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During the measurement, the modem's power consumption in TX mode was
found to be 420 mA when transmitting signals on resistive shunt of Z= 1 Q.

Figure 4.12 illustrates the measurement technique used to determine the
current consumption of the PLFs, and Figure 4.32 shows the setup employed for these
current consumption measurements.

199 SYSTEM DMM/SCANNER

Figure 4.32 Current consumption measurement setup

Overall, the purpose of this section is to assess the impedance characteristics
of the PLFs and understand how they affect the performance of the PLC-G3 modem,
particularly in TX mode. The input/ output impedance values are important for
evaluating and optimizing the PLFs in the PLC system.

4.5.3 Benchmarking the PLFs using PLC-G3 frequency
spectrum measurements

In this section PLC-G3 frequency spectrum measurements of three
commercially available PLFs as well as the proposed PLF are presented and discussed.
I have used PLC signal filtering capability measurement setup version 2 presented in
Figure 4.10 with Agilent™ N9010A spectrum analyser, R&S™ HM6050-2 LISN and the
PLC evaluation kit MAX79356 from Maxim Integrated™ [110]. From a technical
perspective, these measurements conducted in laboratory environment are
particularly stringent. This is primarily due to the fact that the PLC-G3 modem is
transmitting directly in close proximity to the filter, resulting in minimal additional
attenuation caused by power line segments. In this controlled environment, the
evaluation accurately reflects the performance of the filters, as they are subjected to
the most challenging conditions, ensuring that their attenuation capabilities can be
thoroughly assessed.

The following test steps were performed as part of this benchmarking:

1st Step: Noise floor measurements with the setup energised at 230V 50Hz.

Figure 4.34 presents the noise floor measurement result performed before

measuring each PLF, the results were close to the noise floor of the spectrum

analyser in all the cases which shows that the measurement setup is noiseless
and stable.

2nd Step: Configure the PLC modem before the PLF in TX mode and the PLC

modem after the PLF in RX mode. Figure 4.33 presents how the PLC-G3
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modems were configured using Zeno Simple Connect interface running on a
PC, which is connected to the modems via a USB to UART converter.
3rd Step: Measure the PLC frequency spectrum before and after the PLF.

The PLC-G3 frequency spectrum results for the proposed PLF, PLF 1, PLF 2

and PLF 3 are shown in figures as follows:

e Figure 4.35 is the TX PLC-G3 frequency spectrum measurement of the
proposed PLF while Figure 4.36 is the frequency spectrum of the RX PLC-
G3 signal before the proposed PLF.

e Figure 4.37 is the TX PLC-G3 frequency spectrum measurement of PLF 1
while Figure 4.38 is the frequency spectrum of the RX PLC-G3 signal
before PLF 1.

e Figure 4.39 is the TX PLC-G3 frequency spectrum measurement PLF 2
while Figure 4.40 is the frequency spectrum of the RX PLC-G3 signal
before PLF 2.

e Figure 4.41 is the TX PLC-G3 frequency spectrum measurement of PLF 3
while Figure 4.42 is the frequency spectrum of the RX PLC-G3 signal
before PLF 3.

Table 4.6 summarizes the evaluation of PLFs based on their frequency
spectrum measurements from Figure 4.35 to Figure 4.42, attenuation ranking, and
their impact on communication performance, showing how different PLFs affect the
reception of frames in a PLC system.

Table 4.6 Summary of the PLFs PLC-G3 frequency spectrum measurements.

Frequency Communication
PLF spectrum Attenuation ranking and explanation

measurement
Designed Figure 4.35 15t position because it has same No frames are
PLF Figure 4.36 frequency spectrum as the noise floor received

Figure 4.37 4th position because at least one of the All frames are

Figure 4.38 PLC-G3 sub bands is not attenuated at all received

Figure 4.39 2nd position because the spectrum is still  All frames are

PLF 2 Figure 4.40 detectable, the attenuation is flat which  received
allows to estimate 60 dB of attenuation

Figure 4.41 3rd position because one of the PLC-G3 All frames are

Figure 4.42 sub bands is only slightly attenuated received

PLF 1

PLF 3

After a thorough analysis of the measurement results, it becomes clear why
communication remains feasible with commercially available filters. Among the six
PLC-G3 sub-bands, at least one sub-band experiences minimal attenuation or
distortion thus making communication possible. However, it is necessary to note that
the low attenuation observed in the commercially evaluated PLF may not necessarily
translate to reduced performance in real-world field conditions. There might be the
case that there is a distance of power line between the source of CE or the PLC modem
and the filter, which further contribute to the overall attenuation. Because of the
diversity in electricity installations and the time-varying nature of power lines, the
contribution of power line attenuation is unpredictable and unreliable.
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Figure 4.35 Proposed PLF TX signal- before the PLF
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Figure 4.36 Proposed PLF RX signal- after the PLF
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Figure 4.37 PLF 1 TX signal- before the PLF
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Figure 4.38 PLF 1 RX signal- after the PLF
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Figure 4.40 PLF 2 RX signal- after the PLF
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4.6 Chapter summary and future work

In this chapter, I provided a comprehensive analysis of evaluation and design
methodologies, which allowed me to propose a novel framework for PLFs development
and performance assessment. The design and evaluation framework for PLFs, was
designed for frequencies below 150 kHz but it can be easily extended.

Using the proposed design methods I have successfully built a PLF using
passive components and an S-parameters simulator. A thorough explanation of
component selection and PLF construction has been provided, and actual
measurements have been used to confirm the correctness of the simulated results.
Benchmarking against three PLFs that are readily accessible commercially reveals that
the developed PLF is the best option for efficient filtering below 150 kHz.

With the best insertion loss across the NB-PLC frequency range, a threefold
increase in attenuation at 50 kHz (more than -130 dB) compared to the best
commercially available PLF (-40 dB), and a power consumption of 597 mW, which is
comparable to the other commercial PLFs, the designed PLF exhibits exceptional
qualities. Additionally, in the frequency range between 36 kHz and 90.6 kHz, the
proposed PLF achieves the second-best input and output impedance of 3.36 Q.

The designed PLF, as stated in Section 4.1.1, is appropriate as a type 1 PLF
but unsuitable as a type 2 PLF for separating two portions of the electrical grid because
of its maximum rated current of 30 A. As follow-up research, I want to investigate
how to design a type 2 PLF using the techniques covered in this chapter.

I propose future benchmarking of additional PLFs using the test benchmarking
methods outlined in 4.2 and 4.3. Additionally, designing and testing a hybrid PLF that
blends resonant and conventional PLF types with the goal of lowering the filter's order
while retaining sufficient attenuation below 150 kHz is interesting.

As a result of my research activities presented in this chapter I was able to answer
the following initial question: In order to enhance PLC performance, what
potential modifications or improvements might be required in the power grid
infrastructure, and what strategies can be employed to successfully
implement these modifications?

Filtering out CE in a PLC system is commonly approached through the use of a
LPF. However, this straightforward method presents challenges due to the relatively
low frequencies (below 150 kHz) utilized for NB-PLC communication. Additionally, the
power grid contains various services, and its impedance differs significantly from
commercially available PLF designs. Section 4.1 of this work delves into the
integration of PLFs in the electricity grid, exploring the PLF topology and its impact on
grid operations. Addressing these complexities, a novel methodology for designing
PLFs specifically for NB-PLC using S-parameters is proposed in section 4.4. This
innovative approach aims to tackle the unique requirements posed by the power grid's
characteristics and the specific frequency range used for NB-PLC communication.

In this chapter, I offered a comprehensive contribution to the field of NB-PLC
improvement techniques. This major theoretical advance encompasses:

e CE filtering techniques and overview of the integration of PLFs into
the electricity grid, highlighting the services and features present in
the grid as well as main types of PLFs. After conducting an extensive
review of the literature, I identified filtering techniques for CE and the
integration of PLFs into the electrical network. This documentation revealed
two methods for connecting passive filters within the low-voltage electricity
supply network: one between the SM and the main fuse, and the other
between two segments of the supply network. These findings were presented
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in section 4.1 of the doctoral thesis and elaborated upon in articles [20] and
[21].

As an experimental contribution to the field of passive filtering in NB-PLC, as
presented in this chapter, I have conducted the following:

Implementation and evaluation of a passive PLF for NB-PLC frequency
band. I have designed and implemented a 13% order passive PLF which uses
carefully selected components so that it offers enough attenuation in order to
block CE and PLC signal while it presents a sufficiently high impedance at both
ends thus not disturbing the intended PLC communication. The design steps
of the PLF are extensively presented in sections 4.4.1 and 4.4.2 as well as in
my previous article [20].

Comparing the designed PLF to the ones that are currently on the
market. The designed PLF exhibits exceptional qualities, including the lowest
insertion loss across the NB-PLC frequency range, a threefold increase in
attenuation at 50 kHz (more than -130 dB) compared to the best
commercially available PLF (-40 dB). Additionally it has a power consumption
of only 597 mW, which is comparable to the other commercial PLFs.
Additionally; the suggested PLF achieves the second-best input and output
impedance of 3.36 Q in the frequency range between 36 kHz and 90.6 kHz.
The benchmarking process and results are shown in chapter 4.2 and validated
by my previous article [20].

A path for future research and development activities could involve a modular
design with considerations for attenuation and current rating. Given the various types
of electrical installations, it may be feasible to reduce the filter order depending on
the amount of attenuation introduced by the power line segment. To determine the
appropriate filter order, one could conduct attenuation measurements on the power
line segment.

Both the theoretical principles and experimental outcome presented in this
chapter originate from my prior scientific publications as referenced in [20], [21].
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5 Conclusions, contributions and future
work

In this concluding chapter, I bring together the various aspects of my research
journey, presenting a comprehensive synthesis of the methods for enhancing PLC
over Low Voltage Networks. I will begin by addressing the initial questions, which
guided my activity, providing concise and answers that shed light on the core
objectives of my study. Subsequently, I will delve into the theoretical and practical
contributions generated by this research, highlighting the novel perspectives and
valuable knowledge I have contributed to the academic and practical realms.
Furthermore, I will outline potential paths for future work and research, paving the
way for continued exploration and advancement in the field. This chapter serves as
the culmination of my research endeavors, offering a comprehensive understanding
of the significance of my study and its impact on both theory and practice.

Overall, my research activity during the PhD studies significantly contributes
to the advancement of PLC technologies, offering valuable methods for noise
identification, avoidance and suppression as well as the design and evaluation of PLFs.
The outcomes of this thesis can potentially enhance the reliability and efficiency of
PLC systems, paving the way for broader applications in various industrial and
residential settings.

5.1 Conclusions

In conclusion, the significance and widespread adoption of NB-PLC in SG
applications have been demonstrated. However, it is clear that there are existing gaps
in standardization and the coexistence of grid-connected devices operating at
frequencies below 150 kHz as well as insufficient practical ways to address NB-PLC
communication issues arising from the fact that the power distribution network was
not intended for communication. These factors underscore the importance of
addressing these issues to ensure uninterrupted communication among SG devices.
As the demand for SG technologies continues to grow, it becomes necessary to bridge
these gaps and enhance the reliability and efficiency of NB-PLC in SG applications. By
doing so, the full potential of SGs can be unlocked, enabling them to meet the ever-
increasing demands of modern power distribution and management.

The first approach introduced a method for identifying noise-generating loads
within the PLC frequency band. By correlating SM power measurements of the load
with channel quality reports obtained from the PLC-G3 modem, a clear connection
between power measurements and noise originating from specific loads was
established. This connection enabled the creation of a PLC transmission schedule
based on the operation of noise-generating loads. The practical results showcased the
efficacy of this method, emphasizing its potential for real-world implementation and
enhancing PLC system performance.

The second approach focused on the development and evaluation of PLFs,
particularly targeting the CENELEC A, B, C, and D communication bands. The design
of a PLF was achieved using simulation methods and passive components. Detailed
information on component selection and PLF design was presented. The simulated
values were validated through practical measurements, confirming the accuracy of
the designed PLF. Comparative benchmarking against commercial PLFs revealed that
the designed PLF outperformed other PLFs, exhibiting exceptional characteristics,
including superior insertion loss, significant attenuation at 50 kHz, and low power
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consumption. The proposed PLF, though suitable as a type 1 PLF, serves as a basis
for future work exploring the design of a type 2 PLF using the methodologies
presented in this thesis.

At the end of my research activities, I was able to answer the questions that
I raised at the beginning in section 1.4:

1. How and why is PLC integrated into the electricity grid, and what are
its primary objectives and benefits?

I have shown in sections 2.4, 2.5 and 2.6 how and why is PLC used as
communication protocol in the power line. The electricity grid already has an extensive
network of power lines which allow integrating PLC into the grid by utilizing this
existing infrastructure for communication purposes without the need to lay additional
dedicated communication cables or deploy costly wireless systems. PLC is mostly used
in the electricity grid as last mile communication protocol between SM and DC.

2. What specific challenges does NB-PLC encounter within the power
distribution grid, and how do these challenges impact its
performance and reliability?

There are many challenges that PLC must overcome in order to ensure proper
communication: conducted noise (caused by standardization gaps), signal attenuation
and low power line impedance.

The power grid is a noisy environment, and PLC is affected by various sources of
CE from other electrical devices, radio frequency interference from radio broadcasts
and impulse noise from power equipment. This CE impact the PLC signal quality and
affects communication reliability. The types of noise present in the electricity
distribution grid are presented in section 2.2.1 and section 2.2.2

Signal Attenuation: As PLC signals travel through power lines, they experience
attenuation due to line losses and impedance mismatches. This limits the range and
coverage of PLC communication, especially over long distances or in areas with poor
power line conditions. This is presented in section 2.2.3.

Power line impedance is much lower compared to what standard equipment used
in the design process can achieve. A survey of these extremely low values as well as
adaptations of the design methods are presented in sections 2.2.4 and 3.2.1.

3. What could be non-invasive techniques or solutions available to
address the challenges faced by PLC within the SG without the need
for grid modifications? If so, what are these techniques, and how can
they be effectively implemented?

A novel approach for identifying noise-generating loads within the PLC frequency
band is presented in chapter 3. By leveraging SMs to correlate energy measurements
of the load with PLC-G3 modem channel quality indicators, a clear connection between
energy measurements and noise originating from specific loads has been established.
The practical results further validate this correlation, and spectrum measurements
conducted on power lines with both low and high impedance provide a comprehensive
comparison with the noise spectrum. This correlation enables the creation of a
transmission schedule based on the operation of loads generating noise, enhancing
the efficiency of PLC communication.

4. In order to enhance PLC performance, what potential modifications
or improvements might be required in the power grid infrastructure,
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and what strategies can be employed to successfully implement
these modifications?

Filtering out CE affecting a PLC system is commonly approached through the use
of a LPF. However, this straightforward method presents challenges due to the
relatively low frequencies (below 150 kHz) utilized for NB-PLC communication.
Additionally, the power grid contains various services, and its impedance differs
significantly from commercially available PLF designs. Section 4.1 of this work
delves into the integration of PLFs in the electricity grid, exploring the PLF topology
and its impact on grid operations. Addressing these complexities, a novel
methodology for designing PLFs specifically for NB-PLC using S-parameters is
proposed in section 4.4. This innovative approach aims to tackle the unique
requirements posed by the power grid's characteristics and the specific frequency
range used for NB-PLC communication.

5.2 Theoretical contributions

This section outlines the theoretical contributions I have introduced to this
specialized field of study throughout the research activities of my doctoral program:

1. Challenges of NB-PLC communication in the context of SGs.

I have researched and documented the interference caused by CE in the
power supply network on NB-PLC. These emissions are categorized, their sources
identified, and their impact emphasized. The need to enhance NB-PLC by detecting,
avoiding, and filtering out CE within the NB-PLC communication frequency band is
underscored. Furthermore, the gaps in standardization related to CE affecting NB-PLC
are identified and addressed. This in-depth analysis is extensively covered in section
2.2 of my thesis and is also discussed in the articles [19], [20].

2. Identification of SM architecture in the context of communication
protocols and services present in the power grid.

A SM architecture is introduced within the framework of communication
protocols and services found in the electricity network. The architecture aims to
incorporate the methods for the identification and avoidance of CE. During its
development, off-the-shelf electronic components were used. Adhesion to
international standards was taken into consideration in every step of the SM
architecture development. It was progressively developed and is detailed in the
subsequent articles [19], [21], [22], [25] and section 3.1 of the doctoral thesis.

3. Proposal of a technique for identifying CE in the NB-PLC Frequency
Band.

In Chapter 3 of the thesis, technique for identifying CE within the frequency
band utilized by NB-PLC are formulated. The innovative approach leverages the
existing components and functionality of SMs to establish a correlation between power
measurements and communication channel quality reports acquired from the PLC-G3
modem. This correlation facilitates the identification of CEs generated by the load and
the development of a transmission schedule when the load does not produce CEs (for
instance, when it is in a stopped state or operating in a different mode). This novel
methodology was published in my article [19].
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4. CE filtering techniques and overview of the integration of PLFs into
the electricity grid, highlighting the services and features present in
the grid as well as main types of PLFs.

After conducting an extensive review of the literature, I identified filtering
techniques for CE and the integration of PLFs into the electrical network. This
documentation revealed two methods for connecting passive filters within the low-
voltage electricity supply network: one between the meter and the main fuse, and the
other between two segments of the supply network. These findings were presented
in section 4.1 of the doctoral thesis and elaborated upon in articles [20] and [21].

5. Performance, safety and immunity tests that ought to be conducted

as part of PLF benchmarking.

In sections 4.2 and 4.3 I propose filter benchmarking methods and insertion loss
measurement techniques, PLC signal attenuation and PLF impedance measurements
which have been optimized in order to obtain results as close as possible to the real
power line. The main improvement that I brought to the setup was the implementation
of 2Q LISN impedance, which is a good practical approximation of the real power line
impedance. The proposed benchmarking methods are present in my previous article
[20].

6. Design and simulation methods for PLFs.

In sections 4.4.1 and 4.4.2 I propose the design of PLFs using S-parameters and
RFSim99. While the design methods themselves are not novel, they have not been
previously applied to low-frequency applications like PLF design for PLC. This became
feasible due to the advancement of measuring equipment capable of providing S-
parameters measurements in the kHz range. The proposed benchmarking methods
are presented in my previous article [20].

5.3 Practical contributions

For validating the theoretical contributions brought to this field of research, I
conducted a series of experiments in a laboratory setting that closely replicated real-
world conditions. This section enumerates the practical advancements achieved in this
specialized field through the research undertaken during the doctoral studies:

1. CENELEC A, B, C and D frequency bands CE measurements in NB-PLC
frequency bandwidth of common types of loads.

I carried out the measurements showcased in Figure 3.7 to underscore and
quantify the effect of CE generated by typical loads on the PLC signal. The results of
the CE frequency measurements have shown that CE identification & avoidance and/
or filtering techniques are a valid research subject. The results have been included in
my previous article [19].

2. Study of the impact of loads generating CE on NB-PLC

communication.

Section 3.3 presents the outcomes of the measurements conducted for illustrating
the influence of typical loads connected to the low voltage power grid on the PLC
signal. The results reveal that the loads connected in its proximity and in the same
electrical circuit influence the PLC channel quality, this assessment is done through
PLC-G3 modem channel reports RSSI and SNR as well as frequency spectrum
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measurements using a spectrum analyzer. The results were also published in my
previous article [19].

3. Practical trials for validating the concept of identifying loads
generating CE in the frequency band used by PLC by correlating PLC
channel quality data and power measurements for the identification
of loads generating noise and determination of optimum time
schedule for communication.

Sections 3.2 and 3.3.2 present the validation activities conducted for establishing
the feasibility of correlating PLC channel quality information with load power
measurements for PLC noisy load detection and its implementation in the SM
architecture as a proof of concept. This results of this activity was published in my
previous article [19].

4. Implementation of an enhanced SM architecture with self-calibration
and tampering features capable of detecting loads generating CE in
the PLC frequency band.

In section 3.4, I present an enhanced SM concept that represents an improvement
to the one presented in section 3.1. Compared to the architecture presented in section
3.1 it uses the same PLC-G3 modems from Texas Instruments™ but the metrology
AFE is capable of self-calibrating together with sensor monitoring and features a
power supply design comprising of a non-isolated flyback converter followed by a buck
converter. The primary motivation behind the development of the enhanced SM
concept was to investigate the potential interference between the mSure™ technology
utilized in the metering AFE and PLC. The enhanced SM architecture was presented in
my previous article [21] which is an evolution of the architectures presented in my
articles [19], [23], [24].

5. Implementation and evaluation of a passive PLF for NB-PLC

frequency band.

I have designed and implemented a 13% order passive PLF which uses carefully
selected components so that it offers enough attenuation in order to block CE and PLC
signal while it presents a sufficiently high impedance at both ends thus not disturbing
the intended PLC communication. The 13t order filter was selected in order provide
sufficient attenuation so that it delivers noise-floor like output in NB-PLC frequency
band considering that, there is no attenuation between the power line and the filter.
The design steps of the PLF are extensively presented in sections 4.4.1 and 4.4.2 as
well as in my previous article [20].

6. Benchmarking the designed PLF against ones that are currently on

the market.

The designed PLF exhibits exceptional qualities, including the lowest insertion loss
across the NB-PLC frequency range, a threefold increase in attenuation at 50 kHz
(more than -130 dB) compared to the best commercially available PLF (-40 dB).
Additionally it has a power consumption of only 597 mW, which is comparable to the
other commercial PLFs. Additionally; the suggested PLF achieves the second-best
input and output impedance of 3.36 Q in the frequency range between 36 kHz and
90.6 kHz. The benchmarking process and results are shown in chapter 4.2 and
validated by my previous article [20].
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5.4 Future work

In the context of continuing the research activities, I intend to build upon the
activities laid out in this thesis and published articles by pursuing the following

objectives:

Develop the enhanced SM concept presented in section 3.4 into a
standard SM [145] by adding the following peripherals: display, optical
communication port, buttons, relays for load management and consumer
disconnection, and a real-time clock.

The designed PLF is appropriate for use as a type 1 PLF but inadequate
for serving as a type 2 PLF (for isolating two sections of the power grid)
because it has maximum rated current of 30 A as shown in Section 4.1.1.
I want to implement a type 2 PLF using the techniques covered in section
4.4,

Assess more PLFs using the testing procedures detailed in section 4.2.
Furthermore, it is of interest to explore the design and evaluation of a
hybrid PLF that combines resonant and nt" order types of PLFs, aiming to
decrease the filter order while still ensuring attenuation and impedance
suitable for type 1 and type 2 PLF.

Determine whether it is possible to reduce the order of the PLF to less
than 13, as in real-world scenarios, the CE affecting the PLC is typically
not in close proximity to the filter, and therefore has already been
attenuated by the power line. Reducing the filter order has the benefit of
lowering the number of components, resulting in decreased size and cost,
while retaining the practical benefits of utilizing a PLF for CE within the
NB-PLC frequency band.

Conduct field trials to validate the methodologies for improving PLC over
low voltage networks should be performed as the ultimate validation step
for the solutions investigated during my doctoral research.
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