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Abstract — In this paper, a study of selective image
encryption using IDEA algorithm is presented.
Experimental results show a good image security
using the proposed selective encryption.
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encryption, cryptography, encryption.

I. INTRODUCTION

The strongest solutions for security are offered by
computational cryptography. Cryptography is used for
insuring the communication confidentiality in military
and diplomatic fields for a long time. During last
years, cryptography has known a spectacular progress.
many services and devices of security, which are used
in Internet is a proof of this fact. Image encryption is
among the last applications of cryptography. It looks
to have in the near future many applications in
Internet, taking into account that fingerprints and
retina images will replace the numeric passwords.

II. IDEA ALGORITHM

Xuejia Lai and James Massey of the Swiss
Federal Institute of Technology developed the
Intemnational Data Encryption Algorithm (IDEA) in
1999 year. The main application for IDEA is PGP
(Pretty Good Privacy). This program is the most
secure and fast encryption system nowadays.

Cr) ptographic strength of IDEA is given by:

Block length

> Key length — is long enough to prevent

exhaustive key searches

» Confusion — the cipher text should depend on

the plain text and key in a complicated way.

» Diffusion - each plaintext bit should

influence every chipertext bit, and each key
bit should influence every chipertext bit.
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Confusion is achieved by mixing three different
operations. Each operation is executed on two 16-bit
inputs. These operations are:

» Exclusive—or (XOR)

» Addition by integer modulo 2'%, inputs and

output are unsigned 16 — bit integer

» Multiplication of integers modulo 2'*+1,

inputs and output is unsigned 16-bit integer.
In this case the blocks of all zeros is treated
as representing 2'¢.

Using this three operations we provide a complex
transformation of the input, making cryptanalysis
much more difficult than DES algorithm, which uses
just XOR operation.

In IDEA, diffusion is provided by the basic
building Dblock of the algorithm, known as
multiplication/addition (MA) structure (figure 2.).
This structure has as inputs two 16-bit values derived
from the plaintext and two 16-bit subkeys derived
from the primary key and produces 16-bit outputs.
This particular structure is repeated eight times in the
algorithm (figure 1.).

IDEA uses a primary key of 128 bits long. This
primary key produces 52 subkeys with 16-bit long.
Encryption and decryption makes on 64-bit blocks.

Subkeys Generation

First 8 subkeys are taken directly from the
primary key through segmentation in 16-bit segments.
Then a circular left shift of 25 bit position is applied
to the primary key and the next eight subkeys are
extracted. This procedure is repeated until all 52
subkeys are generated.

Encryption

Encryption schema for IDEA has two inputs
plaintext (64b) and primary key (128b). IDEA is
making up for 8 rounds and one output
transformation. These algorithms divide plaintext in 4
blocks of 16 bits. Output transformation achieves 4
outputs of 16 bits, which is concatenated and makes
chipertext of 64 bits. Each round uses 6 subkeys of
16-bits. but output transformation uses 4 subkeys
(figure 1.)
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Decryption

In this case the inputs is chipertext (64b) and
different selection of subkeys. Decryption subkeys
U,,...,Usy are derived from encryption subkeys as
follows:

> First 4 subkeys of decryption round i are

derived from the first 4 subkeys of
encryption round 10-i, where the output
transformation is counted as round 9. First
and fourth subkey are equal to the
multiplicative inverse modulo 2'%+1 of the
corresponding first and fourth encryption
subkeys. For round 2 through 8. the second
and third decryption subkeys are equal to the
additive inverse modulo 2'® corresponding
third and second encryption subkeys. For
round 1 and 9, the second and third
decryption subkeys are equal to the additive
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inve.se muuuly 2'® Uf currespunding serand
and third encryption subkeys.

» For the first 8 rounds, the last two subkeys of
decryption round i are equal to last two
subkeys of encryption round 9-i. {5],{6]

1II. SELECTIVE ENCRYPTION

Selective encryption or partial encryption
represents a good idea if we wish to reduce the
volume of calculation necessary for image processing.
The security of selective encryption application is
always lower than using full encryption. The only
reason to use selective encryption is to reduce time
and computational demand.

This method can be applied to binary images or
any other format as: JPEG, BMP, GIF, PNG. If
applied to a binary image, the method consists in
mixing image data and a message (key) that has the
same size as the image. A XOR function is sufficient
hes ths o v u o~ o~~~. A g~—-raliz~
for gray level images, is possible: in this case the
image is divided in bitplanes, which are encrypted
separately and reconstruct a gray level image. The
highest bitplanes exhibit some similarities with the
image, but the least significant bitplanes look random,
adding noise to the image.

Selective encryption can be applied with any
cryptographic algorithm (IDEA, AES, DES). (14],
[15], [16].

IV. EVALUATION OF SELECTIVE
ENCRYPTION

In this chapter we present a study of behavior for
image encryption and implementation of selective
encryption for color planes (RGB), for luminance and
chrominance planes and for bitplanes. The IDEA
algorithm is used for encryption because it offers high
security and we have experience in VHDL
im_lementation for IDEA al orithm,

Luminance and chrominance planes are obtain
from color planes using the following formulae:

Y =0299*R+0.587*G+0.114* B
U=0.493*(B-Y) ()
V =0877*(R-Y)

The color plains are obtain from luminance and
chrominance with the relations:

R=Y+1.14*V
G=Y-0395*U -0.581*V (2)
B=Y+2.032*U

Difficulties were met in primary key generation
because Matlab uses only 52 bits to represent a
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number. For this reason the number of all zero
subkeys is very high. so we looked for another
solution: we generated eight subkeys with values
between 1 and 2'", than we transformed in binary and
concatenated them. After these operations we
oblained primary key with 128 bits dimension

Next we present the results obtained tor color
plane encryption on different images.

Tor a correct function. after the progrum
compilation, we must import an image and generate a
primary k-y. Th-s- opcratons achi-v - on File mn
{figure 3).

Figure 6 Encrypuion R plane

Figure 7 Lncryption G plane

Figure 3. Image of application

Now we can achieve the image encryption.
The colo planes (RGB) encryption 1s as follows: for
encrypting all planes the Encrypuion RGB menu is
accessed. where the Encrypiion planes RGB option is
chosen For encrypting only one of this color planes
one ol next options: Encrypiion plane R, Encryption
plane G, Encryption plane B are available. The next
five images present results for color plane encryption.

Figure 8 Encryption B plane

For color plane encrypuon. the encrypted image
is secured only if all color planes are encrypted.

Figure 9 Image view without
R plane

This fact 1s valid for any combination at the color
planes.

Luminance and chrominance planes encryption is
the same with color planes encryption. For a secure
encrypuion we must encrypt all planes. A presemation
of the luminance and chrominance planes encryption
for the same tmage is done in figure 10.

Figure 3 Encrypuon RGB
planes

Figurel0 Encryption
planes
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T... propos.d m.thod ha. as disadvantage the
necessary tune for all pixels encryption. Figures 11 1o
18 present results obtained for butplanes encrypuon.
Lach ot these figures is tollowed by the representation
of the initial image without bitplanes encryption. The
most sigmiticant bit (msb) plane is considered the
plane 1 and the last signiticanmt bit (Isb) plane 15
considered the plane 8.

Figure 16 Original image without first.
second and thud planes

Because the security is lower for encryption of
isb planes (8 - 2) we decided 10 represent only
encrypted images (figures 19 10 21).

Figure 19 Encrypuon eighth
nlane

Figure 12 Original ima_e without first
plane

Figure 20 Encrypuion second, third, fourth,
fitth, sixth, seventh and eighth planes

planes

Figure 14 Original image without first plane
and second planes

Figure 15 Encryption first, second and
third planes
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Figdre 22b. Encryptlon first plane
fmch)

Figura 22 c. Original image without
first plane

Through selective encryption we can offer more
security planes, the minimum for an acceptable
security being represented by the first plane
encryption (msb plane). This affirmation is sustained
by the experiment presented in figure 22.

V. CONCLUSIONS

Our paper had as starting point the need of
transmitting safely images on Internet, images such as
fingerprints, medical images, etc.

Such images must guarantee a high security rank
as well as speed and all these can be obtained through
cryptographic algorithm and hard implementation.

The whole paper is a study of encryption tehnics
tor images with experimental results.

The concluding remarks are:
= For image encryption the first step is the
knowledge of needed security rank.
= If a fast connection is needed and less
security, we can choose for selective encryption,
encrypt only first plane (msb plane).
= To enhance the security degree, we can
encrypt first and second bitplanes. In this mode
we can grow image security until image security
is relied only on algorithm security. Maximum
security can be provided if all bitplanes are
encrypted.

*  For color planes encryption, image security

can be obtained only for all color planes

encryption.
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