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Abstract — We present a robust watermarking method
for still images, which uses the similarity of the discrete
wavelet transform (DWT) and the human visual system
{(HVS). 1ln order to make the mark imperceptible, the
lowest frequencies are left unmodified, and the rest of
the coefficients fram the other sub-bands are spatially
selected using an adaptive threshold. We test the
robustness of the mark against diffcrent types of attacks,
thus evaluating the robustaess of the method proposed
herein. We compare our performances with another
frequency-based watermarking method.
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I. INTRODUCTION

In the last decade we have been witnesses to an
explosion in the use and distribution of digital
multimedia data. PCs with Intemet connections have
made the distribution, both legal and illegal, of data
and applications much easier and faster [1].

Since ancient times, there have been ways of
establishing the identity of the owner of an object in
case of dispute which range from simple inscribing
the name of the owner on the object to embedding the
owners seal in the object (like a tattoo on the head of
slave) [2). In the digital world, though, more
sophisticated means are required to ensure the same,
since copying and reproducing works of others has
become extremely easy and the reproduced work
generally spreads at the speed of light across the
globe.

While encryption is a solution to protect the daia
transmitted from seller to buyer, watermarking has
been proposed as a solution to ensure the copyright
protection.

Digital watermarks can be used to identify the works
as belonging to a company or individual. Watermarks
encrypt the information as an imperceptible signal,
which is added to the data in such a way that it is
always retained [3}.

Common types of multimedia data are image, video,
audio data. Our paper concentrates on the
watermarking for still images, although the same
principles can be applied to both video and audio data.
To be effective in the protection of the ownership of
intellectual property, the watermark should be [2, 4]:
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1. difficult/impossible to remove, at least
without visibly degrading the original image,

2. robust against image modifications that are
common to typical image-processing
applications  (e.g.  scaling, dithering,
cropping, compression),

3. imperceptible to the human visual system
(HVS),

4. detectable with or without the original signal
- informed decoder and blind decoder,
respectively,

5. resistant against the ownership deadlock —
known as the IBM attack, appears whenever
in the same data there are several watermarks
claiming the same copyright. A solution is
proposed by Craver et al in [S]: invertible
and quasi-invertible watermarking schemes.

Current watermarking techniques for multimedia data
developed in literature are spatial/time domain
methods [14] and frequency domain methods [11-13].
Another possible classification is spread-spectrum
(SS) techniques [6] and non-SS techniques, such as
the QIM developed by Chen et al [7]. Our method
embeds the watermark in the wavelet domain, and
uses the characteristics of the human visual system by
selecting the coefficients from each subband with a
thresholding scheme.

The paper is organized as follows. Section 11
describes the proposed method. In Section III we
present the simulation results and some attacks.
Finally we give some concluding remarks.

II. PROPOSED METHOD

The discrete wavelet transform (DWT) decomposes
the image into a high-high (HH), high-low (HL), and
low-high (LH) subband for each resolution level, and
a low-low (LL) subband for the coarsest resolution
level. The LL band is also known as the
approximation subimage because it contains most of
the information from the image. The HL, LH, HH
subbands are the detail subimages containing the
horizontal, vertical and diagonal details. The details of
the image such as edges and textures are confined into
the HH, LH, and HL subbands of the DWT of the
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image. We take into account the fact that the HVS is
not sensitive to small changes in high frequencies of
the image, but is rather sensitive to changes affecting
the smooth parts of the image, that is, the coarsest
resolution level of the image. Therefore, we place the
mark into the wavelet domain, specifically, into the
HH. LH. and HL subbands, selecting only part of
these coefficients, leaving the LL subband
unmodified.

A. Insertion procedure

Let X be the original gray-level image and the
watermark W a pseudo random sequence, with binary

values: w(i) € {-— 1,1} and length N . The basic
steps for embedding the mark are:

(a) Wavelet decomposition of the original image by L
levels to obtain a multiresolution decomposition:

Y = DWT(X)
={LL; HL; ,LH}, HH} HL ..., HH}

(b) Compute threshold for each subband
Let the approximation coefficients be c(m,n) and
the detail coefficients from the resolution level j and

sub band S5 be d,_/ (m,n), where S € {h,v,d}

and je {1,...,L}. The threshold is computed as
follows

T,, =g, max{a’.w (m, n)} (5)

L
mn

where g is a level-dependant variable.

(¢) Embed watermark

For each subband, if the detail coefficient is higher or
equal to the above computed threshold, embed the
watermark using

d;, (mn)= d,, (m,n)l:l +a w(m,n)], (6)

where @ is a parameter that controls the level of the
watermark.
(d) Compute the IDWT from these new coefficients

We obtain the watermarked image X " .
It is obvious that the higher the strength of the

mark @ and the lower the variables ¢ are, the more

robust yet visible the watermark will be.

B. Extraction procedure

The extraction process requires the original image, or
at least some significant vector extracted from the
DWT of the cover work, specifically, the detail
coefficients with a value above the computed
threshold.

To extract the mark from the watermarked possibly

distorted work, X, we make use of the wavelet

coefficients c}w(m,n), that should contain a

watermark bit:

c}J‘](m.n)—dw (mn)
d, ,(m,n)

A random guess is made for the watermark bit in the

location (m,n) if c}x./(m,n)zd_r.}(m,n) or if
dl_j(m,n)zo.

If the mark has been embedded in different locations
several times, the most common bit value is assigned
for the recovered watermark bit.

We make use of the correlation coefficient to compare
the original and the extracted mark:

N 2 wlnpn)

w(m,n) = sgn ., (7)

c(w, W)= = = (8)
JEw ) E )

where c(w,ﬁz)e[—l,l]. If the correlation

coefficient is above a specified threshold, the

watermark is positively detected in the image.
[11. SIMULATION RESULTS

We performed simulations using several images Lena,
Boat, Barbara, Peppers, all with size 256 x 256 (Fig.
1). The watermark was a binary pseudo-random

sequence with N, =256. The Daubechies 10pt

wavelet was used to produce the wavelet coefficients.
In all tests we used the following parameters: the
number of resolution levels L = 3, the strength of the

watermark@ =0.1, and the level-dependent
variables g, = 0.06, g, =0.04 and g, =0.02.

We extract the watermark in two ways (Fig 1):

- from all levels, using a majority rule,
(detector NC1)

- from the coarsest level only (since the lowest
frequencies are not so affected by common
signal distortions). (detector NC2)

We investigate the effect of common signal
distortions (median filtering, JPEG compression,
AWGN) on the correlation coefficient between the
original and the recovered mark. We compare the
performances of our method with the results obtained
using the method proposed by Cox in [6]. The
watermark used was bipolar and its length was for a
better comparison, 256 bits. Also, the number of
repetitions of the mark was the same in both cases.

The watermarked images using our method were not
significantly distorted from the originals, whereas for
the method presented by Cox et al the difference was
clearly visible. The following table shows the values
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of PSNR for each watermarked image, as a measure
of the distortions introduced by the watermark:

PSNR, proposed | PSNR, Cox et al
method method

Lenna | 4539dB 27.19dB

Boat 4435dB 2535dB

Barbara | 44.18 dB 26.44 dB

Peppers | 45.55 dB 25.75dB

We present for each image the detector response as a
function of the filter size M, compression ratio and
signal-to-noise ratio, in case of median filtering, JPEG
compression and additive white noise, respectively.
The detector response was computed as a mean value
of 32 responses for 32 uncorrelated watermarks (Fig.
2-5).

The plots marked with the ‘0’ and ‘+’ symbols are the
results from the proposed method, with the detector
NC1 and NC2 respectively, while the remaining plots
are from the method proposed in [6].

Setting the threshold value in the detection process at
0.5 we have the followings.

Median filtering attack:

For all watermarked images, except Boat, the attack
by median filtering with filter size larger than M=3
leads to a correlation smaller than 0.5. In fact, only
the detector NC2 allows filtering with filter size M=3.
For Boat watermarked image, not even the NC2
detector is successfully used in finding the mark.

JPEG compression:

For Lenna, the correlation is smaller than 0.5 at a
compression rate of 16 (detector NC2 and Cox) and
10 (NC1), respectively.

For Boat and Barbara, the correlation is smaller than
0.5 at a compression rate of 13 for NC2, 10 for Cox
and 7 for NC1.

For Peppers, the compression rate values for which
the correlation is smaller than 0.5 is 15 (NC2, Cox)
and 8 (NC1).

AWGN attack:

For Lenna and Peppers, the detector response in the
Cox et al method is above 0.5 at a signal-to-noise
ratio of 5 dB, having a considerably better
performance than detector NC1 (12 dB) and NC2 (15
dB).

For Boat and Barbara, the detector values are
approximately the same for each method: 3 dB (Cox),
around 14 dB (NC2Yand 7 dB (NC1).

1IV. REMARKS

We proposed a robust wavelet-based watermarking
method that embeds the mark in coefficients selected
in such a manner that the visible impact on a human

Fl

observer isn’t very high. By embedding the
watermark bits into the edges and textures of the
image we make use of the human visual system. One
can see that both methods, proposed in [6] and ours
are image-dependant. Apparently, the Cox method is
superior for AWGN attack, comparable with the NC2
detector in the case of JPEG compression, and inferior
for median filtering. However if we take into account
the fact visibility of the mark, an essential aspect of a
watermarking system, it is possible that our methods,
with the two proposed detectors (NC1 and NC2) to be
considered comparable or better than the Cox method

in the given situation. .
Future work will concentrate into the study of coding
the watermark bits for a better performance.
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Fig. 1: Original images used for simulations: Lenna (a), Boat (b), Barbara (c) and Peppers (d).
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Fig. 3: Detector response to attacks against watermarked Boat

Fig. 2. Deteclor response to auacks against watermarked Lena:  (median filtering, JPEG compression, AWGN). The plots marked
median filtening - (a), JPEG compression - (b), AWGN - (c) The  with the "0’ and '+’ symbols are the results from the proposed
plots marked with the "0’ and "+ symbols are the results from the  method, with the detector NC1 and NC2 respectively, while the
proposed method, with the detector NCI and NC2 respecuvely,  remaining plots are from the method proposed in [6].

whiie the remaining plots are from the method proposed in [6).
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Fig 5: Detector response to attacks against watennarked Peppers:
Fig 4: Detector response to attacks against watermarked Barbara: median filtering ~ (a), JPEG compression — (b). AWGN - (¢). The
median filtering — (a), JPEG compression — (b), AWGN - (c). The plots marked with the ‘0’ and "+’ symbols are the results from the
plots marked with the *0’ and '+’ symbols are the results from the proposed method, with the detector NC1 and NC2 respectively.
proposed method, with the detector NC1 and NC2 respectively, while the remaining plots are from the method proposed in {6].

while the remaining plots are from the method proposed in {6].
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