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Cuvant Tnainte

Teza de doctorat a fost elaborata pe parcursul activitatii didactice si de
cercetare desfasurate in cadrul Departamentului de Comunicatii al facultatii de
Electronica si Telecomunicatii, Universitatea , Politehnica” din Timisoara.

Lucrarea este dedicatd unui domeniu de mare interes si cu o dezvoltare
semnificativd in ultimii ani: tehnologii moderne folosite pentru securitatea
comunicatiilor de date. Se acorda o atentie deosebitd tehnologiilor si metodelor de
securitate care imbunatatesc in mod direct sau indirect securitatea comunicatiilor de
date.

Prezenta lucrare cuprinde o serie de studii critice cu privire la stadiul actual al
securitatii datelor. Domeniul securitatii datelor si aplicatiilor reprezinta o tematica de
mare actualitate in zilele noastre. Tehnologiile clasice par a fi limitate si de aceea au
inceput sa fie integrate unele tehnologii alternative, cum ar fi cea bazata pe
genomul uman si bioinformatica.

Rezultatele obtinute si originalitatea tezei constau in faptul ca s-a reusit sa se
imbine activitatea de cercetare teoretica si metodologica cu cea practica, oferind un
mecanism capabil a fi utilizat in procesul de securitate a datelor folosind tehnologii
alternative.

Tehnologiile abordate, aplicatiile corespunzatoare si interpretarea rezultatelor
sunt mentionate pe parcursul tezei.

Timisoara, aprilie 2012 Tatiana Hodorogea
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Rezumat,

Teza de doctorat este dedicata unui domeniu de mare interes
si cu o dezvoltare semnificativa in ultimii ani: tehnologii moderne
folosite pentru securitatea transmisiei de date. Se acorda o atentie
deosebita tehnologiilor si metodelor de securitate care imbunatatesc
in mod direct sau indirect securitatea comunicatiilor de date.

Prezenta lucrare cuprinde o serie de studii critice cu privire la
stadiul actual al securitatii datelor. Domeniul securitatii transmisiei
de date reprezinta o tematica de mare actualitate in zilele noastre.
Tehnologiile clasice sunt limitate si de aceea am integrat tehnologii
alternative de securitate bazate pe genomul uman si bioinformatica.

Rezultatele obtinute si originalitatea tezei constau in faptul
ca s-a reusit sa se imbine activitatea de cercetare teoretica si
metodologicd cu cea practica, oferind un mecanism capabil a fi
utilizat in procesul de securitate a transmisiei de date folosind
tehnologii alternative.

Tehnologiile abordate, aplicatiile corespunzatoare i
interpretarea rezultatelor sunt mentionate pe parcursul tezei.
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1. Motivation and challenges

1.1 General Consideration

Nowadays information systems involve more complexity because of their
heterogeneity involving very big threats on networks which are widely spread, open
and interconnected.

The security attacks and the technologies to exploit security attacks are
growing continuously. The importance and need of providing and maintaining the
data and information security across networks is a major motivation and challenge
to ensure and maintain information security.

With current network, Internet, and distributed systems, cryptography has
become a key technology to ensure the security of today’s web-based Software
Applications.

A cryptographic system that an attacker is unable to penetrate even with
access to infinite computing power is called unconditionally secure. The mathematics
of such a system is based on information theory and probability theory, [59].

A cryptographic system has one or more algorithms which implement a
computational procedure by taking a variable input and generating a corresponding
output.

If an algorithm's behavior is not determined completely by input and
generates different output each time executed with the same input, it is
probabilistic.

When an attacker is theoretically able to intrude, but it is computationally
infeasible with available resources, the cryptographic system is said to be
conditionally secure. The mathematics in such systems is based on computational
complexity theory, [57].

The design of a secure cryptographic system is a very challenging task. A
cryptographic system has one or more algorithms which implement a computational
procedure by taking a variable input and generating a corresponding output. If an
algorithm's behavior is completely determined by the input, it is called deterministic,
and if its behavior is not determined completely by input and generates different
output each time executed with the same input, it is probabilistic, [57].

A distributed algorithm in which two or more entities take part is defined as
a protocol and includes a set of communicational steps which requires data to be
transferred from one side to the other.

The challenge and the goal of a cryptographer are to reduce to zero the
probability of a successful attack against the security of an Encryption System (ES).

Java Cryptographic Extension (JCE) offers support for developing
cryptographic package providers, allowing me to extend the JCE by implementing
faster or more secure cryptographic algorithms.

By the same means I provided my independent implementation of a DNA
Encryption (DNAE) system, based on the Central Dogma of Molecular Biology
(CDMB), [59].
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12 Motivation and Challenges-1

My thesis work, motivation and challenge were based on the complexity of
developing an unconditionally-secure DNA Encryption System as part of my DNA
Provider.

The aim motivation and challenge of my thesis consisted in the development
of the novel modern encryption techniques based on bioinformatic science.

I provided an independent implementation of a DNA Encryption (DNAE) system,
based on the Central Dogma of Molecular Biology (CDMB).

I proposed and implemented a new, novel idea of a development of a
cryptographic package provider; named DNAProvider as Java Cryptographic
Extension (JCE).

I extend the JCE by implementing faster and more secure DNA
cryptographic algorithm based on bioinformatic science.

I proposed, implemented and tested a novel idea and novel algorithm to
derive the asymmetric public/private keys pairs used in Public-Key Cryptography,
based on bioinformatics and mathematics of the Evolutionary Models, which I called
DNA Cryptographic Keys.

I developed a Unique Process System Pipeline Evolutionary Models of
deriving DNA Cryptographic Keys Sequences by deriving the DNA private/public
keys from human genome analysis by computing the philogenetic tree and the
branches length during evolution for chosen species.

With every year the relevance and the importance of information security is
even higher compared to the previsious year, resulting from the following facts and
data:

Exponential increase of information volume, used by society, operated
through computers and other technical devices.

There were a significant increase of software applications and instruments which
don't fulfill the minimal security normative.

As every activity domain is based on an increasing amount of information
nowadays cryptography has a very important role in ensuring information security.

Solving the problems related to information security is the aim motivation
and challenge of cryptography, [103]. Cryptography is the branch of modern
mathematics, with the aim to elaborate mathematical methods to ensure
confidentiality, integrity, authentication and non-repudiation of the data.

1.2 Document Structure

The author’s thesis contains an introduction part, eight chapters followed by
conclusions and perspectives. The thesis contains the bibliography made from 113
titles up to the date of 2012 and a list of research activity up to March 2012, when
the major results and contribution of this thesis have been published in the book
called “Modern Cryptography”.

The originality and scientific novelty of the thesis and obtained results
exceed current available methods by security of encryption, consisting in the
development and elaboration of the novel and modern methods for data protection
based on bioinformatics, novel ideas and novel algorithms which I implemented and
tested.

The thesis consists of an important theoretical signification development of
the new encryption methods and algorithms using bioinformatics with a higher
degree of security and reliability in the encryption systems.

The thesis consists of the very valuable practical work as every proposed
idea, method and algorithm has been developed implemented and tested.
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1.2-Document Structure 13

Chapter 1, Motivation and challenges make an overview of recent research
presenting the motivation and challenges of the author.

Chapter 2, Data Security and Cryptography presents key points of information
security, communications and networks. The requirements are: confidentiality,
authentication, nonrepudiation and integrity and the mechanism to meet all
requirements is very complex.

Developing security mechanisms or algorithms as a must we need to consider
potential attacks on those security features. Security mechanisms are divided into
the one that are implemented in a specific protocol layer and the one that are not
specific to any particular protocol layer. Security aspects come into role when is
necessary to protect the information transmission from an opponent who may
present a threat to confidentiality, authenticity or integrity.

Chapter 3, Cryptography and DNA Steganography Principles describes the
most important aspect of data communications- security which is a basic building
block for data security. Encryption is the most important tool for data security in
networks communication.

A cryptographic algorithm works in combination with a key to encrypt the plaintext.
The security of encrypted data is dependent on the strength of the cryptographic
algorithm and the secrecy of the key.

A cryptographic algorithm plus all possible keys and all protocols comprise a
cryptosystem.

This chapter describes the DNA Steganography principles, Symmetric-Key
encryption, algorithms used in encryption. The chapter describes the confidentiality
and vulnerability using symmetric encryption. The chapter provides an overview
from all that has gone before up to the present.

The chapter describes the Public-key algorithms which are based on mathematical
functions rather than on substitution and permutation. Public-key cryptography is
asymmetric, involving the use of two separate keys and the use of the keys has
major consequences in the areas of data security and confidentiality.

Chapter 4, Java Language Security describes the Data Security using a Java
Security Model. The chapter presents the Key Management: the way in which keys
are stored, transmitted, and shared. The core Java API comes with the necessary
classes to handle public and private keys and their certificates.

Chapter 5, DNA and Biology of the Cell living cells on Earth, store their
hereditary information in DNA molecules, in the form of double-stranded, long
paired polymer chains, formed always of four types of monomers A, T, C, G,
arranged together in a long linear sequence that encodes the genetic information,
similar to the sequence of 1s and Os which encodes the digital information in a
computer.

Bioinformatics and DNA Engineering describe the bioinformatic science which brings
together the following areas of science: molecular biology, areas from mathematics,
computer science, pattern recognition, complex systems, physics, graph theory and
others.

Chapter 6, DNA Cryptography Model
With current network, Internet, and distributed systems, cryptography has become
a key technology to ensure the security of today’s information infrastructure.
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14 Motivation and Challenges-1

Biotechnological Methods as recombinant DNA have been developed for a wide class
of operations on DNA and RNA strands. Bio Molecular Computation (BMC) makes
use of biotechnological methods for doing computation and splicing operations allow
for universal computation.

6.1 Architecture of a DNA Memory for DNA Cryptography Model

DNA memories have the potential to store vast amount of information with high
density, and also have the potential to process the stored information through
laboratory protocols matching context and content. This leads us to knowledge
mining applications on a massively parallel scale, like DNA cryptography. The
chapter describes the design for a DNA memory.

Chapter 7, Complexity of DNA Encryption System as a Subset of Java
Cryptography Extension

7.1 Creating the DNA Security Provider with DNA Encryption

The security provider abstracts two ideas: engines and algorithms. Engine is used as
a word for operation. Engine classes come with Java virtual machine as part of the
core API. Algorithm classes are a set of classes that implement particular algorithms
for particular engines. The goal of the security provider interface is to allow an easy
mechanism where the specific algorithms and their implementations can be changed
or substituted easily.

I developed cryptographic package provider, named DNAProvider as Java
Cryptographic Extension. JCE offers this kind of support for developing
cryptographic package provider, allowing me to extend the JCE by implementing
faster and more secure cryptographic algorithms. I provided an independent
implementation of a DNA Encryption (DNAE) system, based on the Central Dogma
of Molecular Biology (CDMB).

I got the Code Signing Certificate from Sun Microsystems for my DNAProvider which
is available for 5 years, until 01/26/13, with the reference nr 679.

7.3 The Security Class and the Security Manager

The Security class, maintains a list of the provider classes and consults each in turn
to see which operations supports.

When the security package needs to perform an operation, it constructs a string
representing that operation and asks the Security class for an object that can
perform the operation with the given algorithm.

Some of the public methods of the Security class call the checkSecurityAccess( )
method of the security manager. This gives the security manager the opportunity to
interfere before an untrusted class will affect the security policy of the virtual
machine.

A program that wants to install my developed DNAProvider provider must have been
granted the SecurityPermission named "insertProvider.DNA".

7.4 Steps to Implement and Integrate the DNAProvider

In order to implement the DNAProvider I performed the following steps: Step 1:
Write The DNAProvider Service Implementation Code, Step 2: Give my Provider a
Name, (DNAProvider), Step 3: Wrote the "Master Class," a subclass of Provider,
Step 4: compile the Code Step 5: Prepare for Testing and Get a Code-Signing
Certificate. In order, is necessary to mail all the hardcopy containing DNAProvider,
(CSR) and contact information to was mailed to Sun Microsystems, Inc. Santa
Clara, CA 95054, U.S.A.
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Step 7: Run the Test Programs using the Provider Code Signing Certificate and JCE
Root CA Certificate, Step 8: Document DNAProvider, Step 9: Make DNAProvider
Software and Documentation Available to Clients.

7.5 DNA Encryption System as a Subset of Java Cryptography Extension
Java Cryptographic Extension (JCE) offers support for developing cryptographic
package providers, allowing me to extend the JCE by implementing faster and more
secure cryptographic algorithms. By the same means I provided my independent
implementation of a DNA Encryption (DNAE) system, based on the Central Dogma
of Molecular Biology (CDMB). I proposed to encode the medical records of an
individual in DNA data strand flanked by unique primer sequences, which I obtain in
the process of deriving a DNA secret key from human genome analysis.

Chapter 8, Deriving DNA Cryptographic Keys

I developed the cryptographic package provider, named DNAProvider as Java
Cryptographic Extension (JCE), which allowed me to extend the IJCE by
implementing faster and more secure DNA cryptographic algorithm.

The DNA cryptographic algorithm developed by me encodes the medical records of
an individual in DNA data strand flanked by unique primer sequences, which I obtain
in the process of deriving the asymmetric DNA secret keys from human genome
analysis. The development, implementation and testing of a DNA Encryption (DNAE)
system is based on the Central Dogma of Molecular Biology (CDMB), where I derive
asymmetric DNA Cryptographic Keys, for the public-key cryptography, based on
evolutionary models. With the developed and implemented system pipeline
evolutionary models, I extracted and align the DNA sequences of the same gene
from related chosen species with respect to human DNA Sequences. The alignment
in the evolutionary system pipeline is realized with ProbCons tool, which is a pair
Hidden Markov Model based on progressive alignment algorithm that primarily
differs from most typical approaches in its use of maximum expected accuracy.

8.1 Deriving Asymmetric DNA Cryptographic Keys

As Public-key algorithms are based on mathematical functions rather than on
substitution and permutation and involves the use of two separate keys, in contrast
to symmetric encryption, which uses only one key. When aligning the DNA
sequences of the same gene from related species, there will usually be differences
between the sequences because of evolution. Because of the degeneracy of the
genetic code leave the protein unchanged, called synonymous or silent changes. I
aligned my extracted DNA Sequences with ProbCons tool. Fundamentally ProbCons
is a pair Hidden Markov Model based progressive alignment algorithm that primarily
differs from most typical approaches in its use of maximum expected accuracy. 1
derive the private/public pair DNA cryptographic keys based on evolutionary models
and based on mathematical functions.

8.2 Unique Process System for Evolutionary Models

The molecular evolution model is a complex process, involving different influences
mutational biases, interactions, heterogeneous recombination rates, population
mixing patterns, temporal variations in population size, time-dependent selection
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and frequency-dependent selection. Such models assign probabilities to multiple-
alignment columns in terms of the substitution rates and lengths of the phylogenetic
tree branches.

I computed the philogenitic tree (for my chosen species) and the branches length
during evolution for my chosen species with respect to human (hg18), following the
theorem of Golding and Felsenstein (1990), the Halpern and Bruno (1998), who
have shown that mutation limit of the standard Kimura-Ohta theory, one can
determine substitution rates in terms of the mutation rates and the equilibrium
frequencies w. In particular, if r is the rate of substitution from a base a, to a base b
at position /i, p is the rate of mutation from a to b and w is the equilibrium frequency
of nucleotide i, at this position, [76].

8.3 SmartCipher Application Integrating DNAProvider with DNA Encryption
(DNAE) System

In collaboration with Helios group I developed in Java Language a software
application named SmartCipher and integrated my DNAProvider with DNA
Encryption (DNAE) system I developed based on the Central Dogma of Molecular
Biology (CDMB) in SmartCipher application.

The interface was developed using Java IDE Jigloo GUI Builder plugin for Eclipse,
containing a CTextArea where the user can introduce the desired text and desired
algorithm for encryption: Des, TripleDes, Blowfish and DNA encryption.
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2. Data Security and Cryptography

2.1 Information security bases

Nowadays information systems involve more complexity because of their
heterogeneity involving very big threats on such kind of networks which are widely
spread open and interconnected. The security attacks and the technologies to
exploit security attacks are growing continuously.

The importance of providing and maintaining the data and information
security across networks is a major enterprise business activity resulting in a big
demand and need to ensure and maintain information security.

Networks are based on a number of network level equipment and servers as:
¢ Dynamic host configuration protocol (DHCP), server dynamically
assigns an IP address.
¢ Domain name system (DNS), server translates a domain name (URL) into
an IP address.
¢ Network address translation (NAT), performs translation between
private and public addresses.
E-mail server supports electronic mailing
Internet/Intranet/Extranet Web servers
Access points (AP), giving wireless equipment access to wired network.
Virtual LAN (VLAN) which virtually separate flows over the same physical
network, so that direct communications between equipment from different
VLANs could be restricted and required to go through a router for filtering
purposes
¢ Network access server (NAS) / Broadband access server (BAS),
gateways between the switched phone network and an IP-based network
e Intrusion detection system (IDS) / Intrusion prevention system

(IPS) used to detect intrusions based on known intrusion scenario

signatures.

NIST Computer Security Handbook defines computer security as the protection
afforded to an automated information system to preserve the key objectives:
integrity, availability and confidentiality of information system resources (software,
hardware, data and telecommunications), [99].

Cryptography gives us all of these services, linked with transmitted or stored data.

Considering GRID computing security where the heterogeneous resources
are shared and located in different places belonging to different administrative
domains over a heterogeneous network, additional security requirements must be
satisfied compare to classical network security.

A GRID is a software toolbox and provides services for managing distributed
software resources. Securing information in GRID computing encompasses verifying
the integrity of the message against malicious modification, authenticating the
source of a message and assuring the confidentiality of the message being sent.

The key objectives of computer security are three concepts known as CIA triad:
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e Confidentiality with its two concepts: data confidentiality assuring
that information is not available to unauthorized parties and privacy
assuring an individual control of its one information.

e Integrity-assures that information is changed in authorized manner
and assures authorized system manipulation.

e Availability assures the promptitude of the system and services to
authorized parties.

Confidentiality implies the prevention to disclosure information by individuals and
unauthorized systems, [71].

In information security, integrity implies the impossibility of data
modification without the authorization and keeping the data unchanged.
Authentication means the knowledge of the source, from where the data was
received.

The information needs to be available when necessary. The assurance of
availability implies the prevention of denial of service attacks.

Communication between GRID entities must be secure and confidentiality must be
ensured for sensitive data, from communication stage, to potential storage stage.
Problems of integrity should be detected in order to avoid treatment faults,
availability is directly linked to performance and cost in GRID environment.
Cryptographic algorithms for confidentiality and authentication play a major
importance role in nowadays information security, [49].

The authentication of entities leans on centralized or distributed approach.
Distributed approach is based on defining the public private keys for each entity. To
avoid spoofing attacks the public key is distributed in the form of electronic
certificate and the authenticity is guaranteed by a certification authority (CA).
Certificates are used for signing and encrypting emails and using secure socket layer
(SSL) for securing sessions with web servers.

Virtual Private Network (VPN) security leans on SSL and data security
protocol, IP security (IPsec). IPsec protects IP packets exchanges with
authentication of the origin, data encryption, integrity protection at the IP packet
layer. VPNs secure interconnection between remote private networks by the use of
VPN gateways positioned at the borders of the VPN tunnel. The IPsec or L2TP tunnel
over IPsec is configured between this gateways replacing the border router with
firewall or increasing border routers with IPsec capabilities. For private networks to
remain protected from intrusions the traffic is filtered at the border of private
network, [110].

A demilitarized zone (DMZ) is a restricted subnet, which is separated from
the private, public networks allowing servers to be accessible from other areas and
keeping them protected. Prior to deploy any security equipment in a network is to
define all existing services in the close future and on of is the security levels:
encryption, layer-3 and layer-4 filtering.

2.2 Security Services, Threats and Attacks

Defining a high-level of security architecture all the lines of defense must be
introduced. The DNS servers and Internet servers must be located on a DMZ of the
external firewall. In order to improve filtering level of sensitive servers (intranet
WEB), additional proxies must be added. HTTP proxy for intranet Web must be
installed in the DMZ in order to do user authentication and high control on HTTP
data including format and content.
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The external firewall must be configured so that HTTP traffic to Intranet Web is
redirected to HTTP proxy for filtering, [42].

As a must in order to avoid direct communications between subnets of the
internal network and protect servers from users, VLANs must be defined. For a
higher security level protection wireless network need to be considered as a specific
VLAN within the “internal” network. To design the appropriate security architecture
to be protected against security attacks is a huge task as it depends on various
parameters: network architectures, security constraints, size of the company,
budget available, branch offices, management of remote users and branch offices.

Modern mobile devices, PDA computers and smart phone are portable and
easily lost and stolen, they have connection interfaces to several types of wireless
networks such as wireless local area network (WLAN), general packet radio service
(GPRS), infrared data association (IrDA), and unfortunately only few such devices
are presently equipped with anti-virus software or firewalls.

Encryption and authentication are therefore strongly recommended solutions
in order to avoid loss of data and confidentiality, if a mobile device is lost or if is
stolen, [66].

Malicious software does not only cause serious threats for the mobile device
itself, it may also cause a threat for the network which the mobile device is
connected to, [94].

Embedded security feature in Symbian OS are cryptographic module with
implementations of symmetric algorithms (DES, 3DES, RC2, RC4, and RC5),
asymmetric cryptographic algorithms (RSA, DSA, and DH), implementations of hash
functions (MD5, SHA1l, HMAC) and a pseudo-random number generator for
cryptographic key generation and certificate management module, (according to
Symbian Signed), [66].

There are two types of security attacks: active and passive attacks.
During an active attack a message or a file can be modified or system resources are
altered, original data stream can be substituted with a false created data stream.

Passive attacks imply traffic analysis, transmission monitoring and
unauthorized read of information transmitted over network. Passive attacks do not
affect the resources of a system and are very difficult to detect. These kinds of
attacks are possible to prevent by the means of encryption.

Security services must implement security polices which in order are
implemented by security mechanisms. An authentication security service needs to
assure that a communication is authentic, [12].

Authentication service must assure the receiver that the message is indeed
from the claimed source sender and each entity is the one it claims to be. The
authentication service as well, needs to assure that an attacker as a third party
cannot masquerade as one of the legitimate party. Security services related to
authentication as Data Origin Authentication and Peer entity authentication are
defined in X.800.

Access control security service prevents the unauthorized use of resources,
this service controls what entity can have access to resources and what are the
conditions that this services will take place.

During data confidentiality security service the transmitted data is protected
against passive attacks and traffic flow analysis. If the data sent by an authorized
individual is received intact with no alteration and modification the data integrity
security service is satisfied, [90].
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Protection service against denial is a must; these requirements are
generated by nonrepudiation security service. The resources need to be accessible
upon request of an authorized system entity.

Availability security services protect a system to ensure the availability to an
authorized entity and these services are defined by RFC 2828 and X.800. Access
control on a mobile device is implemented using a combination of the following
security services: authentication service, confidentiality service, nonrepudiation
service and authorization, [23].

A PKI SIM card is a basic SIM with PKI functionality where a RSA
coprocessor is added which performs public key based encryption and signing with
private keys. The PKI SIM card contains space for storing private keys and certified
public keys needed for digital signatures and encryption, [66].

The authentication and key management technique used in 3G (third
generation/UMTS) networks is based on the same principles as in GSM networks.
Typical network services transferring confidential data to and from a Symbian
devices are E-commerce and electronic payments and run over HTTP and WAP
connections. Connection security means: availability of data communication, mutual
authentication of communicating partners, integrity of data communication and
possibility of confidential data communication, intrusion prevention/detection and
malware rejection, [66].

2.3 Security Mechanisms for Network Protection

The use of WLAN networks in enterprises nowadays is a popular method for
providing connectivity. I will present the security mechanisms for protecting WLAN
networks from security threats.

The main threats to WLAN networks are the radio waves since the radio
waves broadcast, without respect to neither walls nor other limit. Denial of service
(DoS) makes the network ineffective. It is easy to jam a radio network and network
becomes unusable. By the use of rush access the network is overloaded with
malicious connection request. Tools are able to detect this kind of traffic and help
network administrator to identify and locate the origin, [19].

Intrusions threats are most common attacks where the intrusion is done via
client station and protection is the same as for wired networks: the firewalls must
be used. The most critical attack that aims to take the control of network resources
of the enterprise is the network intrusion and in this case Wi-Fi dedicated Intrusion
Detection Systems (IDS) are efficient against such attacks.

With falsification of access points the hacker fetches the traffic on the
network and the security protection from such attacks is by detecting abnormal
radio transmission in unexpected areas. Security protections can be applied to
WLAN: network monitoring is a good defense to observe the network to be informed
if something strange happens.

The intrusion detection system (IDS) is used against network intrusions. IDS
correlates suspect events, tries to determine if they are due to an intrusion.

Traffic monitoring prevents against spoofing due to permanence observing
of the Wi-Fi traffic in order to detect any inconsistent situations, [4].

Network engineering is another security mechanism for network protection.
It is strongly recommended to deploy WLAN using switches instead hubs and to
control the traffic between wired networks. WLAN dedicated switch manages radio,
networking and security functions and access points are used only as emitters and
receptors providing a better protection against attacks. The firewalls manage
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protections at addressing level by providing filters and log connections, managing
access control list (ACL) which are used for access filtering and monitor the
connections. The firewalls must be installed in a DMZ, VPN authentication with
encryption mechanisms activated.

The use of VLAN must be done in order to split the network for the isolation
of strategic data from the radio network. For this, VLAN must be deployed on a
dedicated virtual LAN structures where network contains several VLANs and each
associated to a WLAN subnet with own SSID. All VLANs must be connected on the
WLAN switch.

Encryption is the security mechanism at the application level by its use if the
information is intercepted is unusable. In this scope standard protocols like
transport layer security (TLS) may be used. Authentication is done by a login
password sequence and link between client and server is secured by TLS,
authentication is done via a local authentication database.

MAC addresses filtering is a non-cryptographic security feature uses the
unique link layer (MAC) address of the WLAN network card and identifies legitimates
users.

One of security feature based on cryptography is wired equivalent privacy (WEP),
defined in the initial IEEE 802.11 standard and provides authentication and
encryption with 40-128 bit key length. The key should be changed in all nodes and
in the access points, frequently and simultaneously, [34].

Because of WEP weakness, the IEEE designed a protocol named 802.11i, known as
WPA 2 (Wi-Fi Protected Access 2). Temporal key integrity protocol (TKIP) is used for
generating per-packet keys for the RC4 ciphering used. The key is called temporal
because is changed frequently and is combined with the sender’s MAC address using
the exclusive OR-operation. Resulting in the usage of different keys for upstream
and downstream transmissions,

Two types of security mechanisms are known: first type is the one which are
implemented in a certain protocol layer. Second type of the security mechanisms
are not related to protocol layers or any security services.

Cryptography encrypts the data by the mean of using encryption security
mechanism. Encryption security mechanism is an encryption algorithm which
encrypts and decrypts the data, transforming it into unreadable format. The
encryption mechanism depends on encryption keys being used (zero or more) and
encryption algorithm. After the readable data is cryptographically transformed,
digital signature is appended to it as a second security mechanism, [91].

Digital signature security mechanism proves the integrity of the data, the source of
the data and protects the information send against forgery.

The access right to information and resources is realized thought the third security
mechanism known as: access control security mechanism.

For preventing traffic analysis attempts the bits are inserted into the gaps of
the data stream and this constitutes the traffic padding security mechanism.

To ensure the identity of an individual by the mean of information exchange
authentication security mechanism comes into play, [99]

When a breach of security is suspected routing control security mechanism is able to
generate the selection of physically secure routes for the data.
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2.4 Security Model and Data Security in Information Systems

A security model represents a secure transfer of information across
information channel (internet), between two principals: sender and receiver, by the
use of communication protocols, (Fig. 1).

Data security model implies the protection of data against confidentiality
and authentication threats coming from an opponent. Security related
transformation is needed to satisfy these conditions of data protection during
transfer through information channel. Encryption transforms the message in an
unreadable format, by the opponent. The additional code is added to the secret
information based on the content of the message and this way the identity of the
sender is verified, [98].

Trusted third
party

Security related
transformation

Security related Information chanel
transformation

Secure message Secure message ﬂ

Secret intromation Secret infromation Receiver

Sender Opponent

Fig. 1 Data security model

Implementing a security service we need a secure encryption algorithm to
perform the security related transformation and methods for sending and sharing
the secret messages.

As secret information traveling through information channel is vulnerable to
information access threats and service threats it is necessary to make use of secure
encryption algorithm and specify the protocol being used by the sender and receiver
during secure communication.

Anytime a software working with cryptography deals with secrets this means
that the respective software has to ensure that the secrets do not leak out.

Secure channel has two types of secret: keys and data. One important rule
of writing secure software applications is to wipe the information as soon as we no
longer need it.
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In C we must take care of wiping information by ourselves. In object-
oriented languages as C++ there is a destructor function for each object and the
destructor can wipe the state. The main program must behave properly and destroy
all objects no longer needed wiping the memory state.

In Java language situation is more complicated as all objects live on heap
which is the garbage-collected and it means that finalization function is not called
until garbage collector realize that the object is no longer in use, [99].

If we need to store large amounts of data the best solution is to encrypt a large
block of data and store the ciphertext in the memory and the key needs to be stored
in a way to avoid data retention. A best way is provided by Boojum, [26].

For Boojum, if m is the data we want to store we generate a random string

R and store both: R and A(R)@® m , where h is a hash function. These two values

must be stored in different memory location and not too close together. R needs to
be changed regularly. At regular intervals say 2 seconds it is necessary to generate

a a new random R and update the memory to store R® R and H(ROR)®m,

ensuring this way that each bit of memory is written with a sequence of random
bits, [46]. The bits must be not adjacent on the RAM chip.

Modern computers have a smaller and faster memory called cache which keeps a
copy of the most recently used data. CPU in order to access the data it checks the
cache first. Cash keeps a copy of the data including secret data.

Information system known as Electronic Healthcare Record (EHCR) and
Electronic Patient Record (EPR) permits to access a patient record from any place
with internet connection, [9].

In Hospital Information System (HIS) security is a very complex issue
related to legal and ethical dimensions, defined as security policy.

A Trusted Third Party (TTP) is an entity which facilitates interactions between two
parties who both trust the third party.

Implementing security in Hospital Information System by using passwords
for verification of claimed identity has disadvantages in distributed systems. The
public key certificates are transferred to users and stored in a browser, [66].

There are two types of public key and attribute certificates: Clinicians and
Patients.

One of TTP is a Certificate Authority (CA) defined in X.509 standard, which defines a
framework for the authentication service provided by a director to all users.

X.509 defines the following authentication levels: in simple authentication a
password is used for identity verification. Strong authentication is based on
asymmetric cryptography and involves the use of a pair of keys public/private.

An example of using two-way strong authentication is given in CEN ENV
13729 standard, which uses strong authentication in health information systems
(Fig. 2), using X509 standard.

TTP sites were established in 4 different locations in Europe:

1. Institute of Computer and Communication Systems - ICCS (Athens-Greece),
2. University Hospital Magdeburg - UHM (Magdeburg-Germany),

3. University of the Aegean - UoA (Samos-Greece)

4. University of Calabria - Uni-CAL (Calabria-Italy).
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The following TTP were responsible for defining TTP services as TTP components:
- Key generation instance
- Registration authority
- Naming authority
- Directory service authority
The functions performed by CA are: initialization, electronic registration,
authentication, key generation, distribution, key personalization, certificate
generation, certificate directory management, certificate revocation, CRL
generation, maintenance, distribution storage and retrieval.

The aim of the project was to create a national infrastructure that would
provide the security on the communication and application level of health
information systems in the participating countries.

The architecture comprised the following as seen in Figure 2:

1. The use of Health Professional Cards (HPC), microprocessor cards used in the
authentication process

2. Card reader services

3. Services of Trusted Third Party which manages certificates.

The following services have been provided:

1. One of service was to send a physician’s report with relevant data to a central
register.

2. Execution of pre specified and formed SQL queries relating to a patient’s EHCR.
3. Statistical analyses by various criteria and by making a SQL query

4. Exchange of information, including HL7 messages, images.

The Card System, (Fig.2) called Card Issuing System (CIS) and is an entity issuing
microprocessor cards containing a private key and certificates as well.

The Local System performs the generation of a private public key pair and is called
Local Central Key Generator (LKG), an entity that may be located locally with a
Public Key Registration Authority (PKRA). PKRA identifies in a unique way the user
requiring the service of the provision of a digital signature. Remote System is the
system where the Certificates have to be stored in the Certificate Directory (CD).

Each user has a unique distinguished name assigned by naming authority
and the user is identified by proving the possession of private key. In order to verify
a user private key, the communication partner must possess a public key, available
from the directory. A public key is given to the user from the trusted source
represented by CA. CA uses its own public key in order to certify a user’s public key

and in this way produces a certificate. On a user’s request, relevant information is

verified, associated to a Distinguish Name (DN) and sent online to a certification
entity, [10].

The Registration Authority (RA) uses the information provided by the
Qualification Authentication Authority (QAA), or by Profession Authentication
Authority (PAA).

Based on data obtained from the RA Certification Authority creates certificates.

1%; Certificates associating users distinguish name and the remaining relevant
information to user’s public key are referred to as public-key certificates.

A certificate offers the properties to the user having access to CAs public key can
disclosure the public key on which the certificate was created and only CA can make
a modification to a certificate. The certificate is obtained by creating users digital
signature based on a set of information about the user as user public key unique
name.

2" Certificates associating information about profession, qualification are attribute
certificates.
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The first service is provided by the CA and the second by the PCA.

Regarding the basic requirements of secure communication and secure
cooperation in distributed systems based on networks as well Hospital Information
System (HIS), security is a very complex issue and basic security services are
required.

In information systems the security services required must provide:

- Availability, Audit, Accountability including Nonrepudiation and Access Control
- Identification

- Authentication

- Integrity

- Confidentiality

Generating good random numbers is vital and challenging for cryptography.
The measure for randomness is called entropy and measures how uncertain one is
about a value and does not measure how many bits are in a value, [106].

The most common definition for entropy is:

H(x):= —Z P(X =x)log,P(X =x) (2.1)

Where P(X=x) is the probability that variable X takes on value x. The primes a very

important in cryptography as we can compute modulo prime:

To compute (a mod p) one need to find two integers such as: q and r that:
a=gp+rand 0<r<p (2.2)

The RSA system is the mostly used public-key cryptosystem providing
encryption and digital signature, based on the difficulty of factoring large nhumbers,
[103].

Invented by Ronald Rivest, Adi Shamir, Leonard Adleman and published in
1978, instead of doing computations modulo a prime p as in DH systems RSA does
computations modulo the composite number n based on Chinese Reminder
Theorem(CRT), [102]. CRT is the product of different multiple primes with the
additional software complexity and necessary conversions.

In Distributed Systems protecting human privacy rights as confidentiality are
indisputable.

Information security in nowadays information systems: heterogeneous,
widely spread and involving more complexity has a dramatic drawback regarding
threats and vulnerabilities, [90].

Information security is more vulnerable to a wide range of threats and
attacks, which appeared during the last few years and is continuously growing with
an emergency in new and modern technologies for security of software applications.
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3. Cryptography and DNA Steganography
Principles

3.1 Cryptography and Cryptographic Systems

Cryptography is the science and art of encryption using mathematics for
encryptions and decryption of the data.

Cryptography is a part of a security system and encounts wide range of fields such
as higher algebra, computer security, quantum physics, economics, statistics, civil
and criminal low, [103].

Kahn's book, “The Codebreakers” tells us that 4000 years ago the Egyptians
were the first who made use of cryptography. Cryptography was used as a tool for
protecting secrets by governments and federal agencies playing a crucial role in
world wars during history, [67]. Cryptography is one set of mathematic techniques
for transforming desired information to remain secret during transmission across
insecure network and intangible for unwanted adversary.

Handbook of Applied Cryptography is an encyclopedia of cryptography, [81].
The theory of cryptography is covered in a good book by Goldreich, Foundation of
Cryptography.

The measures of cryptography are: time and resources and the security of
encrypted data depend on strength of the mathematic algorithm used in
encryption and secrecy of the key. Encryption has two forms: symmetric-key
encryption and public-key encryption. In symmetric-key encryption the same key is
used for encryption and decryption, [22].

In public-key encryption two different keys are used for encryption and decryption.

A cryptographic system includes a cryptographic algorithm, all keys
and protocols and is characterized by following dimensions:

The first dimension is the type of operation used for encrypting the plaintext
into ciphertext. Operation used in all encryption algorithms are based on
substitution and transposition.

The second factor characterizing dimension of the cryptosystem is the
method of processing the plaintext: as a stream cipher or as a block cipher. Stream
cipher processes the input plaintext continuously by one element at a time compare
to block cipher which takes from the input plaintext one block of its elements at a
time.

The third dimension which is not the least one is in the number of the keys
being used by the sender and receiver, making use of one key in the case of secret-
key cryptography or two different keys in the case of public-key cryptography.

As long the secrecy of the data is be desired there will always be security
attacks on it coming from intruders attempting to find out the secrecy of information
transmitted along communication. Attackers in this case were given a name of
Cryptanalysts; they use the science of cryptanalysis involving mathematical tools,
analytical reasoning and not only, in the scope of breaking secure communication.
Secret information transmitted during communication between parties is threatened
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and exposed to this kind of cryptanalytic attacks. The science of cryptology
comprises cryptography and cryptanalysis, [7].

A cryptographic algorithm is said to be computationally secure if the cost of
breaking the cipher text is higher than the value of the encrypted information and
the time required for breakage exceeds the lifetime of the secret information itself.

A cryptographic algorithm is said to be unconditionally secure if for an
attacker is impossible to decrypt the cipher text no matter how much time and
cipher text she/he has available, [28].

The scheme of one-time pad proposed by Joseph Mauborgne comes as an
improvement to Vernam cipher as it uses a random key long as a message itself and
is not repeated in communication between parties. The key used in one-time-pad for
encryption and decryption of the single message is discarded and not repeated as
for every new message a new key is required.

3.2 Symmetric Ciphers and Symmetric-Key Encryption

Encryption is the original goal of cryptography, [103]. The encryption where
the same key is used for encryption and decryption is called symmetric-key
encryption. Symmetric-key encryption encrypts a message using a secret key and
an encryption algorithm. The decryption is done using the same key and the
decryption algorithm.

Symmetric ciphers uses two kind of techniques for mapping plaintext
elements into ciphertext: substitution and transposition. Figure 3, represents the
scheme of the symmetric-key encryption with its components: the plaintext serving
as an input to the encryption algorithm with input secret key performs the
encryption of the plaintext resulting in the ciphertext as an output. The decryption
algorithm takes the ciphertext, the secret key and produces the plaintext what was
send by the sender, [99].

For secure use of symmetric encryption there are two requirements: the
sender and receiver must obtain the copies of the secret key in a secure mode and
along with these a strong encryption algorithm is needed.

The sender inputs a plaintext message,
X = [X1, X2, ..., XM] (3.1)
With M elements which are /etters in a used alphabet. K is the generated key at the
message source used for encryption:
K = [K1, K2, ..., Kj] (3.2)
The encryption algorithm takes as an input the message X plus encryption key K
and generates as the output the ciphertext:
Y =1[Y1, Y2, ..., YN] (3.3)
Ciphertext is obtained by encryption algorithm E as a function of the plaintext X ,
with the function determined by the value of the key K:
Y = E(K, X) (3.4)
Receiver who possesses his key is able to decrypt the message inverting the
transformation:
X =D(K,Y) (3.5)
An attacker with knowledge of encryption and decryption algorithms who might
intercept the cipher text but without access to the key and plaintext may attempt to
obtain one component or both: key or the plaintext, [99].
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Symmetric cryptosystem can be classified according to the used algorithm
for encryption and decryption: block ciphers and stream ciphers.

Block ciphers operate on a group of bits of fixed dimension (blocks).The base
transformation in this kind of ciphers are substitution and transposition which are
iteratively repeated.

In order to encrypt a message with a length different from the length of the

block the message is divided in chunks of the same length as the block, encrypted
and concatenated resulting in the encrypted message.
Most of the messages can’t be divided in blocks of the fixed length (32 and 128
bits), resulting in the shorter length of the last block. The padding method is used
for solving this kind of issues. A fixed predefined number of bits are added to the
plaintext resulting in the plaintext length equal as a multiple of block dimension.

The following encryption systems use algorithms with secret key: DES,
IDEA, FEAL, LOKI and RC2.

An algorithm is considered secure if the cost of breaking the cipher text exceeds the
value of the encrypted text and if the time required breaking the cipher exceeds the
lifetime of the encrypted text, [107].

In this case the encryption scheme is called computationally secure. An encryption
scheme is unconditionally secure if the encrypted information does not contain
enough information to determine the correspondent plaintext.

DES (Data Encryption Standard) was developed by NBS (National Bureau of
Standards) and NSA (National Security Agency) and published in 1977. DES
encrypts the data in blocks of 64 bits in length, and the key used has 64 bits length.
From 64 bits of the key only 56 are used accordingly the other 8 bits are used as
parity bits, [98]. DES consists of 16 steps of processing called rounds,
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which are producing the cipher text. The numbers of rounds are exponential
proportional with the time necessary to find out the secret key in the case of a brute
force attack, [6].

AES (Advanced Encryption Standard) is a symmetric block cipher and can process
blocks of 128 bits in length, using the keys with the length of 128, 192 or 256 bits.

In the case of the Stream ciphers the encryption procedure operates symbol
by symbol and encrypts one byte at a time. To protects the data against brute-force
attacks, the key needs to be sufficiently long, at least 128 bits.

RC4 is a stream cipher designed in 1987 by Ron Rivest (letter R for RSA). The key
size is variable, is a variable key-size stream cipher with byte-oriented operations.
The algorithm is based on the use of a random permutation. RC4 is used in the
following standards: SSL/TLS (Secure Sockets Layer/Transport Layer Security),
[23].

The security of symmetric encryption relies on protection of the cryptographic key.
The management of the cryptographic key is an important factor in data security as
key generation, distribution and storing.

Traffic padding is an effective measure in security of symmetric encryption. During
the traffic padding random bits are sent during a certain period when no encrypted
data is transmitted, [56].

Key distribution involves usually the use of master keys and session keys.
Master keys are infrequently used compare to session keys that are distributed for
temporary use between individuals engaged in communication.

Two parties in communication making use of symmetric encryption must share the
same key protected from others for their own use.

Cryptographic system strength is in the technique of key distribution.
Considering Otto as a sender and Stefani the receiver, Otto can select the key and
deliver the key physically to Stefani.

A third party individual can select the key and deliver the key to Otto and
Stefani. If they used the key recently one of them can transmit a new key to the
other, the new key is encrypted using the old key. If the connection between parties
and the third parties is encrypted, the third party can transmit the key to Otto and
Stefani using the encrypted link.

In the case of N hosts, the number of required keys is:
[N(N 1)]/2 (3.6)

If encryption is done at the application level, then a key is needed for every
pair of users or processes that require communication.

3.3 Public Key Cryptography and Principles of Public-Key
Cryptosystems

The development of public-key cryptography represents the evolution of
cryptography. Public-key algorithms are based on mathematical functions and not
on substitution and permutation. Public-key cryptography is asymmetric compare to
symmetric cryptography, involving the use of two separate keys, [98].

Asymmetric algorithms are based on two keys: one used for encryption of
the message and the other one used for decryption of the message. It is
computationally impossible to determine the decryption key knowing only the
cryptographic algorithm and encryption key.

During the process flow of public-key encryption an algorithm takes as an input a
plaintext, a pair of selected keys, one key for use in encryption and the other key
for use in decryption resulting in the cipher text as an output.
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Each party generates a pair of keys and then places on of two keys in a
public register the other key is kept secret. If Otto wants to send a message to
Stefani encrypts the message with Stefanie’s public key, (Fig.4).

When Stefani receives the cipher text she can decrypt it with the use of her private
key.

Private keys are generated locally by each party engaged in communication
and are never distributed as there is no need for it.

As long the user private key is well protected to remain secret the incoming
communication is secure, [99].
Otto the sender as a source (Fig.4), produces a message in plaintext:
X =[X1, X2,..., XM, ] (3.7)
The M elements of X are letters in a used finite alphabet. The message is intended
for Stefani as destination.
Otto generates a related pair of keys: a public key, PUo, and a private key, PRo. PRo
is known only to Otto, whereas PUo is publicly available and accessible by Stefani.
With the message X and the encryption key PUo as input, Stefani forms the
ciphertext:
Y =[Y1, Y2,..., YN] (3.8)
Resulting in:
Y = E(PUo, X) (3.9)
Stefani as the receiver, in possession of the matching private key, is able to invert
the transformation:
X = D(PRo, Y) (3.10)
An adversary, observing Y and having access to PUo but not having access to PRo or
X, must attempt to recover X and or PRo, the adversary does have knowledge of
the encryption algorithm (E) and decryption algorithms (D).

Otto prepares a message to Stefani and encrypts the message using
Stefani’s private key before transmitting it. Using Otto’s public key Stefani can
decrypt the message

As the message was encrypted with Otto’s private key it means that only
Otto encrypted the sent message and the encrypted message serves as digital
signature. It is impossible to modify and alter the encrypted message without Otto’s
private key, resulting in message source authentication and data integrity.

It is computationally easy for Otto to generate a pair of public/private keys PUo,
PRo.

Otto as a sender knowing the public key and the message M for encryption

generates the ciphertext:

C=E(PUo,M) (3.11)
Stefani as a receiver using the private key can decrypt the message:

M=D(PRo,C)=D[Pro, E(PUo,M)] (3.12)
If an intruder Rya knows somehow the Otto’s public key PUo it is computationally

impossible to determine Otto’s private key. Public-key encryption is vulnerable to
brute-force attack as no matter how long the key is.
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Fig. 4 Public-Key Encryption

In 1977 a new cryptographic algorithm was developed by Ron Rivest, Adi
Shamir and Len Adleman and published in 1978. This algorithm is well known as
RSA. This algorithm was proven by Paul Kocher to be vulnerable to timing attacks.
In this kind of attacks an intruder can determine the private key keeping track of
the necessary decryption time. Time complexity serves as a measure of efficiency
for a certain algorithm, [102].

In public-key encryption the public keys are public and distributed by public
announcement, public-key certificates, public available directory and public-key
authority. The public-key authority maintains public keys, names and entries for
each participant who registered a public-key with the authority. The registered key
can be replaced by the participant at any time.

Otto as a sender sends a request to the public-key authority, with a times
tamped message, requesting Stefani’s public key as a receiver, [57].

The public-key authority sends to Otto an encrypted message with authority private
key.

Otto can decrypt the message using authority public key and is assured that
the message is indeed from the authority to which he sent the request.

The plain message from the authority contains Stefani’s public key PUs and Otto
can use to encrypt a message for Stefani. The message contains as well the original
timestamp that he can see that the message is not an old message.

After an encrypted message is sent to Stefani from Otto she can retrieve
from the public-key authority in the same manner Otto’s public key for further use
in communication between them.

Public-key message authentication codes are represented by the digital
signature in author’s case: Otto uses a key generator algorithm to generate a key
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pair(Sotto,Potto) and publishes his public key Potto. In order to send a signed
message m to Stefani he computes a signature and sends the m and s to Stefani:

S:=0(Sotto, m) (3.13)

Stefani in his turn uses a verification algorithm that uses her public key to
verify the signature:
u(Potto,m,s) (3.14)

She needs to have Otto’s public-key to verify that the message indeed came from
Otto. In real life digital signature has a number of limitation: then main problems is
that Otto’s computer computes the digital signature and therefore is no proof that
Otto approves the message or even saw it on his screen.

Having a central authority called the Certificate Authority (CA) each user can
take his public key to CA and identify him to the CA. CA signs the user public key
using a digital signature, [103].

Public-key certificates serve as an alternative approach in key management
different than the one including public-key authority. A certificate contains a public-
key with an identifier of the key owner and this block is signed by the trusted third
party, what can be a government or certificate authority.

User presents his own public key to the authority, obtains the certificate and
publishes it. Anyone who needs the user public key can obtain user’s certificate and
verify that is valid by the attached trusted signature from the third trusted party.

For Otto the participant, the authority will provide a certificate in the following form:

CA = E(PRauth, [T||IDO||PUo]) (3.15)

PRauth is the authority private key and T is a timestamp. Otto can give this
certificate to any other participant in communication who can read and verify Otto’s
certificate in the following manner:

D(Puauth, CA) = D(Puauth, E(Prauth, [T||IDO||Puol)) = (T||IDA||Puo) (3.16)

PUauth is the authority public key, T is the timestamp. IDO is Otto’s identifier and
PUo Otto’s public key. For formatting public key certificates the X.509 standard is
used along with X.509 certificates.

When Otto wants to communicate with Stefani he needs to generate his pair
of keys {PUo, PRo} and transmit a message to Stefani with his public key PUo and
his identifier IDO. Stefani will generate secret key Ks and transmit this key to Otto,
encrypted with Otto’s public key PUo. Otto computes D(PRo, E(PUo, Ks)) and
recovers the secret. Because only Otto can decrypt the message, only he and
Stefani will know the Ks. Otto then discards his public and private key, PUo and PRo
and Stefani discards PUo and they can secure communicate using encryption, [79].

This protocol is simple but secure against eavesdropping same time is
insecure against man-in-the-middle attack, when an intruder can intercept the
message and substitute it and compromise the communication between them.

The secure communication between parties is exposed to different attacks:
traffic analysis, content modification and sequence modification, masquerade, timing
modification, source repudiation and destination repudiation. To verify that the
received message is indeed from the sender message authentication is used.
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NIST chose to standardize two called CCM and GCM (block ciphers modes,
which provide both encryption and authentication.
A hash function maps an input m to an output of fix size h(m), 128-1024 bits long.
One important requirement for a hash function is that it must be one-way
function: given m, compute h(m), but given a value x it must be impossible to find
an m that:
h(m)=x (3.17)

A hash function must be collision resistant such that for two different inputs
m1 and m2 the output h(m1) and h(m2) must be different.
The ideal hash function behaves like a random mapping from all possible input
values to set of all possible output values, [103].
If h is an iterative hash function considering b denotes the block length of the
compression function, then I define the hash function hd by:

hd(m) := h(h(O" ||m)) (3.18)
and has a claimed security level of:
min(k, n/2) (3.19)
Where k is the security level of hand n is the size of the hash result, [103].
3.4 DNA Steganography

Steganography is a technique that hides and conceals the message. The
“Junior Nobel Price” was awarded in 2000 to a young American student of Romanian
origin, Viviana Risca, for DNA Steganography. Researches try to consider the Human
genetic code in cryptography.

The microdot is a means of concealing messages (steganography). The
technique was developed by Professor Zapp. A microdot was formed by greatly
reduced photograph of a type written page that was pasted over a full stop in an
innocuous letter, [20]. A DNA encoded message is first camouflaged within the
enormous complexity of human genomic DNA and then further concealed by
confining this sample to a microdot. A prototypical ‘secret message’ DNA strand
contains an encoded message flanked by polymerase chain reaction (PCR) primer
sequences. Encryption is not of primary importance in steganography, a simple
substitution cipher was used by Viviana Risca to encode characters in DNA triplets.
Because the human genome contains about 32109 nucleotide provides a very
complex background for concealing DNA secret-message. Confining such a sample
to a microdot might then allow even the medium containing the message to be
concealed from an adversary. The intended recipient, knowing the secret-message
DNA, the PCR primer sequences and the encryption key, could amplify the DNA
message, decode and read the message, [20].

Even if an adversary somehow detected such a microdot, it would be still
almost impossible to read the message without knowing the specific primer
seqguences.
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Many language features within the Java programming language contributed
to make Java a secure programming language. Primarily is that the Java
programming language does not let to perform arithmetic pointer. This is a very
important language feature and contributes to the Java language's safety.
Arithmetic pointer leads to access inappropriate memory areas and this can lead to
runtime crashes, [33].

Another feature of the Java language that contributes to Java safe and
robust code is automatic garbage collection. Garbage collection is the runtime
environment's ability to automatically release the memory no longer referenced. The
dynamic memory requests are allocated from the heap and the garbage collector
only needs to monitor references to places within it. = When an area of memory no
longer has a references to it, the garbage collector releases the memory, placing the
free memory block into the free storage pool. The memory will be reallocated by
another part of the program.

The Java language has a future of a stack for memory allocation, [16].
Within a program can be multiple stacks one for each executing thread but only the
memory allocated on the stack is for local variables of a method. When the method
ends, the variable space is relinquished. With garbage collector future a
programmer doesn’t need to determine if it is safe to release memory as the
garbage collector will release the memory when is safe and when is no longer
referenced.

Another security feature of the Java language is the uses of packages that
provide namespace encapsulation, allowing downloaded code to be distinguished
easily from local code. In Java Language when a class is referenced the system
looks first in the local namespace and second in the namespace of the referencing
class. This guarantees that a local class cannot accidentally reference a downloaded
class. Variables access in Java is realized by name and not Like in C/C++ by a fix
offset, [44].

An important future in Java is that Java library contains a definition for a File

object containing a public method for reading callable by anyone, plus a low-level
private method for reading only callable by the class methods. The public read call
first performs security checks and then calls, the private read.
The Java language ensures that non-trusted code is able safely manipulate a File
object, providing only access to public methods. The access control facilities allow
programmers to write libraries guaranteed by the language to be safe, by correctly
specifying the library’s access controls, [21].

Another security feature of the Java language is the ability to declare classes
or methods as final preventing a malicious programmer from sub-classing a critical
library class or overriding some methods of a class providing a guarantee that
certain parts of an object’s behavior have not been modified. Java is a type-safe
language with precise respected rules.

Java Security Manager: is one the most important aspect of Java
technology security. The security manager is the interface between the core API and
the operating system. It has the responsibility for allowing or preventing access to
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system resources. A running JVM contain at most one Security Manager, which is a
class in the java.Lang package.

The Security Manager class contains methods intended to be called to check
specific types of actions. Once a manager is installed, it cannot be replaced and
once a program has set the security manager, a Security Exception will be thrown if
another attempt is made. The Security Manager allows the establishment of a
security policy that we can trust, or restrict the operations of a Java program,
preventing the loaded applets from reading or writing files from the client file
system, allowing us to create network connections back to the originating host of
the applet, [70].

Some other restricted operations include that classes loaded over the
network cannot load libraries or native methods so that native methods cannot be
part of the classes loaded over the network.

The Security Manager provides a powerful mechanism, which allows access
to resources. The Security Manager methods that check access are passed
arguments, necessary to implement conditional access policies and have the ability
to check the execution stack and determine if the code has been called by local or
downloaded code. In a Java program a lot of resources can be used the
consideration of adequate methods is necessary in order to control each resource,
[72].

As main resources we have:

1. File system, where the access to the file system is well protected with specific
Security Manager, checks for read and writes for a given file. The access control can
be easily implemented.

2. Network, where the access to the file system is well protected with specific
Security Manager, checks on the methods necessary for both accepting and creating
of sockets, as well as protection of calls to other network related methods.

3. Random memory, the protection of memory is done by language specification
itself. There is protection against access to already allocated memory, but no
protection against an applet allocating all of the current memory available.

4. Output devices, as protection on may consider that any applet window can be
forced to have a special marking noting that is unsafe. Additionally an applet cannot
directly access devices, instead it must use the mechanisms provided by the Java
libraries.

5. Input devices, as protection on may consider that an applet can only access the
keystrokes or mouse clicks of the user when the applet’s window has been selected.
Currently other input devices are not supported; the access to any other device
(camera, microphone, etc.) is realized with methods from dedicated Java libraries.
6. Process control, here the threads and thread groups are checked by the Security
Manager and it is possible to explicit establish priorities.

7. Environment, as protection the access to environment variables is protected by
Security Manager, checks and the language access control mechanism for the
classes.

8. System calls, the Security Manager checks any attempted system calls, including
attempts to exit, [60].

The access controller allows (or prevents) most access from the core API to the
operating system, based upon policies set by the end user or system administrator..
The security package allows us to add security features to our own application as
well as providing the basis by which Java classes may be signed.
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4.1 Java Application Security

The security provider interface the means by which different security
implementations may be plugged into the security package, Message digests, Keys
and certificates, Digital signatures, Encryption through JCE and JSSE and the
Authentication through JAAS, [92]. The key database is a set of keys used by the
security infrastructure to create or verify digital signatures.

Bytecode Verifier

Class Loader

Security Package

l_ Security Manager

I Key Database

Fig. 5 Java Application Security, (Hodorogea, 2011)

The sandbox is composed of five elements. Permission is a specific action
that code is allowed to perform and is composed of three elements: the type of the
permission, permissions name, and permissions actions. The type of the permission
is required; it is the name of a particular Java class that implements the permission.
Even no programming is involved in administering the default sandbox;
administrators must know the Java class name of different permissions in order to
allow code to perform those operations, [100].

The actions of permission vary based on the type of the permission, some
permissions have no action. The action specifies what can be done to the target; file
permission may specify if a file can be read, written, deleted.

Code sources are the location from which a class is loaded together with
information about who signed the class. The location is specified as a URL and
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follows Java practice: code can be loaded from the file system through a file based
URL or from the network via a network based URL.

A protection domain is the basic concept of the default sandbox and is an

association of permissions with a particular code source.

Policy files are the administrative element that controls the sandbox, [97].

A policy file contains one or more entries which define a protection domain. Policy
files are simple files that can be created and modified with a text editor, and the JRE
comes with a policy tool that allows them to be administered as well. Programs vary
depending of the defined policy files. There are two policy files in use: a global
policy file that all instances of the virtual machine use and a user specific policy file.
In Java, signed code depends on public key certificates which are held in a location
called the key store.

When a Java program attempts to perform an operation, the permissions for
all active classes are consulted. Classes that make up the core Java API are always
given permission to perform an action. Other classes, including those on the class
path we must explicitly give a permission to perform sensitive operations. These
permissions are listed in different policy files with the code source to which they
apply, [70].

The end users system administrators must define the parameters of the
sandbox by administering these policy files. Before running the signed code we must
obtain the public key certificate of the signing entity and install that certificate into
key store. The key store by default is held in a file called .key store in the user's
home directory. The signer field must match the alias listed in the key store, [50].

Java virtual machines can use any number of policy files, but there are two
numbers used by default. There is a global policy file named
$JREHOME/lib/security/java. policy that is used by all instances of a virtual machine
on a host. There is a specific policy file called .java. policy that can exist in user's
home directory.

Policy files are text files and we can administer them with policy tool, or we
can edit them by hand. Policy files are also used with JAAS, in which case their
syntax changes a little bit, [35]. The policy tool allows us to manage entries in a
java. policy file.

Policy Toal
Policy Fila: fhoimids doy java policy
Kay Store WRI o o
Add Palicy Entry Edit Policy Entry Rarmove Policy Entry
CodeBase <ALL>

Fig. 6 Policy Tool
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The policy tool is a graphical tool. It takes one command line argument, the
file filename, which allows us to specify the name of the initial policy file to edit. This
defaults to $HOME/.java. policy, if the file doesn't exist no file is loaded by default.
Editing Policy Entry button, we get a window with a list of all permissions associated
with the given codebase, with the provided opportunity to add or remove individual
permissions. Advanced applications are allowed to grant additional permissions to
code that they load, and standard Java class loaders grant some additional
permission to every class that they load, [57].

Some parameters of the default sandbox are controlled by entries in the
java. security file. This file ($JREHOME/lib/security/java.security) can be edited by
system administrators. In terms of the default sandbox, here are the important
entries:
policy.expandProperties=true
policy.allowSystemProperty=true
policy.url.1=file:${java.home}/lib/security/java.policy
policy.url.2=file:${user.home}/.java.policy
The default sandbox is set up to be administered through a series of policy files,
which contain sets of explicit permissions associated with code and this association
depends on where the code was loaded from and who signed the code.

4.2 Java and Data Security

In a Java program every entity: object reference, primitive data element has
an access level associated with it. Private level: the entity can only be accessed by
code that is contained within the class that defines the entity. The protected level:
the entity can be accessed by code that is contained within the class, by classes in
the same package as the defining class. The public level: the entity can be accessed
by code in any class, [50].

Default level: the entity can be accessed by code that is contained within the class
that defines the entity.

Byte code verification helps to prevent malicious attacks from violating rules
of the Java language. The security mechanisms at this level establish a set of rules
creating an environment where an object's view of memory is known and defined.
This way a developer can ensure that items in memory cannot be accidentally and
intentionally read, corrupted and misused.

Security manager determines if a particular operation should be permitted
or denied. The role of the security manager is in defining the security policy under
which a particular program will operate.

Security manager and is responsible for determining most of the parameters of the
Java sandbox. Security manager also determines if particular operations should be
permitted or rejected.

If a Java program wants to open a file, the security manager decides if that
operation should be permitted. If a Java program wants to connect to a particular
machine on the network, it must first ask permission of the security manager. If a
Java program wants to alter the state of some threads, the security manager
intervenes if an operation is considered dangerous, [57].

To be used the security manager must be explicitly installed, by running a Java
application and specifying the Djava.security.manager. The security manager is
installed programmatically by the applet viewer and the Java Plug-in.

By default Java applications have no security manager and by default Java
Applets have a very strict security manager. The security manager is a partnership
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between the Java API and the implementer of a specific Java application or of a

specific Java enabled browser, [64]. The class in the Java API called

java.lang.SecurityManager, provides the interface that the Java API uses to check

whether particular operations are permitted. It is possible to extend the

SecurityManager class by providing a different implementation of the sandbox. The

Java Plug-in and applet viewer use a modified implementation installed before they

load an applet.

The methods the security manager uses to track file access:

1. public void checkRead(File Descriptor fd)

2. public void checkRead(String file)

3. public void checkRead(String file, Object context)-Check whether the program is

allowed to read the given file. The first of these methods succeeds if the current

protection domain has been granted the runtime permission with the name,

readFileDescriptor.

-public void check Write(File Descriptor fd)

-public void check Write(String file: -Check if the program is allowed to write the

given file. The first of these methods succeeds if the current protection domain has

been granted the runtime permission with the name.

-public void check Delete(String file): Check whether the program is allowed to

delete the given file. This succeeds if the current protection domain has file

permission with a name that matches the given file and an action of delete, [70].
The security manager uses the following methods to check network access:

-public void check Connect(String host, int port)

-public void checkConnect(String host, int port, Object context): Check if the

program can open a client socket to the given port on the given host. This succeeds

if the current protection domain has a socket permission with a name that matches

the host and port and an action of connect.

-public void checkListen(int port): Check if the program can create a server socket

that is listening on the given port. The protection domain must have a socket

permission where the host is local host, the port range includes the given port, and

the action is listen.

-public void check Accept(String host, int port): Check if the program can accept (on

an existing server socket) a client connection that originated from the given host

and port. The protection domain must have a socket permission where the host and

port match the parameters to this method and an action of accept.

-public void check Multicast(InetAddress addr)

-public void check Multicast(InetAddress addr, byte ttl): Check if the program can

create a multicast socket at the given multicast address

-public void checkSetFactory( ). Check if the program can change the default socket

implementation. When

The checkSetFactory( )method of the security manager class is responsible for

arbitrating the use of low level aspects of Java's network classes. There are a

number of methods in the SecurityManager class that protect the integrity of the

Java virtual machine and the security manager, [70].

- public void checkCreateClassLoader( ), as a result, the class loader takes on an

important role since the security manager must ask the class loader where a

particular class came from.

-public void check Exec(String cmd), this method is used to prevent execution of

arbitrary system commands by untrusted classes.

-public void checkExit(int status), this method prevents an untrusted class from

shutting down the virtual machine.
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-public void checkPermission(Permission p)
-public void checkPermission(Permission p, Object context), check to see if the
current thread has the given permission.

Java depends on threads for its execution and the security manager protects
threads with the following methods:

-public void checkAccess(Thread g), check if the program is allowed to change the
state of the given thread.

-public void checkAccess(Thread Group g), check if the program is allowed to
change the state of the given thread group (and the threads that it holds). This call
succeeds if the current protection domain has a runtime permission with the name
modifyThreadGroup.

-public ThreadGroup getThreadGroup( ),supply a default thread group for newly
created threads to belong to.

There are a number of methods in the security manager that protect Java's
security, [101].

-public void checkSecurityAccess(String action), this package implements a higher
order notion of security, including digital signatures, message digests, public and
private keys. The security package depends on this method in the security manager
and evaluates which classes can perform security related operations.

-public void checkPackageAccess(String pkg)

-public void checkPackageDefinition(String pkg)

These methods are used together with a class loader, when it needs to load a class
with a particular package name, it asks the security manager if it is allowed to do so
by calling the following method: checkPackageAccess( ).

This permits the security manager to make sure that the untrusted class is
not trying to use application specific classes that it should not know about. Security
manager arbitrates access to operating system features as files, network sockets,
printers.

The purpose of the security manager is to grant access to a class based on
the amount of trust the user has in the class and is used to enforce a specific policy
and the issues involved when defining such a policy, [63].

Java Access Controller: the access controller is built based on four
concepts:

1. Code sources: an encapsulation of the location from which certain Java classes
were obtained.

2. Permissions: an encapsulation of a request to perform a particular operation.

3. Policies: an encapsulation of all the specific permissions that should be granted to
specific code sources.

4. Protection domains: an encapsulation of a particular code source and the
permissions granted to that code source.

A code source is an object that reflects the URL from which a class was
loaded and the keys used to sign that class. Class loaders are responsible for
creating and manipulating code source objects.

-public CodeSource(URL url, Certificate cers[]): creates a code source object for
code that has been loaded from the specified URL, optional array of certificates is
the array of public keys, that signed the code loaded from the URL.

-public boolean equals(Object 0): two code source objects are considered equal if
they were loaded from the same URL.

-public final URL getLocation( ): returns the URL that was passed to the constructor
of this object.
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-public final Certificate[] getCertificates( ): returns a copy of the array of certificates
used to construct code source object and original certificates are not returned so
that they cannot be modified maliciously.

-public boolean implies(CodeSource cs): determines if the code source implies the
parameter according to the rules of the Permission class.

The Permission class is an abstract class that represents a particular
operation and associated with a class a permission object represents an actual
permission that has been granted to that class. An instance of the Permission class
represents a specific permission. Permission is an abstract class that contains these
public methods, [68]:

-public Permission(String name), construct a permission object that represents the
desired permission.

-public abstract boolean equals(Object o), subclasses of the Permission class are
required to implement their own test for equality.

-public final String getName( ), returns the name that was used to construct this
permission.

-public abstract boolean implies(Permission p): responsible for determining whether
a class that is granted one permission is granted another

-public PermissionCollection newPermissionCollection(): returns a permission
collection suitable for holding instances of this type of permission.

-public void checkGuard(Object o0): calls the security manager to see if the
permission has been granted, generating a SecurityException if the permission has
not been granted.

Implementing our permission we need to provide a class with concrete
implementations of these abstract methods.

A policy class is constructed as follows:

1. public Policy( ), create a policy class.

2. public abstract Permissions getPermissions(CodeSource cs)
3. public abstract void refresh( ), refresh the policy object..

A protection domain is a grouping of a code source and permissions. A
protection domain represents all the permissions that are granted to a particular
code source.

-public ProtectionDomain(CodeSource cs, PermissionCollection p), construct a
protection domain based on the given code source and set of permissions.

The notion of permissions and the access controller can be encapsulated into
a single object, a guarded object, which is implemented by the GuardedObject class
(java.security.GuardedObject).

There are two methods in the GuardedObject class:

-public GuardedObject(Object o, Guard g), create a guarded object and the given
object is embedded within the guarded object and the access to the embedded
object will not be granted untill the guard allows it.

-public Object getObject( ), returns the embedded object.

The checkGuard() method of the guard is first called; if the guard prohibits
access to the embedded object, an AccessControlExceptionwill be thrown. The guard
can be any class that implements the Guard interface java.security.Guard.

The interface has a single method, public void checkGuard(Object o), if access to
the given object is not granted, this method throws an AccessControlException.

The access controller is a very powerful security feature of the Java platform
as it protects most of the vital resources on a user's machine, allows users to
customize the security policy of a particular application, by modifying entries in
java.policy file. The access controller is able to control access to a set of system
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resources: files, sockets and other resources. We can create permission classes that
the access controller can use to grant or deny access to any wanted resource.

Java Class Loaders are the mechanism by which files or other sources
containing Java bytecodes are read into the Java virtual machine and then
converted into class definitions.

There are three areas in which the class loader operates with the security
model:

- First area: the class loader cooperates with the virtual machine to define
namespaces, which protect the integrity of the security features of the Java
language.

-Second area: class loader calls the security manager when appropriate and ensures
that code has the right permissions to access or define classes.

-Third area: class loader sets up the mapping of permissions to class objects, the
protection domain of each class, that the access controller knows which classes have
which permissions.

When the virtual machine needs access to a particular class asks the
appropriate class loader. Class loaders are organized into a tree hierarch. The class
loader is also called the primordial class loader as it is used to load classes from the
core Java API.

The system class loader has at least one child; the URL class loader, used to
load classes from the classpath. Class loaders are responsible for asking their
parent to load a class and the basic class that defines a class loader is the
ClassLoader class (java.lang.ClassLoader).

-public abstract class ClassLoader, turn a series of Java bytecodes into a class
definition and does not define how the bytecodes are obtained but provides all
functionality needed to create the class definition.

-public class SecureClassLoader extends ClassLoader, turn a series of Java byte
codes into a class definition and adds secure functionality to the ClassLoader class
-public class URLClassLoader extends SecureClassLoader, load classes securely by
obtaining the bytecodes from a set of given URLs.

The class loading mechanism is integral to Java's security features and is
considered in the relationship between the class loader, the access controller and
the security manager. The class loader enforces the namespace separation between
classes that are loaded from different sites, when these different sites are untrusted,
helping this way to enforce the security mechanisms of the Java language. For sites
that need a more flexible security policy we need a custom class loader which allows
the security policy to be modified as classes are defined, [70].

Because of the access control futures to resources considering all presented
previously the conclusion is that Java can response in an effective mode to integrity
attacks, availability attacks, disclosure attacks and annoyance attacks. The analysis
show that Java is effective at preventing the more dangerous attacks but the
problem is that denial of service attacks is still difficult to prevent entirely.

4.3 Java Cryptography Architecture (JCA)

The JCA was designed to meet the principles of implementation
independence and uses architecture based on provider that implement one or more
cryptographic services. Such as digital signature algorithms, message digest
algorithms, and key conversion services. A program may request a particular type of
object: Signature object which implements a particular service: Digital Signature
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Algorithm and get an implementation from one of the installed providers, [32].

Algorithm independence is realized by defining types of cryptographic
"engines" (services), and by defining classes that provide the functionality of these
cryptographic engines.

The classes are called engine classes. As an example can serve the MessageDigest
signature, KeyFactory and KeyPairGenerator classes.

Sun's version of the Java runtime environment comes standard with a
default provider, named SUN. The SUN provider package includes:

1. An implementation of the DSA, described in NIST FIPS 186.

2. An implementation of the MD5 (RFC 1321) and SHA-1 (NIST FIPS 180-1)
message digest algorithms.

3. A DSA key pair generator for generating a pair of public and private keys suitable
for the DSA algorithm.

. A DSA algorithm parameter generator.

. A DSA algorithm parameter manager.

. A DSA key factory

. An implementation of pseudo-random number generation algorithm "SHA1PRNG”
. A certificate path builder for PKIX,

The following main engine classes are defined in Java 2 SDK:
-KeyPairGenerator: generates a pair of public and private keys for a specified
algorithm. -Signature: signs the data and verifies the digital signatures.
-MessageDigest: calculates the message digest of specific data.

-CertificateFactory: create public key certificates and Certificate Revocation Lists
(CRLs).

-AlgorithmParameters: manage the parameters for a particular algorithm.
-SecureRandom: generates random or pseudo-random numbers.

-KeyFactory: converts opaque cryptographic keys of type Key into key specifications
and vice versa.

-KeyStore: creates and manage a key store which is a database of keys. Private
keys in a key store have a certificate chain associated with them, which
authenticates the corresponding public key. A key store also contains certificates
from trusted entities.

AlgorithmParameterGenerator: is used to generate a set of parameters suitable for
a specified algorithm

The Java Cryptography Extension (JCE) provides a framework and
implementations for encryption, key generation and key agreement, and Message
Authentication Code (MAC) algorithms. Support for encryption includes symmetric,
asymmetric, block, and stream ciphers, [60].

JCE is based on the design principles as in the JCA the implementation
independence, algorithm independence and uses the same “provider" architecture.
Providers signed by a trusted entity can be plugged into the JCE framework, and
new algorithms can be added seamlessly, [17].

The Java 2 SDK, version 1.4 comes standard with a JCE provider named "Sun]CE",
pre-installed and registered and supplies the following cryptographic services:

1. An implementation of the DES, Triple DES, Blowfish encryption algorithms in the
Electronic Code Book (ECB), Cipher Block Chaining (CBC), Cipher Feedback (CFB),
Output Feedback (OFB), and Propagating Cipher Block Chaining (PCBC) modes.

2. Key generators for generating keys for the DES, Triple DES, Blowfish, HMAC-
MD5, and HMAC-SHA1 algorithms.
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3. An implementation of the MD5 with DES-CBC password-based encryption (PBE)
algorithm defined in PKCS #5.

4. "Secret-key factories" providing bi-directional conversions between opaque DES,
Triple DES and PBE key objects and transparent representations of their underlying
key material.

5. An implementation of the Diffie-Hellman key agreement algorithm between two
or more parties.

6. A Diffie-Hellman key pair generator for generating a pair of public and private
values suitable for the Diffie-Hellman algorithm.

7. A Diffie-Hellman algorithm parameter generator.

8. A Diffie-Hellman "key factory" providing bi-directional conversions between
opaque Diffie-Hellman key objects and transparent representations of their
underlying key material, [53].

9. Algorithm parameter managers for Diffie-Hellman, DES, Triple DES, Blowfish, and

PBE (Password Based Encryption) parameters.

10. An implementation of the HMAC-MD5 and HMAC-SHA1 keyed-hashing
algorithms defined in RFC 2104.

11. An implementation of the padding scheme described in PKCS #5.

12. A keystore implementation for the proprietary keystore type named "JCEKS".

A cryptographic service offered by JCE has the following properties:

-is associated to an algorithm

-will implement the two basic functions, digest and sign

-will generate keys and parameters for the algorithms

-will generate certificates and databases for the keys (keystore).

For the cryptology process, Java offers the keytool and jarsigner to generate keys
and certificates with the possibility to sign jar files. JCE also offers the possibility to
make conversions between different key types.

The Java Secure Socket Extension (JSSE): Someone who is not the
intended recipient can easily access data that travels across a network. It is
important to ensure the data has not been modified, either intentionally or
unintentionally, during transport. The Secure Sockets Layer (SSL) and Transport
Layer Security (TLS) protocols were designed to protect the privacy and integrity of
data while it is transferred across a network.

The Java Secure Socket Extension (JSSE) enables secure Internet
communications and provides a framework and an implementation for a Java
version of the SSL and TLS protocols. JSSE includes functionality for authentication,
message integrity, data encryption, server, and client authentication. Using JSSE,
developers can provide for the secure passage of data between a client and a server
running any application protocol, such as Hypertext Transfer Protocol (HTTP),
Telnet, or FTP, over TCP/IP.

The JSSE standard API covers:

1. Secure (SSL) sockets and server sockets.

2. Factories for creating sockets, SSL sockets, server sockets and SSL server
sockets.

3 One class representing a secure socket context and acts as a factory for secure
socket factories.

4. Keys and factories for creating them, trust manager interfaces

5. A class for secure HTTP URL connections. The specific classes and interfaces used
are:

-SocketFactory and SSLSocketFactory
-SSLSocket and SSLServerSocket
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-SSLSesion interface
-HttpsURLConection
-SSLContext
-TrustManager.

Certificates are used to authenticate public keys. When public keys are
transmitted electronically, they are often embedded within certificates. The core
Java API comes with classes to handle public/private keys and their certificates. The
classes necessary to handle secret keys come only with JCE. Keys and certificates
are associated with persons, organization. The way in which keys are stored,
transmitted, shared is a very important aspect in the security package.

Key Specification
Key F;:: |zaram P
Generator Y aram Q
Key Encoded
Data

Fig. 7 Interaction of key classes in Java, [59]

A generator class creates keys from scratch and the generator can produce
one or more keys, (Fig. 7).

Symmetric keys are generated by the KeyGenerator class, while asymmetric key
pairs are generated by the KeyPairGenerator class.

The KeyFactory class translates between key objects and their external
representations, which may be a byte array or a key specification. In addition to the
engine classes there are several classes and interfaces that represent the key
objects and the key specifications.

The important operations that developers need are:

1. The ability to create new keys from scratch using the key pair generator
2. The ability to export a key as a parameter specification or as a set of bytes plus
the corresponding ability to import that data in order to create a key.

The concept of a key is modeled by the key interface (java.security.Key):
-public interface Key extends Serializable: models the concept of a single key, as
keys must be transferred to and from various entities, all keys must be serializable.
-public String getAlgorithm( ): returns a string describing the algorithm used to
generate this key

Keys tell us the format they use for encoding their output with this method:
-public String getFormat( ): returns a string describing the format of the encoding
the key supports.

The encoded data of the key is produced by this method:
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-public byte[] getEncoded( ): returns the bytes that make up the particular key in
the encoding format the key support.

Asymmetric keys come in pairs, hence the core Java API contains these
two additional interfaces:
-public interface PublicKey extends Key -public interface PrivateKey extends Key:
contains no additional methods, used simply for type convenience.
The security providers that come with Sun's implementation of Java provide two
types of asymmetric keys: DSA and RSA.
JCE provides an additional type of asymmetric key: Diffie—Hellman and each of
these have their own interface that allows us to determine the information about the
key.
This is the existing interfaces for particular RSA keys within the
java.security.interfaces package:
-public interface RSAPrivateKeyCrt extends RSAPrivateKey
-public interface RSAPrivateKey extends PrivateKey
-public interface RSAPublicKey extends PublicKey
These interfaces define keys for use in RSA algorithms, allows retrieving the
parameters used to create the RSA key. RSA public key interface has methods to
return its modulus and public exponent, while the private key has methods to return
its modulus and private exponent.
Diffie—Hellman keys are used in secret key agreement Diffie—Hellman and the
key interfaces are defined in the javax.crypto.interfaces package, [54]:
-public interface DHKey
-public interface DHPublicKey extends DHKey, PublicKkey
-public interface DHPrivateKey extends DHKey, PrivateKey
This set of interfaces defines keys suitable for use in Diffie—Hellman algorithms.
Diffie—Hellman parameters are encoded into the
javax.crypto.spec.DHParameterSpec class.
Symmetric keys are used only within JCE and they are defined by the SecretKey
interface (javax.crypto.SecretKey):
-public interface SecretKey extends Key: identify a class as being a symmetric key.
Secret keys have no specific identifying information, interface is empty and is used
only for type identification.
Java's security API provides two standard engines to generate keys: an engine to
generate a pair of asymmetric keys and one to generate a secret key, [70].
Generation of public and private keys is provided by the KeyPairGenerator class
(java.security.KeyPairGenerator):
-public abstract class KeyPairGenerator extends KeyPairGeneratorSpi, generates
information regarding public/private key pairs.
KeyPairGenerator class has no implementation in the core API, retrieves instances of
the KeyPairGenerator class via methods:
-public static KeyPairGenerator getlnstance(String algorithm)
-public static KeyPairGenerator getlnstance(String algorithm, String provider):
The first format of the method searches all available providers and the second
method searches only the named provider throwing a NoSuchProviderException if
the provider has not been loaded. The methods search the providers registered with
the security provider interface for a key pair generator that supports the named
algorithm. The JSSE security provider has its own implementation of RSA keys.
Having the key pair generator we can invoke the methods:
-public String getAlgorithm( ): the method returns the name of the algorithm that is
implemented by this key pair generator
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-public void initialize(int strength)
-public abstract void initialize(int strength, SecureRandom random): initializes the
key pair generator to generate given strength keys. Strength typically means the
number of bits that are used as input to the engine to calculate the key pair and if
an invalid number is passed for strength, an InvalidParameterException will be
thrown.
Key pairs require a random number generator and if desired we can specify a
particular random number generator else a default random number generator is
used; an instance of the SecureRandom class
-public void initialize(AlgorithmParameterSpec params)
-public void initialize(AlgorithmParameterSpec params, SecureRandom random:
initializes the key pair generator and uses the given parameter specification.
-public abstract KeyPair generateKeyPair( )
-public final KeyPair genKeyPair( ): the method generates a key pair using the
initialization parameters previously specified. A KeyPairGenerator object can
repeatedly generate key pairs by calling one of these methods and every new call
generates a new key pair. The genKeyPair( ) method simply calls the
generateKeyPair( ) method.

Using these methods we can generate a pair of keys as follows:
KeyPairGenerator kpg = KeyPairGenerator.getlnstance("DSA");
kpg.initialize(512);
KeyPair kp = kpg.generateKeyPair( );
If I want to implement my own key pair generator using a new algorithm and a new
implementation of an algorithm, I must create a subclass of the KeyPairGenerator
class.
The KeyPairGenerator class already extends the KeyPairGeneratorSpi class; in this
case I don’t have to extend the SPI class directly.
There are two abstract public methods of the key pair generator SPI:
the initialize( ) method and the generateKeyPair( ) method.
The KeyGenerator class (javax.crypto.KeyGenerator) is used to generate secret
keys. It is similar to the KeyPairGenerator class but it generates instances of secret
keys instead of pairs of public, private keys:
- public class KeyGenerator: generates instances of secret keys for use by a
symmetric encryption algorithm. The KeyGenerator class is an engine within JCE
and has the cryptographic engine plus a complementary SPI and a set of public
methods that are used to operate upon it. Its implementation must be registered
with the security provider, [57]

KeyGenerator class doesn't have any public constructors. An instance of a
KeyGenerator is obtained by calling one of the following methods:
- public static final KeyGenerator getlnstance(String algorithm, String provider):
Return an object capable of generating secret keys that correspond to the given
algorithm,
-public static final KeyGenerator getlnstance(String algorithm):
NoSuchAlgorithmException is thrown if the named provider cannot be found.
When an object was obtained the generator must be initialized by calling one of
these methods:
-public final void init(AlgorithmParameterSpec aps, SecureRandom sr),
-public final void init(int strength), public final void init(SecureRandom sr),
-public final void init(AlgorithmParameterSpec aps),
-public final void init(int strength, SecureRandom sr)
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A key generator does not have to be initialized explicitly but it is initialized
internally with a default instance of the SecureRandom class.

A secret key can be generated by calling the method:

-public final SecretKey generateKey( ): the method generates a secret key.

A generator can produce multiple keys by repeatedly calling this method.
-public final String getAlgorithm( ): the method returns the string representing the
name of the algorithm this generator supports.

Another way to generate keys is through the use of key factories that are
most often used to import and export keys. The factory translates between an
external format of the key,easily transportable and the internal implementation of
the key.

There are two external representations by which a key may be transmitted:
by its encoded format or by the parameters used to generate the key
Any of these representations can be encapsulated in a key specification used to
interact with the KeyFactory <class (java.security.KeyFactory) and the
SecretKeyFactory class (javax.crypto.SecretKeyFactory).

The key factory depends on a service provider interface class: the
KeyFactorySpi class (java.security.KeyFactorySpi):

-public abstract class KeyFactorySpi: provides the set of methods necessary to
implement a key factory that is capable of importing and exporting keys in a
particular format.

The KeyFactorySpi class contains the following methods and since each of
these methods is abstract my class must provide an implementation of all of them:
-protected abstract PublicKey engineGeneratePublic(KeySpec ks)

-protected abstract PrivateKey engineGeneratePrivate(KeySpec ks): the method
generate s the public or private key and depending on the key specification means
either decoding the data of the key or regenerating the key based on specific
parameters to the key algorithm. If the key cannot be generated, an
InvalidKeyException is thrown.

-protected abstract KeySpec engineGetKeySpec(Key key, Class keySpec): export
the key depending on the key class specification, this means either encoding the
data or saving the parameters that were used to generate the key. If the
specification cannot be created, an InvalidKeySpecException is thrown.

-protected Key engineTranslateKey(Key key): performs the actual translation of the
key, translating the key to its specification and back and if the key cannot be
translated, an InvalidKeyException is thrown, [70].

The second engine is the SecretKeyFactory class,
(javax.crypto.SecretKeyFactory), this class can convert from algorithmic or encoded
key specifications to actual key objects and can translate key objects from one
implementation to another and the SecretKeyFactory class can operate only on
secret keys.

-public class SecretKeyFactory: provides an engine that can translate between
secret key specifications and secret key objects allowing for secret keys to be
imported and exported in a neutral format.

In addition the SecretKeyFactory class contains the following method: public
final SecretKey generateSecret(KeySpec ks) used to generate the secret key
according to the given specification and if the specification is invalid, an
InvalidKeySpecException is thrown.

The SecretKeyFactory class is an engine class and if desired we can
implement a secret key factory by subclassing the SecretKeyFactorySpi class;
(javax.crypto.SecretKeyFactorySpi), because it is a JCE engine, the constructor of
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the secret key factory engine must invoke the verifyForJCE( ) method my sample
provider.

The problem of key management in Java is a hard problem to solve as
there is no universally accepted approach to key management and all key
management techniques remain very much works in progress.

Keys are very important because they allow us to perform a number of
cryptographic operations: digital signatures and to encrypted data streams, [50].
The key management system is built around the notion of a keystore. Key stores
are created and manipulated though an administrative tool, keytool and there is a
Java API that allows us to use key stores programmatically.

The keystore is the file that holds the set of keys and certificates and the file
is called keystore. Keystore is held in the user's home directory; $HOME on Unix
Systems, C:\WINDOWS on Microsoft Windows Systems

A key management tool allows us to specify the location of the file. The key
management API allows us to use any arbitrary input stream.

An alias is a keystore specific name for an entity that has a key or
certificate in the keystore.

DN (distinguished name) for an entity in the keystore is a subset of its full X.500
name.
A keystore may hold two types of entries:

1%%: key entry which holds either an asymmetric key pair or a single secret
key and if the entry holds a key pair it can store a chain of certificates and the first
certificate always contains the public key of the entity.

2": certificate entry contains only a public key certificate and there is no
private key associated with this entry and the certificate entries hold a single
certificate which is self-signed.

Sun's implementation of Java comes with a set of trusted certificates from
known certificate authorities and the certificates are held in
$JREHOME/lib/security/cacerts, which is a keystore, holding certificate entries, each
of which is the root certificate of a CA.
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Research considers the use of the Human genome in cryptography. The
basic idea using human genome in encryption techniques is the exploitation of DNA
cryptographic strength, strong capabilities and its parallelism in order to enforce
other conventional cryptographic algorithms.

DNA has the potential to be a dense information system storage as massive
amounts of the data can be stored in a high field compound on the molecular level.

A single gram of DNA is capable to store the same amount of information
that could be stored on trillion of CDs, [39].

DNA computing offers massive parallelism and with enough DNA very big problems
can be solved using parallelism search.

There has been growing interest in using DNA to store information, one of
the principal attractions being the very high storage densities achievable with it .

The durability of DNA would make it particularly useful for preserving
archival material over extensive periods of time.

In 2000, the Junior Nobel Prize was awarded to Romanian-American
student, Viviana Risca with the coordination of Professor Bancroft, for her work in
DNA steganography, [20].

A DNA-encoded message is first camouflaged within the enormous
complexity of human genomic DNA, and then further concealed by confining this
sample to a microdot. A prototypical ‘secret message’ DNA strand contains an
encoded message flanked by polymerase chain reaction (PCR) primer sequences.

Denatured human DNA provides a very complex background for concealing
a secret-message. Risca, knowing both the secret-message DNA, PCR primer
sequences and the encryption key could readily amplify the DNA and then proposed
a mechanism to read and decode the message.

Potential limitations of the DNA Steganography method shows that certain
DNA steganography systems can be broken, with some assumptions on information
theoretic entropy of plaintext messages, DNA-based, molecular cryptography
systems where the plaintext message data is encoded in DNA strands by use of
short oligonucleotide sequences and based on one-time-pads that are in principle
unbreakable but practical applications of this cryptographic systems based on one-
time-pads are limited in conventional electronic media, by the size of the one-time-
pad, [39].

The famous DNA one-time-pad encryption schemes involve the use of a
substitution method using libraries of distinct pads, each of which defines a specific,
randomly generated, pair-wise mapping and an XOR scheme utilizing molecular
computation and indexed, random key string first developed by Ashish Gehani,
Thomas H. LaBean and John H. Reif.

Cells store hereditary information in double-stranded molecules of DNA
which is long unbranched paired polymer chains, formed of four types of monomers
A, T, C, G. The monomers are linked together in a long linear sequence that
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encodes the genetic information, similar to how the sequence of 1s and 0s encodes
the information in a computer file, [13].

Using chemical methods, scientists can read out the sequence of monomers
in any DNA molecule for millions of nucleotides long and decipher the contained
hereditary information for the given organism. A monomer in a single DNA strand
composed from nucleotides. A nucleotide consists of two parts: a sugar
(deoxyribose) and a phosphate group attached to it, and a base, which is: adenine
(A), guanine (G), cytosine (C) or thymine (T). Each sugar is linked to the next via
the phosphate group, creating a polymer chain composed of a repetitive sugar-
phosphate backbone with a series of bases protruding from it, [3]. The DNA polymer
is extended by adding monomers at one end.

For a single strand the adding can be in any order, because each one links
to the next in the equal way, through the part of the molecule that is the same for
all of them. In the living cell DNA is not synthesized as a free strand but on a
template formed by a preexisting DNA strand. The bases protruding from the
existing strand bind to bases of the strand being synthesized, according to a strict
rule defined by the complementary structures of the bases: A binds to T and C binds
to G, [3] This base-pairing holds monomers in place and controls the selection of
which one of the monomers shall be added next to the strand. In this way, a
double-stranded structure is created and consists of two complementary sequences
of As, Cs, Ts, and Gs. The two strands twist around each other and form a double
helix.

Sugar phosphate

- .
Sugar

Nucleotide

Phosphate

Fig. 8 DNA and its building blocks

DNA is made from subunits, called nucleotides and each nucleotide consists
of a sugar-phosphate molecule with nitrogen containing side group attached to it, or
base. The bases are of four types (adenine, guanine, cytosine, and thymine) and
correspond to four nucleotides labeled A, G, C, and T.

Fig. 9 DNA Strand, [3]
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A single strand of DNA consists of nucleotides joined together by sugar-
phosphate linkages. The sugar-phosphate units are asymmetric and give the
backbone of the strand a definite directionality and polarity. The directionality leads
the molecular processes by which the information in DNA is interpreted and copied
in cells, from left to right.

Nucleotide Monomers

Fig. 10 Templated polymerization of the new strand, [3]

Through polymerization, the sequence of nucleotides in a DNA strand
controls the sequence in which nucleotides are joined together in a new DNA strand;
T in one strand pairs with A in the other, and G in one strand with C in the other,
[3]. The new strand has a nucleotide sequence complementary to that of the old
strand the backbone has the opposite directionality.

Fig. 11 Double stranded DNA, [3]

A DNA molecule consists of two complementary strands. The nucleotides
within each strand are linked by covalent chemical bonds. The complementary
nucleotides on opposite strands are linked together by hydrogen bonds.

The two strands twist around each forming a double helix in a robust
structure which accommodates the sequences of nucleotides without altering its
basic structure.

Genetic information is read out and used through two processes.

During the first process of transcription the segments of the DNA sequence guide
the synthesis of RNA molecules, [13].
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Fig. 12 DNA double helix, [3]

During translation, the RNA molecules guide the synthesis of protein
molecules. Every cell contains a fixed set of DNA molecules storing the genetic
information. A given segment of DNA guides the synthesis of identical RNA
transcripts, which are copies of the information stored in the archive.

ONA

PROTEIN

aming acids

Fig. 13 From DNA to Protein, [3]
Many different sets of RNA molecules can be made by transcribing selected

parts of a long DNA sequence, allowing each cell to use its information store
differently.

5.1 Chromosomal DNA

Genetic information for every organism is written the code of DNA
sequences. The DNA sequence can be obtained by biochemical techniques we can
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characterize, and compare any set of DNA sequences with reference to a given DNA
sequences.

Cells have the ability to store, retrieve, and translate genetic information
passing it to its daughter cells in the process of cell division and reproduction. The
genetic information it is stored in genes of the given cell. Genetic information
consists of instructions for making macromolecules called protein which perform
most cellular functions starting with cellular structure. Proteins form enzymes which
catalyze the chemical reactions, regulate gene expression, enabling cells to move.

The answer to how proteins are specified by instructions in the DNA was
determined in 1953 by James Watson and Francis Crick that had recognized that
genes are carried in chromosomes. Chromosomes are made of DNA and proteins.
Chromosomes pack the DNA molecules which fit inside cells. Genes in there turn are
important segments of DNA present in chromosomes. The cells maintain, replicate
and improve sometime the genetic information carried in its DNA, [3].

5.2 DNA molecule structure

In the 1953 by a technique to determine the three dimensional structure of
a molecule, called x-ray diffraction analysis was established that DNA is composed
of two strands of the polymer chains composed of four types of nucleotide subunits
wound into helix where hydrogen bonds between the base of the nucleotides hold
the DNA chains together.

Nucleotides are made from carbon sugar attached to phosphate groups and
a nitrogen-base either adenine (A), cytosine (C), guanine (G), or thymine (T)., [13].
The nucleotides are linked together in a chain through the sugars and phosphates
forming a backbone, analogous to a necklace with four types of beads.

The chemical polarity of the DNA strand is given by the way in which
nucleotide subunits are linked together.

The polarity of the DNA strand is indicated by referring to one end as the 3
end and the other as the 5 end.

DNA the double helix is formed from two polynucleotide chains, held
together by hydrogen bonds between bases on the strands, the bases are located
inside double helix, and sugar-phosphate backbones are located outside the helix.
Always a purine which is two ring base is paired with a pyrimidine with one complete
turn every ten base pairs.

The two strands of the helix are antiparallel and the polarity of one strand is
oriented opposite to that of the other strand.

Each strand of a DNA molecule contains a sequence of nucleotides
complementary to the nucleotide sequence on the other strand.

Genes contain instructions and information which are copied and transmitted to
daughter cell each time a cell divides.

The information in DNA has a certain order of sequences composed from
nucleotides situated along the strands. Bases are considered as letters in DNA
alphabet that transmit biological messages in the chemical structure of the DNA
helix.
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Fig. 14 Relationship between DNA and Proteins, [3]

Every organism is different from one another as the DNA molecules have
different sequence of nucleotides sequences giving mean to different biological
messages.

The complete set of information contained in DNA is called Genome. A
human cell genome contains 2 meters of DNA and carries instructions for 30,000
proteins.

5.3 Chromatin the complex of DNA and protein

The DNA in the nucleus is divided between a set of different chromosomes

and human genome is distributed over 24 chromosomes.
A chromosome consists of a single very long linear DNA molecule associated with
proteins folding the DNA thread into a compact structure. The complex of DNA and
protein is called Chromatin. Human cell contains 46 chromosomes arranged in 22
pairs the two copies of chromosomes are inherited from the mother and from the
father and are called homologous chromosomes. Chromosomes carry genes or
segments or DNA with instructions to make protein. The human chromosome 22 is
the smallest human chromosome, completed in 1999. The DNA is made of so called
coding sequences called exons and so called noncoding sequences introns in
addition each gene is associated with regulatory DNA sequences, responsible for
gene expression, [13].

In the process of cell division and replication occurring in a order of stages,
(known as cell cycle) the chromosomes are replicated, extended and distributed
after separation to its daughter nuclei. After replication to daughter cells they
remain attached to one another and with proceeding cell cycle producing mitotic
chromosomes.

A so called protein complex which forms the centromere attaches duplicated
chromosomes to mitotic spindle pulling them apart this way.

The ends of chromosome DNA sequences form the telomeres and there function is
to allow chromosomes to replicate and protect the cell from wrong recognition by
the cell as a broken DNA molecule in need of repair.

Nucleosomes are the basic unit for the chromosome structure. Chromosome
complex known as chromatin is divided in histones protein and nonhistone.
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5.4 Transcription and translation of the DNA

Cells express the genetic information in their genes through the process of
transcription and translation. During the transcription process RNA is made. The
process starts by opening a portion of DNA helix exposing bases on each DNA, one
strand of DNA acts as a template for the synthesis of the RNA molecule.

In the first step a cell reads its genetic instruction and copies a DNA portion
into an RNA nucleoide sequence. RNA is made of four subunits called ribonucleotides
and the four bases: adenine, guanine, cytosine and uracil.

RNA is single stranded chain. The process by which RNA is made in the cell is called
transcription, (Fig.15). Transcription is performed by enzymes called RNA
polymerases.

RNA polymerase moves along DNA and unwinds the DNA helix, extending
this way a growing RNA chain by a nucleotide at a time.

The RNA molecules copied from genes are called messenger RNA(mMRNA).
During the process of the RNA splicing the intron sequences are removed one by
one and exons are joined.

The process of catalyzez pre-mRNA splicing is very complex, consisting of
over 50 proteins and many ATP molecules per splicing event. RNA splicing is
performed by RNA molecules which recognize intron-exon borders. RNA molecules
are known as small nuclear RNA (snRNAs) and there are five known as U1, U2, U4,
U5, U6.
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Fig. 15 Expression of Genes [3]

The mRNA is transported from nucleus to cytoplasm and translated into
protein. The mRNA is translated into amino acid sequence of a protein by rules of
genetic code, [13].
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The mRNA is read in group of three, there are 64 possible combinations of
three nucleotides but only 20 different amino acids are found in proteins.

The translation of mRNA into protein depends of adaptor molecules known as tRNA
(transfer RNA). Specific enzymes couple amino acids to the appropriate tRNA
molecule.

In Ribosome’s is performed the protein synthesis. Ribosomes are made from
different proteins and rRNAs molecules. Ribosomes are responsible for the correct
reading frame and accuracy in the protein synthesis. Using the tRNAs the mRNA
nucleotide sequence is translated into amino acid sequence. When a stop codon is
reached ribosome releases a finished protein. Stop codons mark the end of
translation. The end is signaled by the presence of one stop codon: UAA, UAG and
UGA. Abnormally folded proteins can cause human diseases.

5.5 DNA Engineering and Bioinformatics

Progress in DNA engineering and Bioinformatics was driven by advances in
technology. New methods for DNA engineering allowed scientists to study
information’s and details about genes, proteins, macromolecules and cells.

The scope of DNA Engineering is to understand what takes place inside the
cell influenced by the environment and by interaction with its neighbors. By DNA
engineering we want to know which genes are on, active proteins, there location
and the pathway to which they belong.

The scope of DNA engineering and bioinformatics is to understand and
predict how genes and proteins operate. By DNA engineering methods different cells
are separated from tissues and grown apart, disrupting them in isolating there
macromolecules and organelles in pure form by recombinant DNA technology.

To study the function of molecules a biochemical analysis are needed. Large
cells are separated from small cells by centrifugation or antibody cell-separation
technique with fluorescent dye labeling specific cells separating them in an
electronic fluorescence-activated cell sorter machine. In the machine cells pass
through a laser beam and there fluorescence is measured.

5.5.1 Engineering DNA, RNA and Proteins

The ability to manipulate DNA had a very big impact on cell biology giving
scientists the possibility to study cells, their macromolecules in previously
impossible ways by the following techniques: DNA cloning, Nucleic acid
hybridization, Rapid sequencing of nucleotides in purified DNA, Cleavage of DNA
and simultaneous monitoring of expression level of genes in the cell.

To obtain information about a cell biologists dissociate cells from tissues and
separate them. The new obtained homogeneous population of cells can be analyzed
directly or increasing the population by allowing cells to proliferate as a culture.

To isolate cells from a tissue the extracellular matrix that holds the cells
together needs to be disrupted in a way and then the tissue sample are treated with
proteolytic enzymes named trypsin and collagenase.
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The enzymes digest proteins in the extracellular matrix. It is also a need of
using agents as ethylene, tetracetic acid that bind cell-cell adhesion. The most
sophisticated cell-separation technique is using an antibody coupled to a fluorescent
dye to label specific cells, separating labeled cells from the unlabeled ones in an
electronic fluorescence-activated cell sorter.

5.5.2 DNA amplification by PCR technique

A DNA is amplified and used to construct two synthetic DNA oligonucleotides
complementary to the sequence on one strand of the DNA double.

DNA oligonucleotides determine the segment of the DNA that is amplified and serve
as primers for DNA synthesis performed by a DNA polymerase.

Every PCR reaction cycle begins with a heat treatment of the two strands.

Second step in PCR reaction cycle is the cooling of the DNA in the presence of two
primer DNA oligonucleotides and the primers hybridize to complementary sequences
in given DNA strands.

During the third step DNA is synthesized: the mixture is incubated with DNA
polymerase and the four deoxyribonucleoside triphosphates

The cycle is then begun again and the procedure is performed over and over again
and the newly synthesized fragments serve as templates

Chromosomal DNA is first purified from cells to obtain a genomic clone using
PCR and the primers that flank the DNA sequence to be cloned are added. Only the
DNA between the primers is amplified these way by PCR technique we obtain a
stretch of chromosomal DNA in a pure form.

To obtain a cDNA clone of a gene in the first step using PCR, mRNA is
purified from cells and then the first primer is added to the population of mRNAs. In
the second step to make a complementary DNA strand reverse transcriptase is used
and the second primer is added and the one strand DNA molecule is amplified
through many cycles of PCR, [3].
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5.5.3 DNA Microarray

To prepare the microarray a robot spots DNA fragments corresponding to a
gene are onto a slide. In Figure 17 from two different cell samples mRNA is
collected then the used samples are converted to cDNA, labeled with flurochrome
of two different colors one green one red and then mixed and hybridized to the
microarray.

During the process of incubation is necessary to wash the array and scan the
fluorescence. This microarray example represents the expression of 110 genes, [3].
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Fig. 17 DNA microarrays expression of thousands of genes, [11]
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We can see that gene in first sample is expressed at a higher level than the
corresponding gene in sample second sample set color. The expression of the gene
is higher and is indicated by spots.

The third sample color set shows the genes which are expressed at equal
levels. Dark spots indicate that there is no expression in the sample of the gene
located at that position in the array, (Fig. 17).

Bioinformatics contains areas from biology, chemistry, physics, and
mathematics, computer science. This fusion offers benefits by increasing biological
knowledge for better human health.

Genes from the same cluster may be involved in the same biological
processes or pathways.

For cluster analysis we obtain from cell samples microarray data exposed to
different conditions. Genes that show changes in expression pattern are grouped
together.

Figure 18 shows about 8600 genes which have been grouped in clusters and
analyzed on the DNA microarray and as a result over 300 showed variations in
expression patterns.
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Fig. 18 DNA microarray results, [11]

Red color set indicates an increase in expression and green color set
indicates a decrease in expression, genes involved in healing are turned on in
response to serum, while genes involved in regulating cell cycle progression are shut
down.

5.5.4 Bioinformatics and Biology
Organisms are an arrangement of biological interacting structures made

from smaller building blocks (cells), cells are made from smaller blocks as proteins
and nucleic acids. The major aim of biology is to identify and characterize these
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structures. An important part of biology is search for ordered systems which make
possible to establish general rules.

The discovery of DNA structure, understanding of RNA have been important
milestones of modern molecular biology allowing an understanding of central cellular
mechanisms. RNA molecules and proteins are involved at all steps of biological
processes, coded in DNA sequences, in universal manner.

At the lowest level, a genome is composed from long string of nucleotides
such as a very long text made of four letters. DNA is translated into RNA that in turn
is translated into proteins which contains motifs with different functions. The
genome contains also genes (enhancer, promoter, introns, exons), [13].

Identification of biological structures at a molecular level and function
characterization are the aims of bioinformatics and molecular biology. To understand
the mechanisms involved in functions is necessary to understand if this function is
performed by a protein, regulatory sequence or RNA, to understand what portions of
the proteins are involved in a certain operations.

In the past the only way available to obtain this information was to use wet lab
techniques, such as sequencing, cloning and genetic analysis. The cost involved in
wet lab techniques is very high considering time and money.

Bioinformatics uses dry lab techniques and starts from a phenotype, a
sequence and then bioinformaticians gather information by comparing the sequence
to other sequences. Bioinformatics is based on a series of comparisons and
predictions. Sequence conservation is correlated with function conservation.
Darwinian laws of evolution are the assumption that biological systems evolved from
the same origin and basic building blocks, later adapting them to their
environmental constraints.

Cycles of mutations and selections are considered to constitute evolution by
this are considered that new functions have been created, reusing existing
machinery, [89].

The existing functions evolved to adapt to the environment. Two sequences
responsible for the same functions may be different it depends how long the
sequences diverged.

Cell elements exist only as 3D arrangement of atoms and only because the
molecules 3D structure it has mechanical and chemical properties.

Molecular biology and bioinformatics aim is to study the relation between
structure and function. Different amino acid sequences can code for almost identical
3D folds. This made us to understand why proteins with different sequences have
similar function and structure, [62].

Bioinformatics aims as well are the representation, organization
manipulation and use of information in digital form such as representation, storage,
distribution of data, design of databases, creation of tools to query databases,
development of interfaces and analytical tools to study biological data.

5.5.5 DNA, RNA, Proteins and Sequence Analysis

All living organisms consist of cells with the same set of chromosomes.
Chromosomes are strings of DNA consisting of genes (Fig.19). A gene encodes a
protein (trait). The settings for a trait are called alleles. Each gene has its own
position in the chromosome, [13]. This position of the gene in chromosome is called
locus. The genome is the complete set of genetic material.
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RNA contains the sugar ribose as opposed to deoxyribose in DNA and three
bases are the same: guanine (G), adenine (A) and cytosine (C). The fourth base for
DNA is thymine (T) and in RNA, uracil (U). RNA copies of DNA are made by
transcription process followed by translation process resulting in the protein
synthesis.

5.5.6 Central Dogma of Molecular Biology

Central Dogma of Molecular Biology involves two important process,
transcription and translation.

Transcrintion Translation
DNA =p-RNA =P Protein
K_// Folding &
Structure
Reverse
transcription Function

Fig. 20 Central Dogma of Molecular Biology, [59]
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During the process of Transcription the DNA information is converted to
RNA, followed by translation process where RNA is converted to Protein. Three
nucleotide bases, called triplets (codons), code for individual amino acid, there are
20 amino acids, [59].

Ribosome uses the RNA transcript and translates the order of successive
codons into the corresponding order of amino acids. The termination of polypeptide
chain elongation is introduced to ribosome machinery by stop codons: UAA, UAG
and UGA.

In RNA the start signal for translation serves the codon for the amino acid called
methionine AUG.

The process of section between the start and stop codons is called an open
reading frame and correct open reading frame for a certain region of DNA is the
region which has the longest distance between any start codons and stop codons.

5.5.7 Sequence Alignment

When a new sequence is available we might want to search the database
and find out if relatives of this sequence have been reported. If yes we may wish to
determine experimental data acquired to the new sequence and the solution is to
compare the given sequences to sequences contained in the database, finding
similarities.

Two popular tools to perform database similarity searches are FASTA and
BLAST. Sequence comparison can be complex as by combining experimental data
from the databases we may want to know a specific motif for a protein.

Finding alternate motifs we might want to build a classification and establish
functional differences between the binding motifs. This idea was developed in the
Prosite database. New sequences may be scanned for the known motifs contained
and such strategies even they seem simple yet they present very complex
difficulties needed to be overcome.

When comparing two sequences or more it depends on the aim and scope
what kind of comparation to perform. If we need to do detailed analysis, sequence
alignments is one of the most powerful solutions.

If we have only two sequences involved we can do the pairwise alignments
and we can extend it also to a larger number of sequences performing multiple
sequence alignments. It depends very much what kind of biological information we
want to extract from a certain alignment.

In some cases the criteria that allow evaluation of the quality of an alignment takes
the form of a mathematical objective function and is associated with a value to an
alignment, [84].

A very important aspect in sequence alignment is to build the best scoring
alignment according to the quality criterion. And this is not an easy task in most
cases as many of the problems in bioinformatics and more specifically in sequence
alignment are NP complete, meaning that that the number of potential solutions
rises exponentially with the number of sequences and their length. It means that
the solution cannot be found in polynomial time and space.

The solution to overcome these limitations requires the development of new
powerful algorithms for sequence alignments. Performing a sequence alignment we
can determine reflected relationship between two sequences.

If we aim to determine the relationship between two structures we will
perform the alignment of two residues as they are equivalent in the 3D structures.
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If we want to determine the phylogenetic relationships, two residues will be
aligned when they originate from the same residue in the common ancestor.

If an analyzed sequence lacks one residue is inserted a gap in its place at
the corresponding position.

Gaps take the form of strings of nulls and in evolution context, a null means that a
residue was deleted or inserted in a sequence while the sequences were diverging
from their common ancestor, [74]

There are two types of alignments: global alignment and local alignment.

In a local alignment, the aligned portions are those which are homologous, meaning
that they diverged from the common ancestor and the rest of the sequence is
ignored.

In a global sequence alignment the whole sequences are aligned.

The scope of these alignments is different. Local alignments scope is destined when
the sequences analyzed are related and share a few domains. Global alignments
are used to analyze sequences that are homologous.

The most used application of sequence alignment is the database searching
with the aim to find for a given query sequence related sequences from the
database.

Sequence alignments involve structure prediction, identification of new motifs or
domains and for these applications pairwise alignments are of limited use.

A way to simultaneously combine the information contained in several sequences is
needed and serves as a main motivation for building multiple sequence alignments,
[25].

We also perform sequence alignment with a scope to localize highly
conserved area to design efficient PCR primers needed to clone new members of a
family.

The given examples reflect the importance of multiple sequence alignments in the
domain of sequence analysis.

A scoring function associates a score to sequence alignment, the better the
score is it means the more biologically accurate the sequence alignment and is said
to be optimal, whether it is biologically relevant or not.

An optimal alignment always exists. Powerful statistical tools have been developed
for this purpose.

As presented the problem of aligning two sequences is NP complete and it
can be solved with dynamic programming technique. Because of this NP
completeness most of the algorithms developed for sequence alignments are
heuristics and they do not guarantee a mathematically optimal solution, but rather a
good approximation.

5.5.8 DNA Gene Databases

Databases important resources for bioinformatics and are essential to
support genomics research in the lab. Every published DNA, RNA or protein
sequence is deposited in a gene database.

The databases can be separated into three categories:

DNA databases: There are three main DNA databases freely accessible.

They are:

1) EMBL (Europe) http://www.ebi.ac.uk/embl/

2) Genbank (USA) http://www.ncbi.nlm.nih.gov/genbank

3) DNA Data Bank of Japan DDJB (Japan) http://www.ddbj.nig.ac.jp/

These three gene databases exchange their data daily and are identical in content.
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Each database consists of number of entries and each entry consists of a
single sequence with an annotation that gives information regarding function,
identity and history.

Special bioinformatics databases: Not all biologically relevant databases
consist of sequences and annotation.

1) PDB: a database of protein 3D structures (http://www.rcsb.org/pdb)

2) TIGR: a database of complete genomes ( http://www.tigr.org/)

3) Ensembl: the database containing the human genome (http://www.ensembl.org)
4) Prosite: a database of protein families. (http://ca.expasy.org/prosite/)

5) RFAM: database of non-coding RNA http://www.sanger.ac.uk/Software/Rfam/

6) REBASE: restriction enzyme database:
http://rebase.neb.com/rebase/rebase.html

There are also databases of scientific literature: journal abstracts,
taxonomy, protein structures, protein families and metabolic pathways very useful
when looking for very specific information about a DNA sequence.
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6. DNA Cryptography Model

With current network, Internet, and distributed systems, cryptography has
become a key technology to ensure the security of today’s information
infrastructure.

Biotechnological Methods as recombinant DNA have been developed for a
wide class of operations on DNA and RNA strands. Bio Molecular Computation (BMC)
makes use of biotechnological methods for doing computation and splicing
operations allow for universal computation.

The first applications of DNA-based cryptography systems using
biotechnologies techniques included: methods for 2D data input and output by use
of chip-based DNA micro-array technology and transformation between conventional
binary storage media via (photo-sensitive and/or photo emitting) DNA chip arrays
Lately DNA Cryptosystem using substitution and biotechnologies have been
developed: Substitution one-time-pad encryption: is a substitution method using
libraries of distinct pads, each of which defines a specific, randomly generated, pair-
wise mapping. The decryption is done by similar methods. The Input is a plaintext
binary message of length n, partitioned into plaintext words of fixed length, [39].

Substitution One-time-pad, a table randomly mapping all possible strings of
plaintext words into cipher words of fixed length, such that there is a unique reverse
mapping and the encryption is done by substituting each i-th block of the plaintext
with the cipher word given by the table, and is decrypted by reversing these
substitutions. Using long DNA pads containing many segments, each segment
contains a cipher word followed by a plaintext word and the cipher word, acts as a
hybridization site for binding of a primer. Cipher word is appended with a plaintext
word to produce word-pairs. The word-pair DNA strands are used as a lookup table
in conversion of plaintext into cipher text, [57].

One-time-pad DNA Sequence with length n, contains d = n/(L1+ L2+ L3)
copies of repeating unit Repeating unit made up of:

1. Bi = a cipher word of length L1 = cllog n

2. Ci = a plaintext word length L2= c2log n

Each sequence pair uniquely associates a plaintext word with a cipher word and the
Polymerase acts as a "stopper" sequence of length L3 = ¢3.

To generate a set of oligonucleotides corresponding to the plaintext/cipher and
word-pair strands, ~Bi used as polymerase primer and extended with polymerase
by specific attachment of plaintext word Ci. The Stopper sequence prohibits
extension of growing

DNA strand beyond boundary of paired plaintext word.

Methods for Construction of DNA one-time pads are based on the
biotechnologies rather than bioinformatics and present difficult to achieve both full
coverage and yet still avoiding possible conflicts by repetition of plaintext and cipher
words. These methods make use of DNA chip technology for random assembly of
one-time pads. The advantages are that are currently commercially available
(Affymetrix) chemical methods for construction of custom variants are well
developed.

Other method also based on biotechnologies is so called method DNA chip
Method for Construction of DNA one-time pads where is used an array of
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immobilized DNA strands and multiple copies of a single sequence are grouped
together in a microscopic pixel which is optically addressable. Using the technology
for synthesis of distinct DNA sequences at each (optically addressable) site of the
array and combinatorial synthesis conducted in parallel at thousands of locations,
prepared of oligonucleotides of length L, the 4L sequences are synthesized in 4n
chemical reactions.

As an Example: 65,000 sequences of length 8 use 32 synthesis cycles and 1.67x107
sequences of length 10 use 48 cycles. The construction of DNA One-time pads based
on biotechnologies was first developed by the pioneer in this field, Adleman [39].

XOR One-time-pad (Vernam Cipher) Cryptosystem based on biotechnologies
One-time-pad: S is a sequence of independently distributed random bits
M is a plaintext binary message of n bits resulting in the following cipher text,

Ci = Mi XOR Si for = 1,...,n.
Decrypted bits, use commutative property of XOR Ci XOR resulting in:
Si = (Mi XOR Si) XOR Si= Mi XOR (Si XOR Si)= Mi.
DNA Implementation of XOR One-time-pad Cryptosystem:
The plaintext messages is one test tube of short DNA strands
The encrypted message is another test tube of different short DNA strands

Encryption by XOR One-time-pad maps these in a random and reversible
way such as plaintext is converted to cipher strands and plaintext strands are
removed. For the efficient DNA encoding Adleman proposed to use modular base 4
as DNA has four nucleotides. Encryption constitutes the addition of one-time-pad
elements modulo 4 and decryption is the subtract one-time-pad elements modulo.
Details of DNA Implementation of XOR One-time-pad Cryptosystem based on
biotechnologies:

Each plaintext message has appended a unique prefix index tag of length L
indexing it. Each of one-time-pad DNA sequence has appended unique prefix index
tag of same length L, forming complements of plaintext message tags. Using
recombinant DNA bio techniques such as annealing and ligation in order to
concatenate into a single DNA strand each corresponding pair of a plaintext
message and a one-time-pad sequence resulting in enciphered by bit-wise XOR
computation and fragments of the plaintext are converted to cipher strands using
the one-time-pad DNA sequences, and plaintext strands are removed.

The reverse decryption is similar using commutative property of bit-wise XOR
operation.

BMC Methods to effect bit-wise XOR on Vectors. This method can adapt BMC
methods for binary addition and similar to bit-wise XOR computation can disable
carry-sums logic to do XOR. BMC techniques for Integer Addition were implemented
by Bancroft in 1996 first BMC addition operations (on single bits) permit chaining on
n bits.

Addition by Self Assembly of DNA tiles was exploited by, Reif in 1997 and
LaBean in 1999. XOR by Self Assembly of DNA tiles [39].

XOR by Self Assembly of DNA tiles includes that for each bit Mi of the message,
construct sequence ai that represents the ith bit.

Scaffold strands for binary inputs to the XOR are the usage of linkers to assemble
the message M's n bits into scaffold strand sequence a1, a 2 ... a n.

The One-time-pad is further portion scaffold strand a' 1a’' 2... a'n and is
created from random inputs add output tiles, the annealing give self-assembly of
the tiling.

The next step: adding ligase yields to the reporter strand:
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R=ala2..anal1a2.anblb2..bn wherebi=aiXORa'i fori=
1,..,n.

In the next step the reporter strand is extracted by biotechnique of melting away
the tiles, smaller sequences, and purifying it, contains concatenation of input
message, encryption key, ciphertext.

Before the final last step using a marker sequence the ciphertext can be excised and
separated based on its length being half that of remaining sequence. In the last step
ciphertext is stored in a compact form.

These increasing importance of information security and the protection of
human privacy rights as Confidentiality lead me to develop new security solutions
based on modern technologies: Bioinformatics and Biotechnology.

In this work I present a technical process for protecting data assets such as
personal medical information using Bioinformatics and a DNA cryptography
technique based on bioinformatics rather than biotechnologies in this bioinformatics
technique a person's own blood mineral levels serve as a seed for selecting,
transmitting, and recovering his sensitive personal data.

As we know that the management of security keys remains a challenge, I
also developed a bioinformatic mechanism to generate encrypt-decrypt keys by
taking into consideration specifics of the cryptography method and the individual's
DNA genome analysis described in the 8™ chapter of these thesis: DNA
Cryptographic Keys Based on Evolutionary Models

My work was based on the complexity of developing, as a subset of JCE, an
unconditionally secure DNAE System as part of my security provider, named
DNAProvider, [60]

A cryptographic system that an attacker is unable to penetrate even with
access to infinite computing power is called unconditionally secure. The mathematics
of such a system is based on information theory and probability theory. When an
attacker is theoretically able to intrude, but it is computationally infeasible with
available resources, the cryptographic system is said to be conditionally secure. The
mathematics in such systems is based on computational complexity theory. To
design a secure cryptographic system is a very challenging, [27].

A cryptographic system has one or more algorithms which implement a
computational procedure by taking a variable input and generating a corresponding
output. If an algorithm's behavior is completely determined by the input, it is called
deterministic, and if its behavior is not determined completely by input and
generates different output each time executed with the same input, it is
probabilistic.

A distributed algorithm in which two or more entities take part is defined as
a protocol including a set of communicational and computational steps. Each
communicational step requires data to be transferred from one side to the other and
each computational step may occur only on one side of the protocol.

The goal of every cryptographer is to reduce the probability of a successful
attack against the security of an encryption system - to zero. Probability theory
provides the answer for this goal. MY work was based on the complexity of
developing an unconditionally-secure DNA Encryption System as part of DNA
Provider.

Java Cryptographic Extension (JCE) offers support for developing cryptographic
package providers, allowing me to extend the JCE by implementing faster or more
secure cryptographic algorithms. By the same means I provide my independent
implementation of a DNA Encryption (DNAE) system, based on the Central Dogma

of Molecular Biology (CDMB), [59].
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6.1 Architecture of DNA Memory for DNA Cryptography Model

DNA memories have the potential to store vast amount of information with high
density, and are able to process the stored information through protocols matching
the context, [39].

DNA Cryptography model application requires a massive parallel computation to
solve computational problem through massive parallelism.

Current technology is not capable of control biomolecules required complex
computations. DNA memory has the potential to store massive amount of
information.

The DNA memory should be a database of information stored in the
sequences of DNA molecules.

DNA computer can do computations on the stored data by manipulating the
contents of the test tube.

Four steps need investigation:

1. To map records onto DNA sequences coding strands.

2. To design methods for retrieving and manipulation of information stored in DNA
to build a DNA memory architecture

3. To retrieve information we need to quire the memory to match the data with
stored records. For this we need to design protocols to process in vitro the queried
strands.

4. DNA memory output strands needs to be read and converted back into a readable
format.

The goal for the DNA memory is to store the data, recall the data, and
manipulate data content in order to make reasoned inferences about relationships
among the data.

Many data processing and mining tasks involve error prone data, and thus,
a modicum of machine intelligence is an advantage to recognize relevant
relationships and matches.

Reaton and Chen proposed a DNA memory architecture modeled upon the
following context and concepts, [17]:

Definition 1: A formal contextK := (0, A,I)) consists of a set of objects O and

attributes A, where I — O x A (denoted oI which means o has attribute a), [17].

The sequence for the object becomes a label for a molecular record composed of
attribute sequences.
Definition 2: A formal concept of the context (O, A, I) is a pair (B, C) where

BcO,CcA,C=B ={ac A|olavoeB}andB=C :={0€O|olaVa e C},
[17].

The conceptual space needs to be created in DNA and explored in vitro operations. A
DNA memory is represented by a collection of DNA words M. The DNA words can be
divided in subsets: O-representing objects and A representing attributes.

DNA words defined by union and intersection are a complete lattice, if an operation
correspond to set complement (S_ = M \ S) then 1 is represented by set of all
sequences and 0 is represented by the empty set.

Set union corresponds to logical OR and involves to mix two set of molecules. Set
intersection corresponds to logical AND, and the implementation of this set involves
several key components.
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Set complement corresponds to logical NOT and the set to be complemented
S is separated from the set of sequences M to form S1I = M \ S. Set intersection and
complement could be realized based on magnetic bead extraction.

6.2 Mapping Data onto DNA Sequences

In order to synthesizing DNA strands cost effective a good approach is to
use cloning technology. Cost of synthesis needs to be reduced by starting with
random sequences. These random sequences would have known primer sequences
on each end, similar to the selection protocol for noncross hybridizing
oligonucleotides, [17]. This way is possible to amplify the starting DNA material,
and then isolate a sequence from which we can form a number of records.

Internal sequences can be inserted in a plasmid and the primer sequences
will have a restriction site. Then we can extract the sequences and build a library of
coding strands mapped to our information.

Sequences representing attributes and objects we map to different colonies,
ligated together to form complete records and producing in vitro molecules
corresponding to attributes in objects permutations and combinations, (Fig.21).

01 A2

Al A6 A7

-

Hybridization and Ligation of
Restrictioi Sites
A

01 m A2 6 A7

01 A2  As Al A2
O1 A2 _Ae

- - Bl

01 _ As _ A1

- - -

Ay

Fig. 21 Sequences representing attributes and objects

Ideally, DNA molecules corresponding to the rows of the Table would be
created, with DNA words for labeling objects ligated to words representing
attributes, [39].The objects will correspond to a record identifier, and the attributes
will correspond to the terms.

By hybridizing input words it is possible to produce every possible
combination and permutation of words representing the attributes of the object.

An individual coding strands representing a record needs to be mixed in a
test tube and their primers or restriction sites need to be allowed to hybridize to
perform ligation.

The design is similar to how Adleman formed all possible paths in a graph to
find the Hamiltonian path. Then we shall search the memory for matching queries to
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the closest object forming a molecular representation of the query composed of
permutations and combinations of complements of the query terms, used to
separate objects with the desired attributes,[ 39].

In Figure 21, a query of (A6 NA7) extracts all attributes that have
corresponded objects, forming a molecular representation of the formal concept
{{01,02}, {A6,A7}}, [17].

Shared attributes mean that molecules share sequences that can be used
through affinity separation to represent similar content. Molecular representation of
an object, attributes occurs in the same context as their sequences are common to
a given molecule. Content and context is translated in the DNA memory following
the idea that sequences representing different attributes occur in the context of the
same molecule.

These capabilities were achieved in vitro with the advantages of DNA
massive parallelism. Output was formed by attaching the cloned; coding sequences
to an array and each spot from an array represented either an object or an
attribute.

The reading was performed directly from sensing fluorescent tags attached to
memory strands as probes.

The DNA Computing Model based on molecular Computation for DNA
Information Storage and Retrieval is needed in order to use DNA cryptography at a
large scale with capabilities to store vast amount of information with high density,
like DNA public and private keys used for encryption and decryption in DNA
cryptography model.

Realization of this architecture was implemented in vitro by Deaton and
Chen, using DNA molecules. They implemented an algorithm that automatically
store and retrieves the data from the model architecture using parallel molecular
operations, [17].

DNA cryptography is a cryptographic field with research of DNA computing.
DNA is used as information carrier and biological technology is used as
implementation tool.
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7. Complexity of DNA Encryption System as a
Subset of Java Cryptography Extension

7.1 Creating the DNA Security Provider with DNA Encryption

The goal of the security provider interface is to allow a means whereby
specific algorithm implementations can be substituted for the default provider, SUN
JCE. JCE was developed as an extension package which includes implementation for
cryptographic services. JCE offers a provider implementation plus API packages
providing support for key agreement, encryption, decryption and secret key
generation. Thus, JCE offers support for developing alternative cryptographic
package providers, (Fig.22).

JAVA APPLICATIONS

—_

JCE API

CIPHER

EEY AGREMENT
EEY GENERATOR
MAC

; SERVICE PROVIDER INTERFACE

SUN JCE DNAProvider

Fig. 22 Java Cryptography Extensions architectural model with unconditional secure
DNA Encryption as part of our security provider (DNAProvider), [60]

This support allows us to provide our independent implementation of DNAE
System, based on the CDMB (Central Dogma of Molecular Biology), [60].

The application code calls the appropriate JCE API classes. The JCE API
classes invoke the classes in a provider that implements the interface classes, JCE
SPI. The JCE SPI classes, in turn, invoke the requested functionality of the
DNAProvider.
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INVOCATION
JAVA APPLICATION CODE JCE API ABSTRACTION LAYER

L T

JCE SPICLASSES
IN PROVIDER

LT

DNA PROVIDER
DNA PROVIDER FUNCTIONALITY | |NTERNAL CLASSES

RE SPONSE

SERVICE PROVIDER INTERFACE

Fig. 23 Invocation of DNAProvider for providing requested functionality, [57]

When the Java Virtual Machine starts execution, it examines the user’s
properties to determine which security providers should be used. The user’s
properties are located in the file java.security, in which each provider is also
enumerated. If users prefer to use DNAProvider as an additional security provider
they can edit this file and add the DNAProvider. When the Security Class is asked to
provide a particular engine and algorithm, it searches the listed providers for the
first that can supply the desired operation.

7.2 The Architecture of Security Providers

The security provider abstracts two ideas: engines and algorithms. An
Engine Class defines an abstract cryptographic service, without its concrete
implementation. JCE 1.2.2 is provided as an optional package and adds engine
classes such as: Cipher, KeyAgreement, KeyGenerator, MAC, and SecretKeyFactory.
The application interfaces given by an engine class are implemented and referred to
as the Service Provider Interface, [70].

The goal of the security provider interface is to allow an easy mechanism
where the specific algorithms and their implementations can be easily changed or
substituted. The architecture including all of this contains:

Engine classes, these classes come with the Java virtual machine as part of the core
API.

Algorithm classes, at the basic level, there is a set of classes that implement
particular algorithms for particular engines.

A default set of these classes is provided by the supplier of the Java
platform. Other third-party organizations or individual can supply additional sets of
algorithm classes. These classes may implement one or more algorithms for one or
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more engines. A single algorithm class provides a particular algorithm for a
particular engine.

The Provider class, each set of algorithm classes from a particular vendor is
managed by an instance of the class Provider. A provider knows how to map
particular algorithms to the actual class that implements the operation.

The Security class, maintains a list of the provider classes and consults each
in turn to see which operations it supports.

When the security package needs to perform an operation, it constructs a
string representing that operation and asks the Security class for an object that can
perform the operation with the given algorithm, [35].

For example, the idea of generating a message digest is represented by a particular
engine.

Seventeen cryptographic engines are supported by Sun's security providers;
there are implementations of at least one algorithm of each engine in one of Sun's
providers. The engines and the algorithms implemented by Sun are listed in Table 1.
Sun]JCE is the provider that comes with the Java Cryptography Extension, and
Sun]SSE is the provider that comes with the Java Secure Sockets Extension.

When the Java virtual machine begins execution, it is responsible for
consulting the user's properties in order to determine which security providers
should be in place. These properties must be located in the file
$JREHOME/lib/security/java.security. The file contains these lines (among others):
security.provider.1=sun.security.provider.Sun
security.provider.2=com.sun.rsajca.Provider

These lines tell us that there are at least two provider classes that should be
consulted. The first class to be consulted is an instance of the
sun.security.provider.Sun class and the second class is an instance of the
com.sun.rsajca.Provider class.

Each provider given in this file must be numbered, starting with 1.

If I want to use additional provider I need to add these lines to the java.security file.
security.provider.3=com.sun.crypto.provider.SunJCE
security.provider.4=com.sun.net.ssl.internal.ssl.Provider

The order of these properties is significant; when the Security class is asked
to provide a particular engine and algorithm, it searches the listed providers in order
to find the first one that can supply the desired operation. All engine classes use the
security class to supply objects. When the message digest engine is asked to
provide an object capable of generating SHA message digests, the engine will ask
the Security class which provider to use. The number that follows the
security.provider string indicates the order in which providers will be searched for
particular implementations.

In the core Java API, the Provider class is abstract and there are no classes
in the core Java API that extend the Provider class. The default provider class that
comes with Sun's implementation of Java is the «class Sun in the
sun.security.provider package.

The Provider class contains a number of useful methods:

-public String getName( ), return the name of the provider.

-public double getVersion( ), return the version number of the provider.

-public String getInfo( ), return the info string of the provider.

-public String toString( ), return the string specifying the provider, provider's name
concatenated with the provider's version nhumber.

Going to provide my own set of classes to perform security operations, I
must extend the Provider class and register that class with the security
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infrastructure. Provider class is abstract, none of its methods are abstract, I need do
is subclass the Provider class and provide an appropriate constructor. The subclass
must provide a constructor since there is no default constructor within the Provider
class, [60]. The only constructor available is: protected Provider(String name,
double version, String info)

The basic implementation of a DNAProvider security provider is:
public class DNAProvider extends Provider {

public DNAProvider( ) {

super("DNAProvider", 1.0, "DNA Security Provider
v1.0");
b

b

Here I am defining the skeleton of a DNAProvider that is going to provide
certain facilities based on CDMB.

Properties Included by DNAProvider and Corresponding Class are listed in
Table 1.

Table 1. Properties and Corresponding Class

KeyGenerator.XOR
tanyasec.referate.ex01.XORKeyGenerator
KeyPairGenerator.DNA
tanyasec.referate.ex01.DNAKeyPairGenerator
KeyFactory.DNA
tanyasec.referate.ex01.DNAKeyFactory
MessageDigest.DNA
tanyasec.referate.ex02.DNAMessageDigest
Signature.DNAwithSHA
tanyasec.referate.ex03.DNASignature
Cipher.XOR
tanyasec.referate.ex04.XORCipher
KeyManagerFactory.DNA
tanyasec.referate.ex05.SSLKeyManagerfFactory

In order to make the associations from this table, then the DNAProvider
needs to be as is described.

There are a number of other methods in the Security class that provide
basic information about the configuration of the security provider:
-public static void removeProvider(String name): Remove the named provider from
the list of provider classes. The remaining providers move up in the array of
providers if necessary.
-public static Provider[] getProviders( ): Return a copy of the array of providers on
which the Security class operates.
-public static Provider getProvider(String name): Return the provider with the given
name. If the named provider is not in the list held by the Security class, this method
returns null.
-public static String getProperty(String key): Get the property of the Security class
with the associated key. When the addProvider( ), insertProviderAt( ), and
removeProvider( ) methods are called, the order of the providers changes. These
changes are not reflected in the internal property list. The java.security file has a
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number of other properties within it; these other properties may also be retrieved
with the folowing method.

-public static void setProperty(String property, String value): Method sets the given
property to the given value.

-public static String getAlgorithmProperty(String algName, String propName): This
method searches all the providers for a property in the form Alg.propName.algName
and returns the first match it finds. Example 2 lists all cryptographic providers
installed on a machine. After running this program with the default security
providers, we get the following output, [57].

Compiling 1 source file to C:\Documents and
Settings\Administrator\tatiana\build\classes

compile-single:

run-single:

Provider[0]:: SUN 1.5

Provider[1]:: SunRsaSign 1.5

Provider[2]:: Sun]JSSE 1.5

Provider[3]:: Sun]JCE 1.5

Provider[4]:: Sun]JGSS 1.0

Provider[5]:: SunSASL 1.5

7.3 The Security Class and the Security Manager

Some of the public methods of the Security class call the
checkSecurityAccess( ) method of the security manager. This gives the security
manager the opportunity to intervene before an untrusted class affects the security
policy of the virtual machine.

If a program that wants to install the DNAProvider security provider must
have been granted the SecurityPermission named "insertProvider.DNA". The
methods of the security class that require security permission and the names of the
permission they require are listed in Table 2.

Table 2 Security Checks of the Security Class

Method

Parameter
insertProviderAt( )
insertProvider. + provider.getName( )
removeProvider( )
removeProvider. + provider.getName( )
getProperty( )
getProperty. + key
setProperty( )
setProperty. + key

7.4 Steps to Implement and Integrate the DNAProvider

Step 1: Write the DNAProvider Service Implementation Code
Step 2: Give my Provider a Name, (DNAProvider)

Step 3: Write my "Master Class," a subclass of Provider

Step 4: Compile the Code

Step 5: Prepare for Testing and Get a Code-Signing Certificate
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In order, I mailed all the hardcopy containing DNAProvider (CSR) and contact
information to:

Sun Microsystems, Inc.

International Trade Services/Export Compliance

Attn: Encryption Export

4120 Network Circle MS: USCA12-204

Santa Clara, CA 95054

U.S.A.

DNAProvider Certificate Signing Request (CSR) from Sun Microsystems,
Inc.

Step 6: Run the Test Programs using the Provider Code Signing Certificate and JCE
Root CA Certificate

Step 7: Document DNAProvider

Step 8: Make DNAProvider Software and Documentation available to Clients, [58].

7.5 DNA Encryption System as a Subset of Java Cryptography
Extension

Java Cryptographic Extension (JCE) offers support for developing

cryptographic package providers, allowing us to extend the JCE by implementing
faster or more secure cryptographic algorithms.
By the same means I provide my independent implementation of a DNA Encryption
(DNAE) system, based on the Central Dogma of Molecular Biology (CDMB). In this
work I present a technical process for protecting data assets such as personal
medical information using a DNA cryptography technique in which a person's own
blood mineral levels serve as a seed for selecting, transmitting, and recovering his
sensitive personal data, [58].

As we know that the management of security keys remains a challenge, I
also developed a mechanism to generate encrypt-decrypt keys by taking into
consideration specifics of the cryptography method and the individual's blood
analysis. The intention was to use the DNA Provider with the DNAE System in
medical applications to ensure security of medical information

Research considers the use of the Human genome in cryptography. In 2000,
the Junior Nobel Prize was awarded to Romanian-American student, Viviana Risca,
for her work in DNA steganography. A DNA-encoded message is first camouflaged
within the enormous complexity of human genomic DNA, and then further concealed
by confining this sample to a microdot.

A prototypical ‘secret message’ DNA strand contains an encoded message
flanked by polymerase chain reaction (PCR) primer sequences. Denatured human
DNA provides a very complex background for concealing a secret-message. Risca,
knowing both the secret-message DNA, PCR primer sequences and the encryption
key could readily amplify the DNA and then proposed a mechanism to read and
decode the message, [20].

I proposed to encode the medical records of an individual in DNA data
strand flanked by unique primer sequences, which I obtain in the process of deriving
a DNA secret key from blood analysis, [57]. The specific mineral levels and their
deviation from normal values are considered as a first step. I then mix the
message-encoded DNA strand among other decoy DNA strands that will together be
sent to a receiver through a public channel. Then I mix the
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message-encoded DNA strand among other decoy DNA strands that will together be
sent to a receiver through a public channel.

A DNA segment that constitutes a gene is read, starting from the promoter
(starting position) of the DNA segment.

Gene

Chromosomal DNA

1. Transcription

Exon 1 . Exon 2 - Exon 3

Nuclear RNA

2. Splicing

Exon 1 Exon 2 Exon 3

Messenger RNA

Fig. 24 Central Dogma of Molecular Biology

The non-coding areas (introns) are removed according to certain tags. The
remaining coding areas (extrons) are rejoined and capped, (Fig.24). Then the
sequence is transcribed into a single stranded sequence of mMRNA (messenger RNA).
The mRNA moves from the nucleus into the cytoplasm. In chromosomes, DNA acts
as a template for the synthesis of RNA in a process called transcription. During RNA
Synthesis and Processing in the transcription and splicing steps, introns are excised
and extrons are retained to form mRNA, which will perform the translation work.

In the translation process, codons are translated into the amino acids according
to the genetic code. The DNA form of information is scanned by a hypothetical
operator, Stefani, to find the locations of the introns, which she then records. She
cuts out the introns according to the specified pattern so that the DNA form of data
is translated into the mRNA form. The mRNA form then translates into the protein
form of data according to the genetic code table (64 codons to 20 amino acids).

7.5.1 The DNA Encryption Protocol

Adleman began the new field of bio-molecular computing research. His idea was
to use DNA biochemistry for solving problems that are impossible to solve by
conventional computers, or that require an enormous number of computation steps.
The DNAE technique simulates the CDMB steps: transcription, splicing, and
translation process. The time complexity of an attack on a message of length n, is
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0(2"). DNA computing takes advantages of combinatorial properties of DNA for
massively-parallel computation, [39].

Introducing DNA cryptography into the common PKI scenario, it is possible to follow
the pattern of PKI, while also exploiting the inherent massively-parallel computing
properties of DNA bonding to perform the encryption and decryption of the public
and private keys. The resulting encryption algorithm used in the transaction is much
more complex than the one used by conventional encryption methods.

To put this into the common description of secure data transmission and
reception with respect to DNA cryptography, let me say Stefani is the sender, and
Otto, the receiver. Stefani provides Otto her public key which will comprise
someone's unique blood analysis. The Public Key (PK) encryption technique splits
the key into a public key for encryption and a secret key for decryption. As an
example: Otto generates a pair of keys and publishes his public key, while only he
knows his secret key. Thus, anyone can use Otto's public key to send him an
encrypted message, but only Otto knows the secret key to decrypt it, [59].

Otto

Key
S t K k—
seret Rey Generator \

o

Stefani
. ( Otto's
Public Key L Public Key
Message _ﬂ Encrypt \‘ /
Rya

Fig. 25 DNA Public Key Encryption, [59]

A secret DNA data strand contains three parts: a secret DNA data strand in the
middle, and unique primer sequences on each side S1. Stefani uses the technique of
deriving DNA private key from blood analysis, (Fig. 25)

In this process, Stefani uses a program that associates a specific mineral to the
nucleotide sequence based on someone medical results, which will constitute the
unique primer sequences S1.

Using an information conversion program, Stefani encodes the medical records
in @ DNA data strand flanked by unique primer sequences S1 and mixes it among
other decoy DNA strands.

According to the CDMB, during the process of transcription, Stefani removes the
introns from the data-encoded DNA, resulting in encryption key 1, E1 (starting and
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pattern codes of introns). Thus, E1 => C1 = E1(P), where P is plain-text and C is
the cipher-text. Stefani translates the resulting spliced form of the data from which
she derives Encryption key 2, E2 (codon-amino acid mapping). E2 => C = E2(C1)
obtains the data-encoded protein after the translation process. Stefani sends Otto
the keys E1 and E2 through a public channel.

Then she sends Otto the encoded protein form of the data through a public
channel. Otto uses the key E2 to recover the mRNA form of the data from the
protein form of the data. Decryption key, D1 = E2 => P1=D1(C). Otto recovers the
DNA form of the data in the reverse order that Stefani encrypted it. Decryption key,
D2 = E1 => P = D2(P1). Otto identifies the secret data-carrying DNA strand using
the program that associates the nucleotide sequence based on someone's blood
mineral analysis.

He obtains the unique primer sequences S1 that mark the beginning and end of
the secret data DNA strand hidden among the decoy strands. In this last step, Otto
uses the information conversion program and reads the medical record of the
individual.

7.5.2 The Technique of Deriving DNA Cryptographic Keys Sequences
from Blood Analysis

As blood analysis results are specific for each person (Table 3), it is possible
to associate a mineral such as Calcium, Magnesium, etc., from the medical result, to
a nucleotide sequence based on its concentration level. This nucleotide sequence
based on the medical results of the specific person will constitute the unique primer
sequences, [57].

Table 3, Example Blood Mineral Analysis

Mineral Blood Analysis Result Normal Level
Ca 2.81 mmol/l 2.25-2.7
Mg 0.89 mmol/I 0.75-1.05

Thus a person’s data-carrying DNA strand will be flanked by primer sequences
unique to that individual. And the association could be made in such way that from
every most recent blood analysis results, a new primer sequence will be generated.

After generating the unique primer sequence, an n-base primer will result. As
we know that the management of private keys remains a challenge, we will use
each unique blood analysis as the basis for a secret key generation mechanism.

It is estimated that in the next 3-4 years the DNA sequencing of every
individual will be possible, giving us the possibility to derive the public/private keys
used in Java KeyStore with respect to each individual blood analysis results using
the same model of “Deriving DNA Cryptographic Keys based on evolutionary model
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mathematical functions” using the desired length of bases from the first column and
unique blood analysis results for each person.

Resulting in new set of desired public/private DNA Cryptographic Keys for future
use in DNA Cryptography. The medical results will be of no use to an unauthorized
person, and for an intruder, it would prove extremely difficult to read and detect the
DNA strand that contains someone's medical history, without knowing the specific
unique primer sequences of the specific person.

Step 1. Stefani (the sender) provides Otto (the receiver) her public key which will
constitute each unique blood analysis of the specific person

Step 2. A secret DNA data strand contains 3 parts: Secret DNA data strand in the
middle and unique primer sequences on each side S1.

51 Secret Data 52
Unique Primer Unique Primer
Sequence Sequence

DNA Data strand with secret data

Fig. 26 DNA Data Strand

Step 3. Stefani uses the technique of deriving DNA private key from blood analysis.

3.1 In this process Stefani uses a program  which associates to a specific
mineral such as Calcium from Table 4, the nucleotide sequence based on the
medical results of a specific person, which will constitute the unique primer
sequences S1.

The Technique of Deriving DNA Private Keys from Blood Analysis:
Starting from the idea that the DNA alphabet having 4 letters corresponding to the
four nucleotides, A, C, G, T. There are 64 possible triplet sequences or codons
(4x4x4).

A computer program generates a nucleotide sequence S, of length L, according
to the Genetic Code.

I choose a number n (dependent of the specific mineral value from the
particular individual’s blood analysis), where n represents the number of codons. By
a random combination of codons results :

L=3*n (7.1)
(Ex. L=3*5=15)
3.2 Then I associate a specific mineral M, with the corresponding nucleotide
sequence S.
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UUU = phe | UCU = ser UAU = tyr UGU = cys
UUC = phe | UCC=ser UAC = tyr UGC = cys
UUA = leu UCA = ser UAA = stop UGA = stop
UUG = leu UCG = ser UAG = stop UGG = trp
CUU = leu CCU = pro CAU = his CGU = arg
CUC = leu CCC=pro CAC= his CGC=arg
CUA = leu CCA = pro CAA = gln CGA = arg
CUG = leu CCG = pro CAG = gln CGG = arg
AUU = jle ACU =thr AAU = asn AGU = ser
AUC = ile ACC = thr AAC = asn AGC = ser
AUA = ile ACA = thr AAA = lys AGA = arg
AUG = met | ACG = thr AAG = lys AGG = arg
GUU = val GCU = ala GAU = asp GGU = gly
GUC = val GCC= ala GAC = asp GGC = gly
GUA = val GCA = ala GAA = glu GGA = gly
GUG = val GCG = ala GAG = ﬂlu GGG = ﬂly

Fig. 27 Genetic Code

3.3. Then I associate a specific mineral, M (like calcium), based on its concentration
level CL (Ex. 2.81mmol/l) , with the new nucleotide sequence S1

I derive S1 from nucleotide sequence S, based on unique CL with value V. This
value represents a unique concentration level of a certain M.

V= x.yly2, (Ex. 2.81) (7.2)
Where x.y1y2, is the number that represent the value V.
=> CL=x.yly2 (7.3)
The resultant new nucleotide sequence S1 will have the length L1, S1=L1
L1=x*S+ (L-(y1+y2)) (7.4)

Ex. L1=2*GCAAGAGATAATTGT+(15-(8+1))=>
L1=GCAAGAGATAATTGTGCAAGAGATAATTGT + ( 6 nucleotide)=>
L1=GCAAGAGATAATTGTGCAAGAGATAATTGT +GCAAGA=>
S1=GCAAGAGATAATTGTGCAAGAGATAATTGTGCAAGA

=> S1=x*S+ (L-(y1+y2)) (7.5)
S1 will constitute the unique primer sequence (private key).
Step 4: According to CDMB, using an information conversion program Stefani
encodes the medical records of an individual in DNA data strand flanked by unique
primer sequences S1 and mixes it among other decoy DNA strands.
4.1: According to CDMB during the process of transcription Stefani cuts out the
introns from the data-encoded DNA, resulting in Encryption key 1. E1= starting and
pattern codes of introns, =>C1=E1(P), where P is plaintext and C is the
ciphertext.
4.2: Stefani translates the resulted spliced form of the data

E2= the codon amino acids mapping => C=E2(C1).

4.3: Stefani obtains the data-encoded protein after the translation process.
Step 5: Stefani sends to Otto through a public channel the encoded form of the
data.
Step 6: Otto then obtains the unique primer sequences that mark the beginning
and the end of secret data DNA strand hidden among the decoy strands.
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Comments: Otto will use programs that perform the reverse processes as those
performed by Stefani: simulating the transcription, splicing, and translation per the
Central Dogma of Molecular Biology (CDMB).

Step 7 Otto uses the key E2 to recover the mRNA form of the data from protein
form of the data. Decryption key D1=E2 => P1=D1(C).

Step 8: Otto recovers the DNA form of the data in the reverse order as Stefani
encrypted it. Decryption key D2=E1=> P=D2(P1).

Step 9: In this last step, Otto uses the information conversion program and reads
the medical record of the individual, (Hodorogea, Vaida, 2008).

In order to use this data for the decryption algorithm Otto needs to know the correct
start and end coordinates related to frames for each chromosome used in DNA
encryption.

Nowadays, the software applications dedicated to different domains must
respect many security elements. The DNA cryptography is used to implement
security facilities for software applications, including the use of blood analyses to
generate encryption keys. I provide my independent implementation of a DNA
Encryption (DNAE) system, based on the Central Dogma of Molecular Biology
(CDMB).
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8. Deriving DNA Cryptographic Keys

8.1 Deriving Asymmetric DNA Cryptographic Keys

I came with the novel idea for which I developed an algorithm,
implemented and tested: I used Bioinformatics and the mathematics of Evolutionary
Models based on mathematics of the Probability Theory for deriving the asymmetric
cryptographic keys for use in public-key cryptography called, DNA Cryptographic
Keys for use in the DNA Encryption (DNAE), based on the Central Dogma of
Molecular Biology (CDMB).

The derivation of asymmetric cryptographic keys is based on the
mathematical functions of probability theory and the complexity to compute the key
for a cryptanalyst is NP complete.

The complexity of breaking the algorithm with brute force attack is
proportional with the quantity of possible keys depending exponential of the key
length, [27].

In my case the length of the key is n and the complexity of breaking by brute force

attack is: O(2")
My algorithm implementation steps:

e 15 Step of implementation:
I came with the novel idea to develop an algorithm, for extracting all DNA
coding sequences for all genes from Human Genome

o 2" Step of implementation:
I developed, implemented and tested the algorithm proposed in first step I
extracted all DNA coding sequences for all genes from Human Genome.
I came with the novel idea to develop an algorithm which I implemented
and tested: I extracted all DNA coding sequences with the same function
(orthologus), during evolution as in Human Genome, from genomes of six
more species.
For the exemplification in the thesis I used only the genomes of two more
species: Taurus Genome, and Dog Genome labeled in genomics as
bosTau (Taurus) and Can(Dog).
Orhtologus coding regions have the same function in all related species
(Human, Taurus, Dog), during evolution and selection process.

e 3" Step of implementation:

Multiple alignments provide a way to compute evolutionary distances
needed to compute the philogenetic tree.

I developed and implemented a software pipeline for multiple alignments
for the DNA coding regions of the same gene from two more chosen
genomes with respect to Extracted Human DNA Coding Sequences.

In order to perform multiple alignment I need the most accurate tool for the
multiple sequence alignment ProbCons is the best tool to perform the
multiple alignments with the best accuracy but to make use of ProbCons I
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need to calculate and compute best parameter set of the data I will use in
the multiple sequences alignments.

The parameter set used by ProbCons for multiple sequences alignments
must be calculated based on the extracted orthologus DNA coding
sequences in chosen genomes: Human, Dog and Taurus, [60].

e 4™ Step of implementation: Calculating the best parameter set for
performing multiple alignments.
I implemented a software tool to train ProbCons tool in order to obtain the
best parameter set which I use in the 3™ step for performing multiple
alignments.
The best alignment for coding regions (DNA Cryptographic Keys Sequences),
of the same gene, from related chosen species, with respect to Human DNA
can be realized only with a trained best parameter set of ProbCons tool. The
software uses my obtained coding sequences from 1% and 2™ step of
implementation.
ProbCons tool, a pair-hidden Markov model-based on progressive alignment
algorithm that primarily differs from most typical approaches in its use of
maximum expected accuracy.

o 5% Step of implementation
I developed and implemented software to calculate the Evolutionary Model
Philogenetic tree related to my chosen species and the branches length
during evolution for every chosen species, [60].
Golding and Felsenstein (1990), Halpern and Bruno, (1998) have shown
that mutation limit of the standard Kimura-Ohta Theory, one can uniquely
determine substitution rates in terms of the mutation rates and the
equilibrium frequencies w. In particular, if r is the rate of substitution from a
base a to a base b at position /i, u is the rate of mutation from a to b and w
is the equilibrium frequency of nucleotide i, at this position, [25], [48],
[83].

o 6 Step of implementation

I developed and implemented a software pipeline by which I computed the
asymmetric DNA Public/Private Keys. Public-key algorithms are based on
mathematical functions, rather than on substitution and permutation and
involve the use of two separate keys in contrast to symmetric encryption.

In Table 3, Second Colum (C2) model represents the computed DNA Public
Keys, with respect to Colum C1, assumes substitution rate model which is
calculated by the branch lengths of the phylogenetic tree and a vector of
nucleotide frequencies, (Table 3) and represents the public keys.

o 7' Step of implementation
I developed and implemented a software pipeline by which I computed the
DNA Private Keys. The third Colum (C3) assumes that at a given position,
the substitution rates are altered during due to specific selection preferences
for a certain base. The last Colum is the ratio C3/C2 and represents the
private key, (Table 3).
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Description of the 1% Step of implementation

I proposed a novel idea and I developed an algorithm where I use the
mathematics of Evolutionary Models Based on probability theory to implement an
algorithm for Deriving the DNA Cryptographic Keys for the use in public key
encryption system.

Mathematical Metrics for the Encryption System:
Modern Cryptography is based on fundamental results of mathematics such as
probability theory, information theory, theory of numbers and complexity of
algorithms.

An encryption system in modern cryptography is defined as a structure of
five elements (8.7)(P, C, K, E, D), [29].
Where P is the space of the text in readable format:

P={pt/pteT"} and T={0,1} (8.1)

K is the space of encryption keys keK
The encryption function dependent of keys and encryption algorithm:

E :P—>CE ={e/e(pt)=ct} (8.2)
The decryption function dependent of keys and decryption algorithm D
D,:C—>P,D,={d, /d, (e(pt))=tVte P} (8.3)
The space of encrypted messages:
C={ct/JFkeK,acP,ct=E, (a)} (8.4)

Shanon defined exactly the mathematical model for the Security of the Encryption
System.

Cryptanalyst’s work consists in determining the key K, the text T, or both at the
same time.

1. The entropy of the encryption is a measure of the keys space equal to, [108]:

H(k)=log, K (8.5)

For a message of the length n, the quantity of the different keys which decipher the
encrypted text in the texts language is determined with the equation, [108]:

P | (8.6)
Shannon defined the unicity distance U, which is called unicity point:
H(k
U=L (8.7)
D

2. The unicity distance is a probabilistic metrics allowing evaluating the minimal
quantity of encrypted text for which decryption through brute force attack exists
probably only one decryption method. As greater the unicity distance better is the
encryption system, [106].
3. The theory of complexity ensures the analyses methodology of computing
complexity for different encryption algorithms.
The complexity of an algorithm is determined by the computing power needed for
algorithm execution characterized by two parameters:

T -temporal complexity
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S -space complexity
Both parameters are presented as a function of variable n, where n is the measure
of input data. Existing algorithm has a polynomial complexity:

o’ ™) (8.8)

Where t is a constant greater than 1 and f(n) is a polynomial function of variable n.

The exponential algorithms which have this complexity where c is a constant
and f(n) grows faster than the constant and slower than a linear function are called
suprapolinominal algorithms.

If the cryptanalysis algorithm for breaking an encryption algorithm has a
suprapolinomial complexity the encryption algorithm is ideal, [29].
It is impossible to demonstrate if it has not been founded a cryptanalysis algorithm
with polynomial complexity.
The complexity of breaking an algorithm with brute force attack is proportional with
the quantity of possible keys depending exponential of the key length.
In my case the length of the key is n and the complexity of breaking by brute force
attack is:
The derivation of cryptographic keys is based on the mathematical function of
probability theory and the complexity to compute the key is NP complete.

Mathematical metrics for molecular evolution

A DNA sequence is a representative of its species and the branch length
corresponds to the evolutionary distance in time, [96].
Selective pressure is the differences between sequences. Thomas Hunt Morgan
defined genes as a genetic unit encoding a trait.
The locus is the position on the chromosome where a particular trait is encoded
I describe the population at a time t by the frequencies:

P(A,t) and P(a,t)=1-P(A,t) (8.10)
To calculate P(A,t+1)given P(A,t) where:
P(A t+1)=G (8.11)

G represents the change (Reproduction, mutation, etc)
The selection after t generation is:

| LDy pey 0)
P(A,t)= F(4) P(4,0) - Fla)
T F(A)P(4,00+ F(a) P(a,0)  (F(4)Y P(4,0)+ P(a,0)
F(a) ’ ’

(8.12)
Fisher’s Theorem of Selection
For different genotypes g with frequency P(g,t) in the population time t:
f(g) is the fitness of genotype g and the average fitness at a time ¢ is given by

S/ (g)P(g,1)
P(g.1+1) = ~&>1)
S ) Pe D

(8.13)

The fitness at a time (t+1) is
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YL@ Pen (1)
> [r@)] P (1),

(8.14)

(£) =2, F(@P(g.t+1) =

Theorem:

o )Y vann
() =(f),= R

(8.15)

To extract from the Human Genome all Coding DNA Sequences it is
assumed that the many loci in the chromosomes of an organism code for a
particular trait and all are under selection.

For each locus is a type of highest fitness that population has. There are
also multiple alleles present in the population (polymorphism) at almost every
locus. The Polymorphism is maintained by selection.

One hundred of amino acids correspond to 300 base pairs of DNA and there
are 4 billion base pairs in the DNA of a mammalian genome making the process of
extracting from public available database all DNA coding sequences for all genes
from Human genome a very complex and difficult one as the data are limited and
available only in the .txt format, (Fig.28).

UCSC Genome Bioinformatics

Genomes Blat Tables Gene Sorter PCR Proteome FAQ Help

Genome About the UCSC Genome Bioinformatics Site
Browser This site contains the reference sequence and working draft assemblies for a large collsction of genomes. It also provides a portal to
e the ENCODE project.
ENCODE
; TWe encourage vou to explore these sequences with our tools. The Genome Browser zooms and scrolls over chromosomes. showing
Blat the work of annotators worldwide. The Gene Sorter shows expression, homology and other information on groups of genes that can
- be related in many wavs. Blat quickly maps vour sequence to the genome. The Table Browser provides convenient access to the
Table underlying database. VisiGene lets vou browse through a large collection of iz sify mouse and frog images to examine expression
Bro v patterns.
Gene Sorter
= News News Archives b
n Silico PCl L - X
! e To receive announcements of new genome assembly releases, new software featres, updates and training seminars by email,
VisiGene subscribe to the genome-announce mailing list.
: 18 January 2006 - /#. sechelfrs Browser Released
Proteome

Browser The October 2005 D. sechellia assembly (UCSC version droSecl) is now available in the UCSC Genome Browser. This version
_ was sequenced and assembled by the Broad Institute of MIT and Harvard.

Utilities

Downloads of the droSec! data and annotations can be obtained from the UCSC Genome Browser FTP server or Downloads page.
Downloads The initial set of droSecl annotation tracks were generated by UCSC.

: Many thanks to the Broad Institute for providing the sequence and assembly of this genome The UCSC D. sechellia Genome
Release Log Browser was produced by Angie Hinrichs, Kadla Smith and Donna Karolchik. See the Credits page for a detailed list of the
|| oreanizations and individuals who conmributed to this release.

Custom

Tracks

11 January 2006 - 2. wyakuba Browser Update: The latest D. yvakuba assembly is now available in the
TCSC Genome Brawser Read more.

4 January 2006 — JF. perssimsiss Genome Browser Released: The UCSC Genome Bioinformatics

Fig. 28 UCSCC Genome Browser

In my case the only available data for HumanGenome (hg18) is refGene.txt,
which only contains the framesets for human chromosomes, the total number of
coding sequences in the given chromosome with the position where the coding
regions (exons) start and the position where they end, plus the correspondent gene
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where the given chromosome is located plus the location of the direction of the
fourth DNA Strand, positive or negative twisted DNA, (Fig. 29).

w" Applications Places System %@@g@ : 11534 Q)
[a]

chontoro@bc2-login01:~/TATIANA29

fle Edit View Terminal Tabs Help

1643 NM_0816459 chrd - 138751155 138753504 138751352 138753444 4 138751155,138751608, 138752048 , 138753267, Z
138751569, 138751719, 138752173, 138753504, ] MGC29506 pl  apl  2,2,0,0

1254 NM_ 138318 chrld - 87716206 876807008 87721631 876806886 7 87716206,87724063,87728320,87763471,87776799,

87799298,87806834, 87722252,87724206,87728507,87763632,67776917,87799648, 87807068, 0 KCNK1® cmpl  cmpl  8,1,0,1,6,1,0

606 NM_205837 chré_qbl hap2 + 2802211 2804275 2802676 2804106 3 2802211,2802563, 2803883, 2802303,2802681, 2804275, ]
LST1 cmpl cnpl -1,0,2,

1176 NM_0821257 chrld - 76801586 76807408 76802631 76807033 4 76801586,76804561, 76805310, 76806944, 76802

766,76804681,76805422, 76807408, 0 NGB cmpl  cmpl  0,0,2,0

186 NM_001080855  chrl2z - 119132632 119187946 119134499 119187815 12 119132632,119136627, 119136321, 119137010, 11913

7288,119137745,119143808, 119144734, 119145048, 119145903, 119146336, 119187802, 119134766,119136176, 119136403, 119137184, 119137459, 119137847, 119143944, 1191

44936,119145185, 119146019, 119146563, 119187946, 0 PXN  cmpl  empl  0,1,0,0,0,0,2,1,2,0,1,0

163 NM_144664 chrll - 95141753 95162602 95144372 95162290 10 95141753,95148733,95151633, 95152418, 95152690,

95155876,95158930,95160435, 95161310, 95162203, 95144462 ,95148835,95151769, 95152499, 95152738, 95156076, 95159086, 95160490, 95161375, 95162602, ] FA

m768 cmpl  capl  0,0,2,2,2,0,0,2,0,0

984 NM_885176 chrlz - 52345210 52356376 52345364 52356243 5 52345210,52349198,52349921, 52352626, 52356103,

52345479,52349392, 52349999, 52352696, 52356376, 6 ATPSG2 cmpl  cmpl  2,0,0,2,8
176 NM_005246 chrs + 108111421 108551272 108161782 108551175 20 108111421,108131692, 108161723, 108196369, 10819

9307,108231366,108234964, 108235692, 108246995, 108261258, 108309729, 108318328, 108322824, 108401021,108408279, 108410703, 108463995, 108544346, 108549799, 108551032,
108111660,108131838, 108161989, 108196543, 108199407, 108231550, 108235102, 108235812, 168247118, 168261448, 168309822, 108318532, 108322947, 108401678, 108408395

,108410798, 108464119, 168544501 , 168549922, 108551272, 0 FER  ampl  cmpl  -1,-1,6,0,0,1,2,2,2,2,0,0,6,8,6,2,1,2,1,1
21 172244 s+ 155686344 156117648 155689164 156117365 8 155686344, 155689121, 155704076, 155868188, 15594
8818, 155954519, 156087051, 156117169, 155686820, 155689167, 155704265, 155868298, 155948086, 155954639, 156067124, 156117648, 9 S6cD cmpl o
pl -1,6,8,0,6,1,1,2

180 NM_153712 2+ 112956213 113006693 112956392 113062843 7 112956213,112959964, 112968190, 112975253, 11297
6959,112994329, 113002728, 112956549, 112060043, 112968423, 112975389, 112977229, 112994473, 113006693, 8 L cpl ol 0,1,2,1,2,2,2

123 M 181042 a3 - 52554407 52688779 52557118 52688767 23 52554407,52550476, 52559862, 52570822, 52572338

52573105,52585596,52588109, 52595480, 52596408, 52598125, 52612576, 52618368, 52624406, 52626317,52636328, 52637949, 52643657, 52651009, 52652303, 52653759, 52657399, 5266

0797,52667254,52671188, 52677553, 52687555, 52688629, 52557291,52559693,52559873, 52571024, 52572549, 52573289, 52585754 , 52588255, 52595744, 52596566, 52598311, 5261

2788,52619011,52624512, 52626594, 52636426,52638091, 52643871 ,52651101, 52652399, 52653845, 52657498, 52660866, 52667371,52671332,52677701, 52687653, 52688779, (]
PBRM1  cmpl  cmpl  1,6,1,6,2,1,2,0,0,1,1,2,1,0,2,6,2,1,2,2,0,0,0,0,0,2,0,0,

261 NM_0O1086530  chr2 ¢ 197212600 197305775 197212735 197305531 b 197212600, 197219309, 197220601, 197229926, 19723
1760, 107238535, 197239687, 107242801, 107245313, 197247269, 197249111,197249522, 197256261, 197268014, 17274877, 197285113, 107285645, 197201471, 197292465, 197293543, 19
7294499,197298941, 197362161, 197302761, 197302925, 197303827, 197305081, 197305414, 197212747,197219473, 197229822, 197230105, 197231829, 197238652, 197239817, 1
97242845, 197245406, 197247317, 197249236, 197249700, 197250330, 197268128, 197274149, 197285221, 197285708, 197291600, 197202635, 107293637, 197204660, 197299068, 19736235
6,197302838, 197383087, 197303914, 107305121, 197305775, 0 €Coc156 copl  copl  6,6,2,1,8,0,0,1,0,6,0,2,0,0,8,8,0,8,8,2,6,2,0,0,0,0,0,0

1189 WM 173528 hrls s 79213698 79228571 79213725 79227929 7 79213698, 79214665, 79215911, 79217446, 79223057
79227253,79227733, 79213794,79214755, 79216144, 79217531, 79223216, 79227327, 79228571, 0 (150126 apl  cmpl  6,0,0,2,0,0,2

181 WM 173521 g - 113488721 113585600 113488870 113583095 2% 113488721, 113493651, 113495899, 113496331, 11358

2054,113504205,113505981, 113507347, 113508668, 113509955, 113515200, 113516545,113520284, 113524509, 113525802, 113529733, 113540380, 113543576, 113548334 , 113550192, 11
3558425,113560184, 113560795, 113577891, 113583030, 113585488, 113488971,113494612, 113496049, 113496463, 113502148, 113504327, 113506093, 113507465, 113508847, 11351
0025,113515273,113516724, 113520389, 113524686, 113526012, 113530150, 113540623, 113543671, 113548443, 113550300, 113558579, 113560296, 113560949, 113578076, 113583118, 11

3585600, @ oorfe4 cmpl  cmpl  1,0,0,0,2,0,2,1,2,1,8,1,1,1,1,1,1,2,1,1,0,2,1,2,0,-1

220 NM_173515 chré - 154768124 154873445 154769179 154872940 13 154768124,154773168, 154773759, 154777124, 15478

5331,154785740,154798953, 154793297, 154796291, 154804117, 154804913, 154812920, 154872888, 154769478,154773258, 154773968, 154777249, 154785478, 154785809, 154791 | |

013,154793417, 154796333, 154804205, 154805116, 154813084, 154873445, ] CNKSR3 cmpl — cmpl  1,1,2,0,0,0,0,0,0,2,0,1,0

1001 NM_182546 chr?  + 54577512 54604442 54577917 54604272 5 54577512,54579808, 54582133, 54585020, 54604195,
54577996, 54579975, 54582184, 54585357, 54604442, @ VSTHZA cmpl  cmpl  8,1,0,8,1

665 NM_803826 chrlg  + 10515872 10542762 10516099 10540217 12 10515872,10520766,10522707,10523532, 10524462,

10529758, 10529984, 10530325, 10536322, 10538205, 10538963, 10540073, 10516155, 16520834 , 10522792, 10523550, 10524493, 10529868, 18530051, 18530396, 10536401, 10538375,

10539693,10542762, @ NAPG  cmpl  cmpl  0,2,1,2,2,8,2,6,2,8,2,0

265 NM_001080124 chrz ¢ 201806410 201860679 201839454 201859562 9 201806410,201806983, 201839428, 201844483, 20184

5605,201847856,201849794,201857783, 201859426, 201806522,201807080, 201839759, 201844589,201845744, 201847921, 201849936, 201858285, 201860679, ] CA

5P8  cmpl cmpl -1,-1,6,2,6,1,8,1,2,

refGene. txt B

@ “i Chnﬂinm@bc?-m“.“ﬂ chontcro@bcz-\o...u [Pert - The Comp\‘..H & Professional Perl ... H [Quick Referenc... H [McGraw Hill Linu... |[ﬁ Human chr5:138. .

Fig. 29 Full set of human chromosomes with correspondent numbers of coding
regions

A big constraint and problem is that in the given .txt file the start and end
coordinates of coding regions are not given correct with respect to frames of DNA
and based only on this coordinates it is impossible to extract the DNA coding
sequences for all human genome coding regions, making the process of extracting
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(from public available database) all DNA coding sequences for all genes from Human
genome a difficult and complex process.

As an example I present the first top gene from Fig.29 labeled gene
NM_016459. The gene is located in chromosome Nr. 5(chr 5) and contains
4 exons (coding regions), given to me by the number 4 which I colored in red, the
blue numbers indicate to me the approximate coordinate positions where exons
start and the green numbers indicates me the approximate coordinates positions
where exons end. This means that the start and ending positions are not correlated
to frames of reading the DNA. The genetic code reads DNA sequences in groups of
three base pairs, which means that a double-stranded DNA molecule can read in any
of six possible reading frames, three in the forward direction and three in the
reverse.

The pink minus sign shows the location of given exons on the fourth DNA
twisted strand.

Ex:
1643 NM_016459 chr5 - 138751155 138753504 138751352 138753444 4
138751155, 138751608, 138752048, 138753267

To extract the correct DNA coding sequences from Human Genome I needed
to develop and implement a new algorithm to determine the correct start and end
coordinates correlated to DNA reading frames.

- I developed an algorithm to extract the correct DNA coding sequences start and
end coordinates correlated to DNA reading frames.
-For this I implemented the software named: ExtractRegionsRefGene.pl, (Fig.30),

The software extracted in a flat file named 1st List_ValidGene_Coordinates,
(Fig.32) the correct DNA coding sequences start and end coordinates correlated to
DNA reading frames for Human genome in the following format:

Chromosome number, Start Coordinate, End Coordinate, Strand, Gene
Label (fig.32)

Ex: Chr5 87724064 87724204 -

NM_130318
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" Applications Places System %@Q@ 223PM @

chontoro@hc2-login0L:~/TATIANA29

File Edit View Terminal Tabs Help

606 NM 205837 chrb qbl hap2  + 2862211 2804275 2802676 2804106 3 2802211,2802563, 2803883, 2802303,2802681,2804275, ]
LS capl  cmpl  -1,0,2,

1170 M 821257 crld - 76801586 76807408 76802631 76807033 4 76801586, 76804561,76805310, 76806944, 76802

766,76804681,76805422, 76807408, 0 NGB cmpl  cmpl  8,6,2,8,

186 KM 001886855  chrl2 - 119132632 119187946 119134499 119187815 12 119132632,119136027, 119136321, 119137610, 11913

7288,119137745,119143808, 119144734, 119145048, 119145903, 119146336, 119187802, 119134766,119136176, 119136403, 119137184, 119137459, 119137847, 119143944, 1191

44936, 119145185, 119146019, 119146563, 119187946, 0 PXN copl  cmpl  0,1,0,8,6,0,2,1,2,0,1,8,

163 NM 144664 crll - 95141753 95162602 95144372 95162290 16 95141753, 95148733, 95151633, 95152418, 95152690

95155876,95158930, 95166435, 95161310, 95162203, 95144462 95148835, 95151769, 95152499, 95152738 95156076, 95159086, 95160498, 95161375, 95162602, 0 FA

M76B cmpl  cmpl  0,0,2,2,2,0,0,2,0,0,

984 NM 805176 arlz - 52345210 52356376 52345364 52356243 5 52345210, 52349198, 52349921, 52352626, 52356103,

52345479,52349392, 52349999, 52352696, 52356376, @ ATPSG2 cmpl  cmpl  2,0,0,2,0,

176 NM 805246 ars o+ 108111421 108551272 108161782 108551175 20 108111421,108131692, 108161723, 108196369, 10819

9307,108231366, 108234964, 108235692, 108246995, 108261258, 108309729, 108318328, 108322824, 108401021, 108408279, 108410703, 108463995, 108544346, 108549799, 108551032,
108111600,108131838, 108161989, 108196543, 108199407 106231550, 108235102, 108235612, 108247118, 108261448, 108309822, 108318532, 108322947, 108401078, 108408395

,108410798, 108464119, 108544501, 108549922, 108551272, 0 FER  copl  opl  -1,-1,0,0,0,1,2,2,2,2,0,0,0,0,0,2,1,2,1,1,
21 M 172244 ars o+ 155686344 156117648 155689164 156117365 L] 155686344, 155689121, 155704076, 155868188, 15594
8818,155954519, 156007051, 156117169, 155686820, 155689167, 155704265, 155868290, 155948906, 155954639, 156007124, 156117648, 0 560 capl

pto -1,0,8,0,0,1,1,2,

180 WM 153712 a2+ 112956213 113006693 112956392 113002843 7 112956213,112959964, 112968190, 112975253, 11297
6959,112094329,113002728, 112956549, 112960043, 112968423, 112975389, 112977229, 112994473, 113006693, 0 T oompl  cmpl  90,1,2,1,2,2,2,

123 Nw 181042 ar3 - 52554407 52688779 52557118 52688767 28 52554407, 52559476, 52559802, 52570822, 52572338,
52573105, 52585596,52588109, 52595480, 52596408 , 52598125, 52612576, 52618368, 52624406, 52626317, 52636328, 52637949, 52643657, 52651009, 52652303, 52653759, 52657399, 5266
0797,52667254, 52671188, 52677553, 52687555, 52688629,  52557291,52559693, 52559873, 52571024, 52572549, 52573289, 52585754, 52588255, 52595744, 52596566, 52598311, 5261
2788,52619011, 52624512, 52626594, 52636426, 52638091, 52643871, 52651101, 52652399, 52653845, 52657498, 52660866, 52667371 52671332, 52677701, 52687653, 52688779, @

PBRMI cmpl  cmpl  1,6,1,0,2,1,2,0,0,1,1,2,1,0,2,0,2,1,2,2,0,0,0,0,8,2,0,0,

261 NM 001080539  chrz  + 197212600 197305775 197212735 197305531 28 197212600,197219309, 197229601, 197229926, 19723
1760,197238535,197239687, 197242801, 197245313, 197247209, 197249111, 197249522, 197256261, 197268014, 197274077, 197285113, 197265645, 197291471, 197292465, 197293543, 19

7294490,197298941,197302161, 197302761, 197302925, 197303827, 197305001, 197303414, 197212747,197219473, 197229822, 197230105, 197231829, 197238652, 197239817, 1
97242845,197245406, 197247317, 197249236, 197249700, 197250330, 197268128, 197274149, 197285221, 197285708, 197291600, 197292635, 197293637, 197294660, 197299068, 19730235
6,197302630,197303087, 197303914, 197305121, 197305775, 0 (CDC150 cmpl  cmpl  0,0,2,1,0,0,0,1,0,0,0,2,0,0,0,0,0,0,0,2,0,2,0,0,0,0,0,0,

1189 NM_173528 trls + 79213698 79228571 19213725 79227929 7 79213698, 79214665, 79215911, 79217446, 79223057,
79227253,79227733, T9213794,79214755,79216144, 79217531, 79223216, 79227327, 79228571, 0 (150rf26 apl  opl  0,0,0,2,0,8,2,

181 NM.173521 arg - 113488721 113585600 113438870 113583095 26 113488721,113493651, 113495899, 113496331, 11350

2054,113304205, 113505981, 113507347, 113508668, 113509955, 113515200, 113516545, 113520284, 113524509, 113525692, 113529733, 113540380, 113543576, 113548334, 113550192, 11
3558425,113560184, 113560795, 113577691, 113583030, 113585488,  113488071,113494612, 113496049, 113496463, 113502148, 113504327, 113506093, 113507465, 113506847, 11351
0025,113515273, 113516724, 113520389, 113524686, 113526012, 113530150, 113540623, 113543671, 113548443, 113550300, 113558579, 113560296, 113560949, 113578076, 113563118, 11
3585600, @ (9orf4 copl  copl  1,0,0,0,2,0,2,1,2,1,6,1,1,1,1,1,1,2,1,1,0,2,1,2,0,-1,

200 NW_173515 are - 154768124 154873445 154769179 154872940 13 154768124,154773168, 154773759, 154777124, 15478
5331,154785740, 154790953, 154793297, 154796291, 154304117, 154804913, 154812920, 154872888, 154769478, 154773258, 154773968, 154777249, 154785478, 154785809, 154791
013,154793417, 154796333, 154804205, 154805116, 154813084, 154873445, 0 CNKSR3 cmpl  copl  1,1,2,0,0,0,0,0,0,2,0,1,0,

1001 NM 182546 rl 4 54577512 54604442 54577917 54604272 5 54577512, 54579808, 54582133, 54585020, 54604195,
54577996, 54579975, 54582184, 54385357, 54604442, 0 VSTH2A cmpl  cmpl  0,1,0,0,1,

665 NM 003826 chrlg + 10315872 10542762 10316099 10240217 12 10515872,10520766, 10522707, 10523532, 10524462, | |

10529758, 18529984, 18530325, 10536322, 10538205, 10538963, 10540073, 10516155, 10520834, 10522792, 10523550, 10524493, 10529868, 10530051, 18530396, 10536401, 10538375,
10539093, 10542762, @ NAPG  copl  compl  0,2,1,2,2,0,2,8,2,0,2,0,

265 NM Deloselzd  chrz o+ 201806410 201860679 201839454 201859362 L] 201806410, 201806983, 201839428, 201844483, 20184
5605, 201847856, 201849794, 201857783, 201859426, 201806522, 201807080, 201839759, 201844589, 201845744, 201847921, 201849936, 201858285, 281860679, ] A
P cmpl  cmpl  -1,-1,0,2,8,1,8,1,2,

[chontoroBoc2-Logingl TATIANA29]S emacs ExtractRegionsRefGene.pl

[chontoro@oc2-login@l TATIANA29]S 1s

ExtractRegionsRefGene.pl ExtractRegionsRefGene.pl- refGene, txt

[chontoroBoc2-Logingl TATIANA291S chmod U+ ExtractRegionsRefGene.pl

qind1 TATIANAZ9]S perl -w ExtractReqionsRefGene.pl refGene.txt > Ist Li dGene Coordinates

[+]

- B chortoro@oc2-ogin. || @ chontor@bcz-ogrn...| - [Pen-The Compete. | McGrautiLinurgl.. | 9 uman chs:13875.. | (anAZ) Wl

Fig. 30 Creating the list with valid coordinates
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w" Applications Places System %@Q@@ 2300 )

‘chontoro@hc2-login0L:~TATIANA29 X

Fle Edt View Terminal Tabs Help

6959,112994329, 113062728, 112956549,112968043, 112968423, 112975389, 112977229, 112994473, 113006693, @ L copl — cmpl  0,1,2,1,2,2,2

123 NH_181042 chr3 - 52554407 52688779 52557118 52688767 28 52554407,52559476, 52559802 52570822, 52572338

52573105,52585596,52588169 52595480, 52596408, 52598125, 52612576, 52618368, 52624406, 52626317, 52636328, 52637949, 52643657, 52651009, 52652303, 52653759, 52657399, 5266

0797,52667254,52671188,52677553,52687555,52688629,  52557291,52559693,52559873, 52571024, 52572549, 52573289, 52585754 52588255, 52595744, 52596566, 52598311, 5261

2788,52619011,52624512, 52626594, 52636426, 52638091, 52643871, 52651101, 52652399, 52653845, 52657498, 52660866, 52667371, 52671332, 52677701, 52687653, 52688779, 0
PBRMI  capl  cmpl  1,0,1,0,2,1,2,0,0,1,1,2,1,0,2,0,2,1,2,2,0,0,0,0,0,2,0,0

[»]

261 NH_001086539  chr2  + 197212660 197305775 197212735 197305531 28 197212660,197219309, 197229601, 197229926, 19723
1760, 197238535, 197239687, 197242801, 197245313, 197247209, 197249111, 197249522, 197250261, 197268014, 197274077, 197285113, 197285645, 197291471, 197292465, 197293543, 19
7294490, 197298941,197362161, 197302761, 197302925, 197303827, 197305001, 197305414, 197212747,197219473, 197229822, 197230105, 197231829, 197238652, 197239817, 1
97242845,197245466, 197247317, 197249236, 197249700, 197250330, 197268128, 197274149, 197285221, 197285708, 197291600, 197292635, 197293637, 197294660, 197299068 , 19730235
6,197302830, 197303087, 197303914, 197305121, 197305775, (] ccoc1se cmpl  copl  @0,0,2,1,0,6,0,1,0,0,0,2,0,0,0,0,0,6,0,2,6,2,0,0,0,0,0,0

1189 NM 173528 chrls  + 79213698 79228571 19213725 79227929 7 79213698, 79214665,79215911, 79217446, 79223857
79227253,79227733, 79213794,79214755,79216144, 79217531, 79223216, 79227327, 79228571, 0 (150126 apl  cmpl  6,0,0,2,0,0,2

181 NM_173521 chrd - 113488721 113585600 113488870 113583895 26 113488721, 113493651, 113495899, 113496331, 11350

2054,113504205, 113505981, 113507347, 113508668, 113509955, 113515200, 113516545,113520284, 113524509, 113525892, 113529733, 113540380, 113543576, 113548334, 113550192, 11
3558425,113560184, 113560795, 113577891, 113583030, 113585488,  113488971,113494612, 113496049, 113496463, 113502148, 113504327, 113506093, 113507465, 113508847, 11351
0025,113515273, 113516724, 113520389, 113524686, 113526012, 113530150, 113540623, 113543671, 113548443, 113550300, 113558579, 113560296, 113568949, 113578076, 113583118, 11
3585600, 0 C9orf84 cmpl  cmpl  1,0,0,6,2,0,2,1,2,1,0,1,1,1,1,1,1,2,1,1,0,2,1,2,0,-1

20 NM_173515 chre - 154768124 154873445 154769179 154872940 13 154768124, 154773168, 154773759, 154777124, 15478

5331,154785740, 154790953, 154793297, 154796291, 154804117, 154804913, 154812920, 154872888, 154769478, 154773258, 154773968, 154777249, 154785478, 154785809, 154791

013,154793417, 154796333, 154804205, 154805116, 154813084, 154873445, (] CNKSR3 cmpl  cmpl  1,1,2,6,0,0,0,0,0,2,0,1,0

1001 NM 182546 chr? o+ 54577512 54604442 54577917 54604272 5 54577512,54579808, 54582133, 54585020, 54684195
54577996,54579975, 54582184, 54585357, 54604442, 0 VSTM2A capl  cmpl  0,1,0,0,1

665 NH_083826 chrl8 + 18515872 10542762 16516099 10540217 12 10515872, 10520766, 10522707, 10523532, 10524462

10529758,10529984, 16536325, 10536322, 10538295, 10538963, 10540073, 10516155, 10520834, 10522792, 10523550, 10524493, 10529868, 10530051, 10530396, 10536401, 10538375,
10539093, 10542762, @ NAPG  cmpl  cmpl  0,2,1,2,2,0,2,0,2,0,2,0

265 hM 001080124  chr2  + 201806418 201860679 201839454 201859562 9 201806410,201806983, 201839428, 201844483, 20184
5605,201847856, 201849794, 201857783, 201859426, 201806522,201807080, 201839759, 201844589, 201845744, 201847921, 201849936, 201858285, 201860679, ] A
SP8 cmpl  cmpl  -1,-1,0,2,0,1,0,1,2

[chontoro@bc2-login@l TATIANA29]S emacs ExtractRegionsRefGene.pl
[chontoro@bc2-logingl TATIANAZ29]S 1s

ExtractRegionsRefGene.pl ExtractRegionsRefGene.pl~ refGene.txt

[chontoro@ in@ §perl -wE L 1st List ValidGene Coordinate:
Global symbol "$s15" requires explicit package name at Ex RegionsRefGene.pl line 59
1 aborted due to compilation errors.
§ emacs Ext

2st_List ValidGene Coordinates

t List ValidGene Coordinates EXtractReglonsRefGene.pl EXtractReglonsRefGene.pls refGene.txt M
s § less 2st List ValidGene Coordinates
chrs 138751609 138751718 - M 016459

chrs 138752849 138752173 : N 816459

chrld 87724064 87724204 - N 138318

chrld 87728321 87728507 - N 138318

chrld  §7763472 87763630 - N1 138318

chrld 87776800 87776917 s N 138318

chrld 87799209 87799546 : N 138318 &
chrl4 76804562 76804581 < N 021257

chrld 76805311 76805421 : N 021257

chrl2 119136828 119136174 : N 081080855

chrl2 119136322 119136463 : M 081080855

chrl2 119137811 119137184 - M 01080855

chrl2 119137289 119137459 - N 081080855 =
& | & chontoro@bc2-4o... | B chontoro@be2-...| * [Peri- The Compl...| - [McGrawHilLinu...|  [Human chvs:13... | [ (TATANA29] | ) [getindex vapl- .| B E

Fig. 31 Correct data set related to each human chromosome
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i .chontoro@hc2-login01:~/TATIANAZ9

Fle Edit View Terminal Tabs Help
chrl4 87724064 87724204 - NM_138318 14
chrl4 87728321 87728507 - NM_138318
chrl4 87763472 87763630 - NM_138318
chrl4 87776800 87776917 - NM_138318
chrl4d 87799299 87799646 - M 138318
chrld 76804562 76804681 - NM 821257
chrld 76805311 76805421 - NM_821257
chrl2 119136028 119136174 - NM_ 001080855
chrl2 119136322 119136403 - NM_ 601080855
chrl2 119137611 119137184 2 NM_ 001080855
chrl?2 119137289 119137459 - N 8010680855
chrl2 119137746 119137847 - NM_ 001080855
chrl2 119143809 119143943 - N 001080855
chrl2 119144735 119144934 2 N 001680855
chrl2 119145049 119145184 = NM_001080855
chrl2 119145904 119146019 ] N 001080855
chrl2 119146337 119146561 - N 001080855
chrll 95148734 95148835 - NM_144664
chrll 95151634 95151768 - NM_144664
chrll 95152419 95152498 - NM_144664
chrll 95152691 95152737 - N 144664
chrll 95155877 95156076 - NM_144664
chrll 95158931 95159086 - NM_144664
chrll 95160436 95160489 - N _144664
chrll 95161311 95161375 - 144664
chrl2 52349199 52349392 - NM_005176
chrl? 52349922 52349999 - NM_065176
chrl2 52352627 52352695 - NM_005176
chrS 108196370 108196543 + N1 _005246
chr5 108199308 108199407 - 065246
chr5 108231369 108231550 + NM_005246
chr5 108234966 108235102 + NM_005246
chr5 108235694 108235812 + NM_005246
chr5 108246997 108247118 + NM_005246
chrS 108261260 108261448 + NM_005246
chr5 168369730 108309822 - NM_ 885246
chr5 168318329 108318532 - M 865246
chr5 108322825 108322947 + M 085246
chrb 168461622 108401078 + NM_005246
chrs 168468280 108408395 + M 005246
chr5 108416705 108410798 + NM 805246
chr5 108463998 108464119 + NM_ 005246
chr5 108544348 108544501 + N 805246
chr5 168549802 108549922 - NM 085246
chr5 155704077 155704265 - WM 172244
chrs 155868189 155868290 + NM 172244 .
chri 155948819 155948906 + NM_172244
chri 155954522 155954639 + NM_172244
chrs 156007054 156007124 + NN 172244
112 67 112960043 NM_153712
112968192 9 M 153712
[chontoro@bc2-loginGl TATIANA29]S we -1 2st List ValidGene Coordinates
228794 2st List ValidGene Coordinates
chontoro@bc2-login@l TATIANA29]S I

E‘ = chonmm@bcz-mgmomH a chontom@bc?-\cginO...H [Perl - The Complete ... u [McGraw Hill Linux.pl... H ¢ [Human chr5:138,75... H [ [getindex_vd pl - em... \W .

Fig. 32 Human data set related to each human chromosome

Having the correct start and end coordinates for each coding sequence of
entire human genome I proceeded to develop an algorithm which I implemented: to
extract the DNA coding sequences for all coding regions from entire human genome.

My file with all extracting coding regions for the entire Human genome
contains, (Fig.32) highlighted in black: 228794 lines in printable format 3751 pages

BUPT
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a very big amount of data meaning that the amount of data for corresponding
coding sequences will be enormous.

" Applications Places System %@@@@ 2:49PM @
] chontoro@he2-login01:~/TATIANAZY BB
Fle Edt View Terminal Tabs Help

chrld 87776800 87776917 - NM 138318 Z
chrld 87799299 87799646 - NM 138318

chrld 76804562 76804681 - N 621257

chrl4 76805311 76805421 - N 621257

chrl2 119136028 119136174 - N 001680855

chrl2 119136322 119136403 2 NM 001080855

chrl2 119137011 119137184 3 N1 001080855

chrl2 119137289 119137459 z NM 001080855

chrl2 119137746 119137847 - NM_001080855

chrl2 119143809 119143943 - N 001080855

chrl2 119144735 119144934 - N 001080855

chrl2 119

ExtractRandomChromosomes fromListValidGeneCoord.pl - emacs@bc2-login01,be2. unibas,ch (on E:Z-Ioganl,hcz.unlhas.:hj

crl2 11914

chrl2 11914 il Edit Options Bufiers Tools Help
chrll 9514

chrll 95150@){@@%%%@3®a@?
chrll 9515
chrll 95153 [T #lJusc/bin/perl -v

Use Warnings;
gl bl open (DATR, $2R6V[0))or die ‘can't open §1%;
chrll 9515 Wy Sreaded=();

chrll 95161 while (ny §line = CDATRY) {

chonp §line;
ol g3l uy($nr, $start, $end, $strand, $label)=split(''t',8line);
chrl2 5234 if (ldefined $readedidnr, tart)) {
chrl2 5234 $readedf$nr. "\t" §atar "fend. "\t $strand) = $label;
chrl2 5235 i

)

s 1081 Bkeys = keys (4readed) ;

chrs 1081 for {ary $pie=0;800:¢29000; §rns ) {

chrs 1082 print join('\t", $Keya[8pos], Sreaded{$Keys[Spas] }). "\n";
}

chri 1082
chrs 1082
chr5 1082
chr5 1082
chr5 1083
chr5 1083
chrs 1083,
chr5 1084
chrs 16084
chrs 10841
/
chrs 1084 -1:#+  ExtractRandomChronosones fronlistYalideeneGoord,pl (Perl)--113--all |
chrs - eesatyr
chri 108549807 TU8549977 T 005235

¥
chrs 155704077 155704265 + M 172244
chrs 155868189 155868290 + NN 172244
chrs 155948819 155948906 + M 172244

+

+

+

chrs 155954522 155954639 M 172244
chrs 156007054 156007124 i 172244 —
chr2 112959967 112960043 NM_ 153712

chr2 112968192 112968423 + NM_153712

[chontoro@bc2-loginGl TATIANA29]S we -1 2st List ValidGene Coordinates

228794 2st_List ValidGene Coordinates

[chontoro@bc2-login@l TATIANA29]S 1s

1st_List ValidGene Coordinates 2st List ValidGeme Coordinates ExtractRegionsReffene.pl ExtractRegionsRefGene.pl~ refGene.txt
[chontoro@bc2-LoginGl TATIANA29]S emacs ExtractRandomChromosomes fromListValidGeneCoord.pl

@[ﬂ chontom@bcz-\o.‘.uﬂ chonmm@bcz-\o...“ [Pert - The Comp\,..” [McGraw Hill Linu... [J [Human chrs:13... HD extractRegion v... l[DExﬂadﬁandamC...JF o :l

Fig. 33 Removing the repeated chromosomes
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For simplifying the problem I decided to remove from the list of 3751 pages
the repeated chromosomes of different genes with the same start and end
coordinates. I developed a script named ExtractRandomChromosomes.pl which
removed the repeated chromosomes of different genes with the same start and end
coordinates, (Fig.33).

«* Applications Places System %@@g@ 2:53PM Q\r

chontoro@bc2-login01:~/TATIANA29

Fle Edit View Terminal Tabs Help

chrl4 87799299 87799646 = N1 138318 L&
chrld 76804562 76804681 - NM_821257
chrl4 76805311 76805421 - NN 021257
chrl2 1191360628 119136174 - NM_001080855
chrl2 119136322 119136403 2 NM_001080855
chrl2 119137011 119137184 - NM 001080855
chrl2 119137289 119137459 = NM_001080855
chrl2 119137746 119137847 - NM 801080855
chrl2 119143809 119143943 - NM_001080855
chrl2 119144735 119144934 - NM 001080855
chrl2 119145049 119145184 - NM_001080855
chrl2 119145904 119146019 - NM 001080855
chrl2 119146337 119146561 = NM_001080855
chrll 95148734 95148835 3 NM_144664
chrll 95151634 95151768 = NM_144664
chrll 95152419 95152498 ] NK_144664
chrll 95152691 95152737 - NM_144664
chrll 95155877 95156076 2 NM_144664
chrll 95158931 95159086 - NM_144664
chrll 95160436 95160489 - NM_144664
chrll 95161311 95161375 - NM_144664
chrl2 52349199 52349392 2 NI 005176
chrl2 52349922 52349999 - NM_005176
chrl2 52352627 52352695 = NM_005176
chrs 188196370 108196543 + NM 005246
chrs 108199308 108199407 + NM_005246
chr5 108231369 108231550 + NN 0805246
chrs 108234966 108235102 + NM_005246
chr5 108235694 108235812 + NN 005246
chrs 108246997 108247118 + NM_005246
chrd 108261260 108261448 + NM_005246
chrs 108389730 108309822 #* NM_0085246
chrs 108318329 108318532 + NI 005246
chr5 108322825 108322947 + NM_005246
chrd 1e8401022 108401078 + N1 005246
chrs 108408280 108408395 + NM_005246
chrs 108410705 108410798 + N 005246
chr5 108463998 108464119 + NM_005246
chrs 108544348 108544501 + NM_005246
chrs 108549802 188549922 + NM_085246
chrs 155704077 155704265 + NM_172244
chrs 155868189 155868290 + NM_172244
chrd 155948819 155948906 + NM_172244
chrs 155954522 155954639 + NM 172244
chrs 156007054 156007124 + NM_172244
chr2 112959967 112960043 + NM 153712 -
chr2 112968192 112968423 + NM_153712
[chontoro@bc2-login@l TATIANA29]S wc -1 2st List ValidGeme Coordinates
228794 2st_List ValidGene Coordinates
[chontoro@bc2-login@l TATIANA29]S 1s
1st_List _ValidGene Coordinates 2st List ValidGene Coordinates ExtractRegionsRefGene.pl ExtractRegionsRefGene.pl~ refGene.txt
[chontoro@bc2-login@l TATIANA29]5 emacs ExtractRandomChromosomes fromListValidGeneCoord.pl
9

@ [ chontoro@bea-togin... [ & [chontoro@be2-login... [ © [Peri - The Complete ... |  [McGraw Hil Linuxcpl... | @ [Human chrs:138,75... | © [TATIANA29]

Fig. 34 Creating the random genes list

As a result I obtained a list which I named: 3rd RandomGenelist_Coordinates,
(Fig.34) with extracted 29.000 random genes, (Fig. 35), from chromosomes for my
father use for deriving of DNA Cryptographic Keys.
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chontoro@bc2-login01:~/TATIANAZS

Fle Edit View Terminal Tabs Help

chrs 108309730 108309822 + N1 005246
chrs 108318329 108318532 + NM_ 005246
chrd 108322825 108322947 + N1 085246
chrs 108401022 108401078 + M 065246
chrs 108488280 108408395 + Ni 605246
chrs 108416765 108410798 + N1 005246
chrd 108463998 108464119 + Ni_005246
chr5 108544348 108544501 + Ni 0885246
chrs 108549802 108549922 + Ni_005246
chrs 155704077 155704265 + M 172244
chrs 153868189 155868290 + NN 172244
chrs 155948819 155948906 + M 172244
chrs 155954522 155954639 + M 172244
chrs 156007054 156007124 + N 172244
chr2 112959967 112960043 + NM_ 153712

chr2 112968192 112968423 + NM_153712

[chontoro@bc2-loginGl TATIANA29]S we -1 2st List ValidGene Coordinates

228794 2st_List ValidGene Coordinates

[chontoro@bc2-login@l TATIANAZ9]S 1s

1st List ValidGene Coordinates 2st List ValidGene Coordinates ExtractReqionsRefGene.pl ExtractReqionsRefGene.pl~ refGene.txt
[chontoro@bc2-LoginGl TATIANA29]S emacs ExtractRandomChromosomes fromListValidGeneCoord.pl

[chontoro@c2-login@l TATIANA29]S perl -w ExtractRandomChromosomes_fromListValidGeneCoord.pl 2st List ValidGene Coordinates »3rd_RandomGenelist Coordinates
[chontoro@bc2-loginGl TATIANA29]S 1s

1st_List ValidGene Coordinates ExtractRandomChromosomes fromListValidGeneCoord.pl — ExtractRegionsRefGene.pl~

25t _List ValidGene Coordinates ExtractRandomChromosomes fromListValidGeneCoord.pl~ refGene.txt

3rd RandomGeneList Coordinates ExtractRegionsRefGene.pl

w" Applications Places System %@@@ 2540 )
(]

crll 66922769 66922903 - HN02708

crll 71486381 71406521 - N gesss

2 152089275 152089376 N T

2 179337149 179337272 N RS

crx 31101577 31101641 - o013

rl 1623225 16232338 s W oosT

chrll 72751901 2752148 s WTEs

2 24254175 4254243 £ 001040710

crl 54144358 54144555 £ I oeoT2

ry 13477952 138478013 - 14856

chrl9 56320668 56320944 N g rm)

chr22 35011857 35011945 C WoouT3

chrlg 93758566 93758687 £ W00

chrls 53942403 53942569 - 198400

cr20 35995355 35995405 + N 080607

chrll 65579123 65579362 £ I oo6es2 -
g 38204572 38244633 N ]

k48962285 18962344 - Weess3

chrll 46412975 46413161 N

chrs 72887069 2887164 - e

chrl7 4392508 4392576 - NN 091105538

chrl7 77966563 71966791 S mTsn L
chrll 17114665 17114748 - e

3 48398449 48398579 + Wm2emm

chrd 13099951 13100063 S e

crk 16606405 16606494 - s -
&8 chontoro@ac2ogind..|| & [chortoro@bc2ogn... | * [Perl- The Complte .| McGrawtill L. | & [Human cirs:138,75... | D (TATIANA2S] B

Fig. 35 Random genes in the list
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Description of the 2" Step of implementation:

Based on obtained coordinates from the first step:
- I developed an algorithm to extract all orthologus DNA coding sequences for all
genes, from three genomes: HUMAN Genome and related to human genome I used
TAURUS Genome and DOG Genome.
-I developed and implemented the software named pipeline.pl. to extract all
orthologus DNA coding sequences for all genes, from three genomes: HUMAN
Genome and related to human genome I used TAURUS Genome and DOG Genome.
The tests were realized first for 7 Genomes, in the second step the tests
were realized with six genomes) and three 3 species, with respect to Human
sequences extracted in the 1% step. Orhtologus coding regions have and maintain
the same function during evolution in all related species. (The process was realized
with 7, 6 and 3 species).

& - 329m @

w* Applications Places System %@Q
(=] chontoro@bc2-login0L |

File Edit View Terminal Tabs Help

ROOT_ORGANISM hgl8

Working on organism [hgl8]

done hgl8 to hgl8.summary

Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. T
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrl4.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrl4.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. T
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. T
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. T
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. T
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa e
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrl4.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrl4.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. T
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. T
B

[+]

o
T

iy

i

b
i

i

@ [ @ chontoro@bez-logino...| B chontoro@bc2-loging. . | tper - The Complete .. |  (McGraw.HillLinuxpl... | & [Human chrs:138,75... || & TamanA2e

Fig. 36 Extracting orthologus DNA coding sequences for all genes Log file
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8.1-Deriving Asymmetric DNA Cryptographic Keys 99

When the mutational rate l/is nonzero the fitness will be:

- - g FA) _r4) 21 (8.16)
(F)=F(A)P(4,2)+ F(a)(P(a,0) = F(4)| 1 'uF(A)—F(a) +F(a)/1F(A)_F(a)+0(/J)
The mutation load will be:

L= 0= o0 (6.17)
F(4)
The tests and the jobs to extract the sequences during tests were run at

Biozentrum, Basel, Switzerland, in parallel on multiple clusters with enough
computational power.

w® Applications Places System %@@@@

chontoro@hc gin01:~/TATIANA29

Fle Edit View Terminal Tabs Help

Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrl4.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCS5C/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/ngl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrl4.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCS5C/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UC5C/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UC5C/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.ta
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UC5C/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld. fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
Extracting /import/bc2/data/databases/UCSC/hgl8/chrld.fa
[chontoro@bc2-1oginGl TATIANAZ91S 1s

I3}

1st List ValidGene Coordinates 4th List OrgnWithRespect Human hgl8 to hgl8.seq refGene.txt

2st_List_ValidGene Coordinates ExtractRandomChromosomes_fromListValidGeneCoord.pl  hgl8_to_hgl8.summary regions.multiz_input
3.1rd_NoHapChr_RandomGenelList Coordinates ExtractRandomChromosomes fromListValidGeneCoord.pl~ log

3rd_NoHapChr_RandomGeneList Coordinates ExtractRegionsRefGene.pl pipeline.conf

3rd_RandomGenelist_Coordinates ExtractRegionsRefGene.pl~ pipe

[chontoro@bc2-login@l TATIANA29]S 1s =
1st_List_ValidGene_Coordinates 4th_List_OrgnWithRespect_Human hql8_to_hgl8.seq refGene.txt

2st_List ValidGene Coordinates ExtractRandomChromosomes fromListValidGeneCoord.pl hgl8 to hgl8.summary regions.multiz input

3.1rd NoHapChr RandomGeneList Coordinates ExtractRandomChromosomes fromListValidGeneCoord.pl~ log

3rd_NoHapChr_RandomGenelist Coordinates ExtractRegionsRefGene.pl conf

3rd RandonGenelist Coordinates ExtractRegionsRefGene. pl~ peline.pl

[chontoro@bc2-loginel TATIANAZ9IS | L
@] (& cnontoro@bc2-1ogin...|| B chontoro@bcz-ogino... [ © [Perl - The Complete ... | [McGraw il Linuxpl... || & [Human chrs:138,75... || £ TATIANA29 TEEEE

Fig.37 Extracting the DNA sequencing

It took more than 24 hours to extract all DNA coding sequences for 29.000 genes.
We can see the head of our log file, (Fig. 36) during more than 24 hours
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100 Deriving DNA Cryptographic Keys-8

process when our script was running and extracting the DNA sequences for 29.000
genes in SEQS directory, (Fig.37).

The screen shoot shows that for 29.000 records I extracted in printable

format 44103 pages of all orthologus DNA coding sequences from my chosen 3
genomes: HUMAN, TAURUS, DOG, (Fig.38).

Eylog =

@ Rendering page 11220 of 44103...
abschr chr27 absstr -
human original start 48322630 end 48322725
human myltiZ start 48322630 end 48322725
extension_start 0 extension_end 0
organism multiz start 8028704 end 8028799
organism extended start 8028704 end 8028799 strand -
region name ctc-chrl3-40698568-40698702- -
chr chr22:+chr22 12315910 12316044 +
span 135 coverage 135 len 135
asigning new best wvalues
abschr chr22 absstr +
human original start 40698568 end 40698702
human myltiZ start 40698568 end 40698702
extension_start 0@ extension_end ©
organism multiz start 12315910 end 12316044
organism extended start 12315910 end 12316044 strand +

Fig. 38 Screen shoot Log file dimension printable format

As a result, as it was my purpose I extracted in fasta format files all
orthologus DNA coding sequences for my 3 chosen genomes, (Fig.39).
The listed records of fasta file in printable format contain 469 pages. An open record
from total amount of fasta files I show at the bottom of figure 40.
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8.1-Deriving Asymmetric DNA Cryptographic Keys 101

4% Applications Places System %@Qg@

aa1pm @

Fle Edit View Search Tools Documents Help

@, Q| &

New Open

(@ list of SEQS x

list_of_SEQS (~/TATIANAZ9) - gedit

@ Rendering page 144 of 469...

‘ |xgaﬂce\‘

chr10_100149849 100156004 _-.
chrl0_100167922 100168004 -.
chrl0_100172116 100172259 _-.
chrl0 100173350 100173414 -.
chrl0_100174060_100174121 -.
chrl0_160443647_100443693_- .
chrl0_100982095 100982251 -.
chrl0_101137961 101138048 +.
chrl0 101152327 101152468 -
chrl0_101153216 101153379 -
chrl0_101362296_101362344_-
chrl0 101448282 101448605 +.
chrl0_101466095_101466208_-
chrl0@ 101473703 101473870 -
chrl0_101476715_ 101476900 -
chrl0_101477188_101477309_-
chrl0 101534355 101534528 +.
chrl0@_101557131 101557268 +.
chrl@ 101557830 101557976 +.
chrl0 101568836 101569016 +.
chrl0@_101629558_101630106_-
chrl0 101944172 101944266 -
chrl0_101950418 101950527 _-
chrl0_101954253_101954403_-
chrl0 101959342 101959536 -
chrl0_101968465_101968571_-
chrl0@ 101969017 101969106 -
chrl0_101987769_101987978 -
chrl0@_101995546_101995660_-
chrl0 102006009 102006221 -
chrl0_102040148 102040266_-
chrl0_162097811_102098093_+.
chrl0 102239450 102239506 _-
chrl0_102240453_102240630_-
chrl@ 102255787 102255948 -
chrl0 102296887 102296997 +.
chrl0_102529246 102529330 _+.
chrl0 102556179 102556352 +.
chrl0_102675696_102675766 _+.
chrl0_102688344 102688483 +.

fna
fna
fna
fna
fna
fna
fna
fna

.Tna
.fna
.fna

fna

.fna
.fna
.fna
.fna

fna
fna
fna
fna

.fna
.fna
.fna
.fna
.Tna
.Tna
.fna
.fna
.fna
.fna
.fna

fna

.Tna
.Tna
.fna

fna
fna
fna
fna
fna

A

-

@ Ln3,cols INS

@[ﬂ chontoro@bc... | B chontoro@be... | & Pert-The Co... || & McGrawHilL... | @ Human cnrs:... || O amanazoy |0 usTs)

[ st or seqs .. | IR B

Fig. 39 Extracted Human Coding DNA Sequences in Fasta Format
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w® Applications Places System %@Qg@

chontoro@bc2-login01:~/TATIANAZS

File Edit View Terminal Tabs Help

=3
[
@

chontoro zavolan 269 Jul
chontoro zavolan 538 Jul
chontore zavolan 299 Jul
chontoro zavolan 407 Jul
chontoro zavolan 83 Jul
chontoro zavolan 311 Jul
chontoro zavolan 419 Jul
chontoro zavolan 521 Jul
chontoro zavolan 548 Jul
chontoro zavolan 187 Jul
chontoro zavolan 143 Jul

1
1
1
1
1
1
1
1
1
-rw-r--r-- 1
1

1

1

1

1

1

1

1

1

1

-rw-r--r-- 1 chontoro zavolan 386 Jul

1

1

1

1

1

i

1

1

1

1

1

1

1

1

1

1

1

1

1

1

chr16_101362290_101362344_-.aln
chrl@ 101448282 101448605 +.aln
chrl@ 101466695 101466208 -.aln
chrl@ 101473703 101473870 -.aln
chrl@ 101476715 101476980 -.aln
chrl@ 101477188 101477389 -.aln
chr1@ 101534355 101534528 +.aln
chrl@_101557131_ 101557268 +.aln
chrle_101557830_101557976_+.aln
chrle_101568836_101569016_+.aln
chrle_101629558_101630186_-.aln

=3
i
e

-PW-F==F--

=
w
@

-PW-r=-r--

=
w
@

-IW-r--r--
STW-T=-T--

b
=
ol
o B

-IW-r--r--

[
TSR]
-yl -]

=
w
B

16:39 chrld_101944172_101944266_-.aln
-rw-r--r-- 1 chontore zavolan 431 Jul 16:39 chrl_101950418 101950527 -.aln
-rw-r--r-- 1 chontore zavolan 557 Jul 16:39 chrld_101954253 101954403 -.aln
-rw-r--r-- 1 chontoro zavolan 152 Jul 16:39 chrl@_101959342_101959536_-.aln
-rw-r--r-- 1 chontoro zavolan 422 Jul 16:39 chrl®_101968465 101968571 -.aln
-rw-r--r-- 1 chontoro zavolan 377 Jul 16:39 chrlf_101969017_101969106_-.aln
-rw-r--r-- 1 chontoro zavolan 197 Jul 16:39 chrl®_101987769_101987978_-.aln
-rw-r--r-- 1 chontoro zavolan 449 Jul 16:39 chrl®_101995546_101995660_-.aln
-rw-r--r-- 1 chontoro zavolan 206 Jul 16:39 chrl® 102006009 1820086221 -.aln
-rw-r--r-- 1 chontore zavolan 467 Jul 16:39 chrl@ 102040148 102048266 - .aln

=3
[
@

chontore zavolan 281 Jul
chontoro zavolan 278 Jul
chontoro zavolan 638 Jul
chontoro zavolan 593 Jul
chontoro zavolan 448 Jul
chontoro zavolan 359 Jul
chontoro zavolan 629 Jul
chontoro zavolan 314 Jul
chontoro zavolan 521 Jul
chontore zavolan 422 Jul
chontore zavolan 530 Jul 3 16:3

Wl chrld 1820897811 182098893 +.aln
chrl@ 102239456 102239506 -.aln
chrl@ 102240453 102240630 -.aln
chrl@ 102255787 102255948 -.aln
chrl® 102296887 102296997 +.aln
chrl®_102529246_102529330_+.aln
chrl®_102556179_102556352_+.aln
chrl®_102675696_102675766_+.aln
chrld 102688344 102688483 +.aln
chrld_102736837_102736942 -.aln
chrld 102740617 102748757 +.aln

=
w
b=

-TW-r--r--

=
w
@

-IW-r--r--

=
w
©

-IW-F=-T--

=
o)
e

-TW-T--r--
-TW-T--T--

==
P}
a1

e
==
P}
BB

Lt S OO O O S O O O O Y ¥ T

=
i
e}

o

>hgl8_chrll 274231 274400 +
CTGTCCCACTECAAACTCCCTGACGCGGTCTECCGAGACCTTTCTGAGGCCCTGAGGGCAGCCCCCECACTGACGGAGCTGAGCCTCCTCCACAACAGGCTCAGTGAGGCGGGACTGCGTATGCTGAGTGAGGGCCTAGCCTGGT
CGCAGTGCAGGTGCAGACGGTC |
>bosTau3_chr29_44508021 44568198 _-

CCCAGTGCCGEGTGCAGACACTC
=canFam? chrl8 28428480 28428649 +

chontoro@bc2-login01: ~/TATIANA29 % | chontoro@bc2-login01: ~/TATIANA29 X
-rw-r--r-- 1 chontoro zavolan 350 Jul 16:39 chrlf 100167922 100168004 -.aln =
-rw-r--r-- 1 chontoro zavolan 539 Jul 16:39 chrlf_100172116_100172259_-.aln
-rw-r--r-- 1 chontoro zavolan 296 Jul 16:39 chrl®_100173350_100173414 -.aln
-rw-r--r-- 1 chontoro zavolan 287 Jul 16:39 chrl®_100174060_100174121 -.aln
-rw-r--r-- 1 chontoro zavolan 242 Jul 16:39 chrl®_100443647_100443693_-.aln
-rw-r--r-- 1 chontore zavolan 575 Jul 16:39 chrl0_100982095 100982251 -.aln
-rw-r--r-- 1 chontore zavolan 548 Jul 16:39 chrlf_101137901 101138048 +.aln
-rw-r--r-- 1 chontore zavolan 530 Jul 16:39 chrl®_101152327_101152468_-.aln
-rw-r--r-- 1 chontoro zavolan 593 Jul 16:39 chrl®_101153216_101153379_-.aln

CTGTCCCGCTECAACTCCCCGACTCGGTCTGCAGAGATCTCTCTGAGGCCCTEAGGGAGGCCCCGECCCTEOCAGAGETROGECTCTTCCACAACGGGCTCAGCGAGGLCGGCCTGCETGTECTGAGCGAAGGCCTGGECTCGE |

CTGTGCCGCTECAAGCTGCCTGACTCTGTGTGCCACGACCTGTCTGAGGCCCTGAGGGAGGCCCCGGCCCTCACAGAGCTGGGCCTTCTCCACAACCAGCTCAGCGAGGLGGGCCTGCGCGTGCTCCTCGAGGGTCTGGCCTGGC
CCCAGTGCCGCETGCAGAAGLTC
[chontoro@bc2-1oginG1 TATIANA29]S I

4:53pM Q)
EET

[+]

@ [ﬂ chnntnm@bc?—\u.‘.“ =] chcntom@bcl-]o...ﬂ & Perl - The Compl... H [McGraw Hill Linu... H a (huntum@b[}ln...\ 2 [Mail :: Inbox: Re... ” @ Save Screenshot ‘

Fig. 40 Open file with Extracted DNA coding DNA sequences in Fasta Format

The first line following the highlighted black line indicates:

e The DNA sequence from HUMAN Genom(hg 18), located in chromosome

11(chr 11),and the dna coding sequence starts at the position 274231 and
it ends at the position 274400, located on the positive strand of twisted
DNA.

The DNA coding sequence is 169 bases long (274400-274231=169, counted
and extracted automatically by my implemented software).
>hg18_chrill_ 274231_274400_+

The software extracted the orthologus DNA coding sequence with the same
function in TAURUS Genome, as in human chromosome 11.
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As seen in figure 40, the DNA orthologus sequence in Taurus, responsible
for the same function as in human is located in Taurus(bosTau3) in not in
chromosome 11 but in chromosome 29 with start coordinate position 44508021
and end position 44508190, is located on negative strand of twisted Taurus
DNA.
>bosTau3_chr29_44508190_44508021_-

e The software extracted the orthologus DNA coding sequence with the same

function in DOG Genome (canFam?2), as in human chromosome 11.

As seen in figure 40, the DNA orthologus sequence in DOG, responsible for
the same function as in human is located in DOG Genome not in chromosome

11 or chromosome 29 as in Taurus, but is located in Dog chromosome 18,
with start coordinate position 28428480 and end position 28428649 the dna
sequence is located on the positive strand of twisted Dog DNA
> canFam?2___chr18_ 28428480_28428649_+
Beeing explicit about the same function of an ortholog DNA Coding Sequence,
as an example of the same function I will consider the DNA Coding Sequence
responsible for developing the eyes:

The DNA Coding Sequence responsible for developing the eyes in human is

located in chromosome 11, in Taurus is located in chromosome 29 and in
Dog is located in chromosome 18.

For every gene and every DNA coding sequence of HUMAN Genome I extracted in
fasta files the DNA coding sequence of human and the ortholog TAURUS DNA
coding sequence and DOG DNA coding sequence, (fig 40):
>hg18_chril_ 274231_274400_+
>bosTau3_chr29_44508190_44508021_-
>canFam2_chr18_28428480_28428649_+
The extracted DNA coding sequence I call DNA Cryptographic Keys Sequences

Description of the 3™ Step of implementation:

I developed and implemented a software tool to aligning the DNA
Cryptographic Keys Sequences (obtained in the second step of implementation) of
the same gene from related chosen species with respect to Human DNA Sequences.
The alignment in the evolutionary system pipeline of DNA Cryptographic Keys
Sequences is realized with trained ProbCons tool, a pair-hidden Markov model-based
on progressive alignment algorithm that primarily differs from most typical
approaches in its use of maximum expected accuracy.

As Public-key algorithms are based on mathematical functions rather than on
substitution and permutation and involves the use of two separate keys, in contrast
to symmetric encryption, which uses only one key. When aligning the DNA
sequences of the same gene from related species, there will usually be differences
between the sequences because of evolution, (Ochman, 2003). Some of these will
lead to differences in the amino acids of the encoded protein (non-synonymous
changes) Because of the degeneracy of the genetic code leave the protein
unchanged (synonymous, or silent changes). If Ka/Ks< 1 Purifying (negative)
selection, most proteins are well adapted to carry out their function change would
not lead to the creation of selective advantage. If Ka/Ks >1 Diversifying (positive),
selection has acted to change the protein and if Ka/Ks= 1 Neutral evolution,
(Mustonen, Lassig, 2005). After aligning my extracted DNA Sequences with
ProbCons tool, I derive the private/public pair DNA cryptographic keys based on
evolutionary models and based on mathematical functions.
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ProbCons is a tool for generating multiple alignments of protein sequences.
It uses a combination of probabilistic modeling and consistency-based alignment
techniques and has achieved the highest accuracies of all alignments methods. The
basic for ProbCons algorithm is the computation of pairwise posterior probability
matrices, P(xi ~ yi |X, y), which give the probability that one should match letters xi
and yi when aligning two sequences x and y. ProbCons uses a simple probabilistic
model that allows for efficient computation of this probabilities. Given a set of
sequences ProbCons computes the posterior probability matrices for each pair of
sequences and computes the expected accuracy of each alignment, (Moses, Chiang,
Pollard, Iyer, Eisen, 2004). It applies the probabilistic consistency transformation to
posterior matrices and computes a guide tree using the expected accuracies,
progressively aligning the sequences using the guide tree.

ProbCons is a pair-hidden Markov model-based progressive alignment
algorithm that primarily differs from most typical approaches in its use of maximum
expected accuracy rather than Viterbi alignment, and of the probabilistic consistency
transformation to incorporate multiple sequence conservation information during
pairwise alignment. ProbCons uses the HMM shown in (Fig.41), to specify the
probability distribution over all alignments between a pair of sequences.

Emission probabilities, which correspond to traditional substitution scores, are based
on the BLOSUM62 matrix. Transition probabilities, which correspond to gap
penalties, are trained with unsupervised expectation maximization (EM).

Fig. 41 Basic pair-HMM for sequence alignment between two sequences

State M emits two letters, one from each sequence, and corresponds to the
two letters being aligned together. State Ix emits a letter in sequence x that is
aligned to a gap, and similarly state Iy emits a letter in sequence y that is aligned to
a gap, (Halpern, Bruno, 1998). Finding the most likely alignment according to this
model by using the Viterbi algorithm corresponds to applying Needleman-Wunsch
with appropriate parameters. The logarithm of the emission probability function
p(.,.) at M corresponds to a substitution scoring matrix, while affine gap penalty
parameters can be derived from the transition probabilities. In order to find the best
set of parameter file probcons needs to be trained.

Description of the 4" Step of implementation:
I implemented a software tool to train ProbCons tool in order to obtain the
best parameter set I need to use for the accurate alignment in the 3™ step.
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8.1-Deriving Asymmetric DNA Cryptographic Keys 105

The best alignment for coding regions (DNA Cryptographic Keys Sequences ), of the
same gene, from related chosen species, with respect to Human DNA can be
realized only with a trained best parameter set of ProbCons tool. The software uses
my obtained coding sequences from 15t and 2" step of implementation.

ProbCons tool, a pair-hidden Markov model-based on progressive alignment

algorithm that primarily differs from most typical approaches in its use of maximum
expected accuracy.
In order to find the best set of parameter file probcons needs to be trained. The
trained parameter file I used for aligning DNA sequences, specifies the initial/final
probabilities and transition probabilities for the Hidden Marko Model, model used by
aligner.

The HMM consists of Match state, Insert state X and Insert state Y. The file
consists of three lines, containing:

1. initMatchProb, initInsertXprob, initInsertYProb

2. startinsertXProb, startinsertYProb

3. extendInsertXProb, extendInsertYProb

When the sum of this parameter set is close to 0 (less than 0.1), ProbCons
converges considering that it has found the best parameter set needed to align our
DNA sequences.

In order we developed the script to train ProbCons and find the best trained
parameter file we used for aligning our sequences.

In my case ProbCons converges at FILEPARAM.105, considering that it has
found the best parameter set I need to align my DNA sequences.

FILEPARAM.105 is the best trained parameter file which I used for aligning my
DNAsequences.

As seen in Figure 42, the sum of the parameter set in the FILEPARAM.105 is close to
0 and less than 0.1.

In my case the sum of the parameter set in FILEPARAM.105 is close to 0 (less

than 0.1) and ProbCons converges considering that it has found the best parameter
set I need to align my DNA sequences.
After obtaining the best trained parameter set, (Fig.42) I used it for aligning
extracted DNA Sequences which I use to derive the private/public pair DNA
cryptographic keys based on evolutionary models and based on mathematical
functions.

Using the best parameter set in my case FILEPARAM.105, I aligned my
extracted DNA Sequences (which are fasta format files).

This DNA sequence files I use to derive the private/public pair DNA cryptographic
keys based on evolutionary models and based on mathematical functions,
containing information for all human genes related to the chromosome.

BUPT



106 Deriving DNA Cryptographic Keys-8

FILEPARAM. 46
FILEPARAM. 47
FILEPARAM. 48

FILEPARAM. 55
FILEPARAM, 56
FILEPARAM.ST

FILEPARAM. 103
FILEPARAM, 105
FILEPARAM. 11

FILEPARAM, 19
FILEPAFRAM,
FILEPARAM.ZO

FILEPARAM . 28
FILEFPARAM,. 29
FILEPARAM .3

FILEPARAM 37
FILEFAFRMAM . 30
FILEPARAM . 39

lchontora@bc?-logindl CONVZORESULT]$S less PAR#MSIEEH§PEEEE3§1

0.9406273961
B.8357733443
0.594163B8350
ACGUTH

G.2112130165
0.0308208372
0.B4879387 10
O . GOGHOO0O6H0
0.0428462513
0. 0004712140
0.2554947 734
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8. 8357733443
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0. 0000000000
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(2 cRefclelsfal sl ate]
2, 0000003000
(s TeTeTs T TaTatatile]

8.2171612884
8. 0001ET6A4E
0.2701988220
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0.94585216008
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0.659632 3048
ACGUTH

0.21097TEAZ1
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0. 0068000006
0.0418929085
0.0000082339
0.2547939420
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0. 9470880628 0,0204559649 0, 0264559649 B

0. 0299387246
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Q. DOoS0ae00
0.01%1562942
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a
=]
o
a
o

8.0299307346
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L 16796883854
. BOBBBEODO6 6, 8080600008
.G337808207 O.0000000000
,BpB1520468 B.0000000008
L 2240913361 0. 0000000000

0.2171552926
0.0000893973
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8, 00000000008
8.0257320311
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[chontoro@bc2-logindl CONVZBRESULT]S |[less PARAMS/FILEPARAM.184
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[chontoro@bc2-logindl CONUZBRESULT]S[TESS PARAMS /FILEPARAM. 185 |

8.9305211306
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ACGUTN

0.2086971104
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F ILEF
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8.1544175446
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Fig. 42 Trained Parameter Set
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Figure 43 shows
sequences as seen.
The open fasta file
Chromosomel0 (c

one of my open file in fasta format file with aligned DNA

contains the ortholog DNA sequence, for Human (>hg18)
hri0), with start coordinate 25177559 and the end

coordinate is 25178777. This ortholog DNA sequence is 1218 base long.

>hg18 chr10_2517

7559_25178777

The ortholog DNA sequence with the same function as in Human:
hg18 chr10_25177559_25178777, in Taurus is (as seen in fig 43),
>bosTaur3_chrl3_24658971_24660197

phgl8 chrld 25177559 25178777 -

GACATGAATTCTCACCACTA- - - AAGT - - - -CCCAGAT
-ABA- - - TGTTCAAATGAGAGAGCTTTC- - TTTTCTGA
TCACACTCCTOAGCTCCGCCTTCCTTTGTTTTGATACA
------------ AATA- - AGCTTACAATATTAAGAAGC
CATTTCTGACAGGCCATTATTATCTGCTTTGACARAGC
TCAACTGTGTTTAATACTCTGAATTTTAATTAGAAAA
TCAAT------------- GCTCGAAACTAAGCAAGTAT,
M------ AGACTGA-TCACAA- AATCCAAGGTGCTA
TAATTTATG-GGGATTTTAATTGAARATAAACTTG- -A

CTAGCTTCCTTTAAACTAATARAGAATAAGARAACTTG

»bosTau3 chrl3 24658971 24660197 -
GAAGTARAATTTTACCATCG- - - - CAT- - - CTCCAGAT,
AABAATTTTTTTTAATGAATGAGCTTTC- - TTTTCTGA
TCACACCCCTGAGARACTCCTTCTTTTGTTTTGATAA
---GATATT------------ TCACAATCTTAARACCC
GACTTCTGACAGGCCATTATGATCTGCTTTGACARAGE
TCAACTGTGTTTAATACTCTGAATTTTAAATAGAAAA
TCAGT------------- GCTTGAAACTGGGCAAGTAT.
TG------- AGGCTGA-TCACAT-AACCCAGTGCGCTA
TAATTTATG-GGGATTTTAATTGAARATAAACTT - - GA
CCAGCTTCCTTTAAAGTAATAAAGAATAAGAARACTTG
=nonDoné chrd 244061701 244063007 +

QTCATT-------- ATATTTGAT-TAGTATTCCCAGGAATACCCCCAC- - -CTAGTTACTCAAATATTTTTCACTT - - - - AACTTTTT - - ------- ATACTCT--TATTT
TGGGGACTTTTTTTTAACTGAAGACTTGAGTCCCCTATACCGGGAATGCA-GCTATTAATAGATTCCCATATTTTAARAGCAGGGARAGGACAATTTAATATAAATT - -TC
CTTTCTGAAACGCAGTGTACAATGAAT CTTAATGATGTTATGARACGAGC- TTTGCTCOOGGCTCTTGATTGOAGCTTCCOGTATGTGATGACGGTATGTCATATATGCAT
PATACAATAGCAGCAAGG-CC--CTG-- - --GTTTCTAAGCTGTATCCTTTTAT-TCATGTGGGACATGAGCAAATGGCAGAATT - - - -AGBGGC- - - - - - ==+ ==~ GAG-

CAGGAAACAAGCACACTCANGARRG- -- - ----=---x--- CTGAATAACA --CCAATTTCTC- == oo {1) EERETEEE TTATAAGA
OTCCCAATAGAGCT----6 C-TCACTTCCTACARAATGCARATGCAAAATAAATAACTAAGCAGCTTTTGTTTGGTTCTGAACCGT - - -ATGTGGCOTATTGTT

----- AACATCCTA- - - CTTA- ATGACTACACTCAGGAAGTCAGCA- - TGTARA-ATATGT - --- - -~ --- --- - --(T-CCCAGGCATCTTCACTCAGCAGGACTTAA
GATTATAACATAACATAAAGAGT CCCAAAGGTTTTTAAGGAAA- AGARAGCAATGCT - TTTATTTGACTTGTTCCARATTARACACTCCACCTTGTGACTCACA-AGTTCA
GTCATT-------- ATGGTTGAT-TACTATAC- -+ ------- CCGCAC- --CTACTTACTCAAATATTTTTCAGTT - - - - AAGTTTTTTTTTTTTTTTTAGTACTTCATTT
AG-AAGCCTTT - - - TCAGTGAACCTCTGAG- CCCATATACTAGAAATGCA-ACTG- ----- GATTC- CATACTAATAAAGAAGGAAAAGGACAATTTAATATAAATT - -TC
CTCTCTGAACAGCAGCGTTCAGTGCAT CTTAATGATGTTATGARATOGGCCTTTGCCCAGTGCTCTTGATTGGAGCTTCCOGTATGTGATAACGGTATGTCATGTATGCGT
A-CACAATGGCAGCAAGGACC- - CTT- - - - -GTCTCTCAGCAGCACTCGTTTAT-GCGCTTGAGACGTGAGCAAATAGCAAAATT - - - GLGGGGGG- - - - GAGGGGAAGG-
AA-ATTGTGCTTGTATTT - CCGTCAGAGGGCCAGGCACTATTA- - TGTATTATCCTAAAGA - - AGAATAC-AGAGGC-- - -------------- TOAATACTTTT-TTAAG
CAGAAAACTAGGATACTTAA- - ARG-----------nnn-- TTTTTTTCTGAATAACATTTTTTT - - CCATTTCCAC- - - --- - - - - TQTT- - - - --- - T-TATGAGA
OTGCCAGTAGAGCT - ---GTTTTTTCC- TCACTTCCTAARAGGAGCARATGCAARATAAATAACTAAGCAGCCTTTOTTTOGTTCTGAACTGT - - -ATGTGGTGTATTGTT

GAAGTACATTCTCACCA-COTGAAAAT - - - CTGCAATTTTCCTGAACTCCCTATATCTT - - - TGACTACAATTAAARAGCCTGTGTGTGTCTGTGTCTGTGTGTOTGAGACAGT CAGCTCTACAGACATCCCTATGAAT CAGGATATT -

ABAG- - -TGGTTTCATCTGAAATCATTC- - TTTTCAGA
TCATGCTCCCATATTACACCTTACTG-GCTCAGAT - -A
---TTTITeC------- GGTCACARACTGAGA - - GA
CATTTCTGG-AGGCCATTGTCATCCCTTTGTCAAAAT!
TCAACTOTGTTTAATCCACTGAATTTTAATTAGAAAAA
TCACATOTATATTTCCACCCTTGRAGCTAATCAAGTAG
CACGAGCTCAGTCTGAATAAMAGARATCCTC- TTGCTA
TAATTTACAAGGGAGTTTAATGGGAAATAAACTTTGGA
CTGACTTCTTTTAAACTAATARAGATTAAGARAACTTG

GATCATAACAG------ TTGAGTAGCATGTCTTCATCATGAARCACAAGGCA- TGCTTTTTACTTGATTTGTTCCAAGTCAAACACTCCACCTGGTGACTCA- - --CTTCT
GTCCTTTGGACTCAATGTTTTCTCTAGAATTCCC- - - - - CACCCTAACCTGCTAGTTACTCAATTATTATTTTCTTGCTGAACAATTTCT - - - - --- - TAGGTT---TTT
TG-AATTGTTT - --TCC- TTGAGATCTGAG- CCCACACAACTOGGATGCACACAATTCCT - GAGCC- CAGAAGGAAAGAGOGAGGAAR- GATAGTTTAATATATATTTATG
CTTTCAGAACCTCAGGGTACTCTGAAT CTTAATGATGCTATGAAATGAGCCTTTGCATGOCACTCTOGAATTGAACTTCCAAGACGTGACAGTGGCATGTCCTATCTGCAC
AGCACAATGCCAGTGAGG-CT- -TTC- - - --ATTTCTAAGCTGTTTCCCTTGATTTTGAGTGOTAAATGAGCARGTAGCCAGATCTGG- - ---- - AGTAGARAGGACAGC-
AAGTCTGTOCT- - TATGTTCAAATTATTCCAATGCTAGTTTCAATTTTCCTCTCCTTTATGCCTGAAGACGAGCCTTCCCTGCTCCTCCCCCCTCCAACATTGTC-ATARA
| EEERTERTEERTRRTE CAGGGGATCCTTCCCCCCCACACACCTCCC-AAGCAAGCTGACTTCACCACTTCTGL -+ --- - ==+ CATT-- -0 eee TTTATAAGA
OTGCCAATAGATCTTCCCCTGTTCTCCTTCACTTCCTGARAGAAGCTGTCTCAACATAAATAACTCAGTAGCCTTCOCTTTGTTTAGAACCGT - - -ATGGGGCATATTATT

=

0.0429/15514 0.Ubodb4 /838 0,03530/583/ B, BUOOUEOUED B.2131/50064
0.0000060000 0.0080000000 0.0000008600 6.0000000BA 0.00606000Q 0.0060006000
0.2559018135 0.2073187530 0.2200795114 0.0000000000 0.2967254398 0.0259744767

PARAMS/FILEPARAM. 105 (END)

Fig. 43 Fasta file with Aligned Ortholog DNA Sequences

I use the fasta

files with Aligned DNA Orhtologus Coding Sequences from

related species to infer the philogenetic tree, in order to derive the private/public
pair DNA cryptographic keys sequences.
Description of the 5% Step of implementation
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I developed an algorithm and implemented a software(Process System Pipeline
Evolutionary Models) for computing the philogenetic tree relating my chosen species
and the branch length during evolution for chosen species deriving DNA
Cryptographic Keys Sequences from Human Genome Analysis as described in the
following section 8.2, of my thesis.

Models of DNA evolution were first proposed in 1969 by Jukes and Cantor,
assuming equal transition rates and equal equilibrium frequencies for all bases.

In 1980 Kimura-Ohta introduced a model of DNA Evolution with two parameters:
one for the transition and one for the transversion rate.

To estimate evolutionary distances in terms of the number of nucleotide
substitutions and the evolutionary rates when the divergence times are known by
comparing a pair of nucleotide sequences. There are two types of differences when
homologous sites are occupied by different nucleotide bases and both are purines or
both are pyrimidines. The difference is called Transition type when one of the two is
a purine and the other is a pyrimidine then the difference is called transversion
type.

Let P and Q be the fractions of nucleotide sites, showing between two sequences
compared the transition and transversion type differences, then:
The Evolutionary Distance per Site is:

K=—(1/2)In{(1 — 2P — Q)} (8.18)
The Evolutionary Rate per Year is then given by:
K = K/(2T) (8.19)

T is the time since the divergence of the two sequences. If only the third codon
positions are compared, then the Synonymous Component of Evolutionary Base
Substitutions per Site is:

K's=—(1/2)In(1 — 2P — Q) (8.20)

In biology, a substitution model describes the process from which a sequence of
characters changes into another set of traits.
Each position in the sequence corresponds to a property of a species which can
either be present or absent. In phylogenetics sequences are obtained in the
following order:
1. Obtaining a protein or nucleotide sequence alignment
2. Taking in the alignment as the characters the amino acids or bases at
corresponding positions.
In phylogenetics for constructing evolutionary trees substitution models are used.
Substitution models are:
Neutral Models, where selection does not operate on substitutions.
Independent Models, where changes in one site do not affect the probability of
changes in another site.
Finite Sites Models, there are finitely many sites and over evolution, a single site can
be changed multiple times.

A branch length of a phylogenetic tree is expressed as the expected number of
substitutions per site. If the evolutionary model indicates that each site within an
ancestral sequence will typically experience x substitutions by the time it evolves to
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a particular descendant's sequence then the ancestor and descendant are
considered to be separated by branch length x.

Sometimes a branch length is measured in terms of geological years.
The number of substitutions per site per year is indicated with the letter (u).
A model has a molecular clock if the expected number of substitutions per year p is
constant regarding species' evolution examination.

Many substitution models are time-reversible, in mathematics, the model does
not depend of which sequence is the ancestor and which sequence is the
descendant, so long as all other parameter as the expected number of substitutions
per site between two sequences is constant.

The phylogenetic tree can be rooted using any of the species, re-rooted later
based on new knowledge, or left unrooted, because there is no special species, all
species will derive from one another with the same probability.

A Model is Time Reversible if and only if it satisfies the property:

niQ; = MQi (8.21)
or, equivalently, the Detailed Balance Property:
where P is the Markov Transition Matrix (transition probability),

P,'j = P(Xt =j | Xt— 1 = I) (823)
and n;and njare the Equilibrium Probabilities of being in statesi/ and j,
respectively.
When for all i:

Pr(X;_; =1i) = n; (8.24)
this is equivalent to the Probability Matrix:

Pr(Xe—; =i, Xe = J) (8.25)
being symmetric in i and j; or symmetricint — 1 and t.

The definition carries over straight forwardly to continuous variables, where n

becomes a Probability Density and P(s’, s) a Transition Kernel Probability Density
from state s’ to state s:

7(s)P(s ,s) = m(s)P(s,s) (8.26)

A Markov process that has detailed balance is said to be a Reversible Markov
Process or Reversible Markov Chain.

A Markov chain is said to be reversible if there is a Probability Distribution over
states, n, such that for all times n and all states i and J:

mPr(X,, =j|X,=)=7,Pr(X,, =i|lX, =)) (8.27)

This condition is also known as the Detailed Balance Condition.
With a Time Homogeneous Markov Chain
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Pr(Xns: =J | Xn =1) (8.28)

does not change with time n and it can be written more simply as p;;.
And the Detailed Balance Equation can be written as:

TiPy-T P ji (8.29)
Summing the original equation over / gives:

Zﬂi Pr(XlH—l =]|Xn =l)=z7z-j Pr(XlH—l =l|Xn =j)=7z—szr(Xn+l =i|Xn =])=7Z.j

(8.30)
for reversible Markov chains, n is always a Steady-State Distribution of
Pr(X,+1 =J | X, = i), for every n (8.31)
If the Markov chain begins in the Steady-State Distribution and if:
Pr(Xo = 1) = n,, (8.32)
Then:
Pr(X, =1i) =n; foralln (8.33)
The Detailed Balance Equation can be written as:
Pr(X =i X,  =j)=Pu(X, =i, X, =)) (8.34)

The left and right part sides of this equation are identical except for a reversing of
the time indices nand n + 1.

Detailed balance implies that around any closed cycle of states, there is no net
flow of probability and implies that for all a, b and c:

P(a,b)P(b,c)P(c,a)= P(a,c)P(c,b)P(b,a) (8.35)

In the case of a Positive Transition Matrix, the condition implies a Detailed Balance.
A Markov Process with detailed balance can be described in terms of a Relative
Entropy Function:

H(x)=-Y xInt (8.36)
i 7[1‘

which acts like a potential in that the relative entropy of the Markov Process is
always increasing, reaches its maximum at the stationary distribution.

The proof of this is a mild generalization of Boltzmann's H-Theorem.
Transition Matrices that are symmetric always and have detailed balance:

(Pj = Pjor P(s’, s) = P(s, s")) (8.37)

In these cases, a uniform distribution over the states represents an equilibrium
distribution.
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For continuous systems with detailed balance it is possible to continuously
transform the coordinates until the equilibrium distribution is uniform.

For the case of discrete states it is be possible to achieve similarity by breaking
the Markov states into a degeneracy of substates.
Stationary, Neutral, Independent and Finite Sites Models, assuming a constant rate
of evolution, have two parameters:

n: an Equilibrium Vector of Base Frequencies

Q: a Rate Matrix,
which describes the rate at which bases of one type change into bases of another
type; element Q;for i # jis the rate at which base i goes to base j.

The diagonals of the Q matrix are chosen so that the rows sum to zero:

0,=->.0, (8.38)
{jlj=i}
The Equilibrium Row Vector n must be annihilated by the rate matrix Q:

70 =0 (8.39)

The Transition Matrix Function is a function from the branch lengths to
a matrix of conditional probabilities, denoted as P(t).
The entry in the i column and the j*" row, P;(t), is the probability, after time t, that
there is a base jat a given position, conditional on there being a base/in that
position at time 0. When the model is time reversible it can be performed between
any two sequences and if the total branch length between them is known.
The asymptotic properties of Py(t) are such that:

RJ(O) = 51.]. , O, is the Kronecker Delta Function (8.40)

That is there is no change in base composition between a sequence and itself.
In mathematics  Kronecker Delta Function is a function of  two variables
usually integers which is 1 if they are equal and 0 if not:.

Li=j
e (8.41)
' 0,i#J

Written as the symbol §;;, and treated as notational shorthand rather than as a
function.
At the other extreme:

s}ijgl}(t) =7, (8.42)

As time goes to infinity, the probability of finding base j at a position given there
was a baseiat that position, goes to the equilibrium probability that there is
base j at that position, regardless of the original base.

It follows that:
nP(t) = nforall t (8.43)

The Transition Matrix can be computed from the rate matrix via matrix
exponentiation:
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o b
P(f) = €2 :ZQ — (8.44)
n=0 .

where Q" is the matrix Q multiplied by itself, enough times to produce its n*" power.
If Q is diagonalizable, the matrix exponential can be computed directly
Let:

Q=U"AU (8.45)

a diagonalization of Q, with:
A=| : o (8.46)

Where A is a Diagonal Matrix and where {A;} are the eigenvalues of Q. Each
repeated according to its multiplicity.
Then:

P(t)=e? ="M =uTleMU (8.47)

and the Diagonal Matrix e™ is given by
e =| : . (8.48)

Generalized Time Reversible (GTR) is the most general neutral, independent,
finite-sites, time-reversible model possible, (Simon Tavaré, 1986).
The GTR parameters for nucleotides consist of an:
Equilibrium Base Frequency Vector:
7T =(m 7,y 7,) (8.49)

Gives the frequency at which each base occurs at each site and the Rate Matrix:

—(x, +x, +x;) X, X, X,
X X
1% 1%
—_— —( +x, +x5) Xy Xs
7T, T,
0= X X X, T,X
1% 2%, 1% 2%,
adla bl —(FE2 4 T2 x) X,
Ty 7Ty 7Ty 7Ty
T, Xs Ty Xs T3 Xg _(”1x3 +7r2x5 ﬂsxﬁ)
un un un un un un
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As the model must be time reversible, must approach the equilibrium nucleotide
(base) frequencies at long times, each rate below the diagonal equals the reciprocal
rate above the diagonal multiplied by the equilibrium ratio of the two bases.

As such, the nucleotide GTR requires 6 substitution rate parameters and 4
equilibrium base frequency parameters. All 4 frequency parameters must sum to 1
and there are only 3 free frequency parameters. The total of nine free parameters is
further reduced to 8 parameters plus p, the overall number of substitutions per unit
time.

When measuring time in substitutions (u=1) only 8 free parameters remain. To
compute the number of parameters we count the number of entries above the
diagonal in the matrix for n trait values per site:

n*—n

2

(8.51)

Then I add n-1 for the equilibrium frequencies, and subtract 1 because y is fixed.
I get:

n’—n 1 1
+(n-D-1==n*+—n -2 8.52
(n—1) 5 5 (8.52)

Description of the 6" Step of implementation

I developed and implemented a software pipeline by which I computed the DNA
Public Keys.
Public-key algorithms are based on mathematical functions, rather than on
substitution and permutation and involve the use of two separate keys in
contrast to symmetric encryption, (Fig. 44).

For every alignment column I calculated the likelihood under two evolutionary
models: a “foreground” and a “background” model.
The background model assumes a rate model, (Felsenstein 1981), parameterized by
the branch lengths of the phylogenetic tree:
w is a vector of nucleotide frequencies, with w, the frequency of nucleotide a,
ros -the rate of substitution from base B to base a which is proportional to wy,
independent of B.

For every background evolution models I have a corresponding foreground
model. The difference between the foreground model and background model is that
the background model assumes that all positions have substitutions from base 8 to

base a at the same rate raﬁ;m)a

In the foreground model I assume that, at a position /i, the substitution rates
riaﬁ/ia)’a are altered because of specific selection preferences for given bases at

. iy . . . i i
this position, parameterized by nucleotide frequencies® ,. The parameters@ ,, at

each position are unknown.
For every alignment column of the reference species in genes, I calculated the ratio
R, representing the likelihoods of foreground and background evolutionary models.
Halpern and Bruno in 1998 estimated the evolutionary distances from coding
sequences taking into account protein-level selection.

The equilibrium frequencies determine the maximum dissimilarity expected for
diverged and functionally sequences (Molina, Nimwegen 2008).
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Halpern and Bruno introduced a codon-level model of coding sequence
evolution, they demonstrated the importance of modeling this behavior and the
model produced linear distance estimated over a wide range of distances. If r is the
rate of substitution from a base a to a base b at position /i, p is the rate of mutation
from a to b and w is the equilibrium frequency of nucleotide i, at this position, (
Halpern AL, Bruno WJ, 1998).

Following Golding and Felsenstein (1990), Halpern and Bruno (1998) who have
shown that mutation limit of the standard Kimura-Ohta theory, we can determine
substitution rates in terms of the mutation rates and the equilibrium frequencies

U

. i
o, if " g

mutation from B to a, and a)fathe equilibrium frequency of a at this position, we

is the rate of substitution from B to a at position /i, pg the rate of

have (Halpern and Bruno 1998)

log luﬂa ia
1 Hap®
r s = o i (8.53)
1— ,Uaﬁa)/x
MO,

The probability to evolve from nucleotide B in the ancestor to nucleotide a in the
descendant over a time tis:

Py(a|f o t)=("), (8.54)

M is the matrix of mutation rates, w is the vector of equilibrium frequencies at
position i, ¥ is the matrix of substitution rates at this position. The exponential

matrix er‘t is calculated by the matrix r'.
Given the transition probabilities from 8.54 equation and given a phylogenetic tree
T, I can calculate for an alignment column C, the likelihood L,,(C | @, 1, T) .

Likelihood is the product of transition probabilities P,,(c | S, u,@',t) for every

branch of the tree and summed for all nucleotides for internal nodes, calculated
efficiently using the recursive algorithm introduced by (Felsenstein (1981))

The calculation requires the matrix p and the equilibrium frequencies a)[a.

Given a prior probability distribution P(w) over possible equilibrium frequencies I
calculate:

Ly (Cli.T) = [ Ly(C |0, st TIP(w)cbw (8.55)

The integral is over all vectors w, that w, = 0 for all a, and > wy= 1.
For approximating Halpern and Bruno model with a simpler model I used the
substitution rate model introduced by (Felsenstein, 1981), known as the F81 model.

P = uw', (8.56)

In 1981, Felsenstein introduced the model in which the substitution rates
correspond to the equilibrium frequency of the target nucleotide. In the F81 model
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the simplification is that the substitution rate is dependent only on the identity of
the target base. In the F81 mutation rate is a single parameter p and subsumes
mutational biases and position-dependent selection into the position-dependent

equilibrium frequencies Wla , assuming equal rates of mutations; at position /i, the

probability of a mutation to base a has a probability wia .

The probability P(a|B, t, w), to evolve from ancestral base B to base a over a time ¢
is:

Py (a|f,q,w)=e"5,,+(1-e ), (8.57)

To calculate the likelihood Lggi(Clu, T) of an alignment column C, I calculate the
integral:

L. (C|lu,T)= j Lo (C| 11, T)P(w)dw (8.58)
I use standard Dirichlet priors of the form:

Pwya] (w,) " (8.59)

Aq is the pseudocounts. The likelihood Lggi(Clw, p, T) is polynomial in the
equilibrium frequencies w,. I calculated the integral, by using general identity:

[T
IH (w,)' " dw = ———n (8.60)

reon,)

I used a simplified version of the general Halpern-Bruno model, the F81 Model. I
calculate the likelihood Lgg:(C|p, T) of any alignment column C as a function of the
mutation rate y and phylogenetic tree T.

The likelihoods of foreground model and background model for each branch of
the tree depend on the product pt of mutation rate y and branch length t.

To estimate the distances between every pair of species I compute the branch
lengths t for each branch of the tree.

In every multiple-alignment column I calculated the likelihood for the
foreground model and likelihood for the background models.

In the genome of the reference species for each alignment column C, I
computed the likelihoods L¢(Clc) and Lyg(Clc) of the foreground and background
models. The likelihood ratio:

L. (Clc
R(C|C)=—fg( ) (8.61)
L, (Clc)
shows that column C is evolved with different substitution rates from the
background model.
In Table 4, Second Colum (C2) model represents the computed DNA Public
Keys, with respect to Colum C1 and assumes substitution rate model which is
calculated by the branch lengths of the phylogenetic tree and a vector of nucleotide
frequencies, (Table 4) and represents the public keys.
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Given the transition probabilities and given a phylogenetic tree, I calculated the
likelihood ratio for an alignment column C3/C2, which is the product over transition
probabilities for each branch of the tree, summed over all possible nucleotides for
the internal nodes and calculated using the recursive algorithm introduced by
Felsenstein (1981).

The columns in fig 44, present private/public pair of DNA cryptographic keys and
mathematical show the selection for different classes of silent position within genes,
(Fig.44).

The first column C1 represents all possible three base sequences with respect to
human species. Second Colum (C2) model, with respect to C1 assumes substitution
rate model which is calculated by the branch lengths of the phylogenetic tree and a
vector of nucleotide frequencies, (Table 4 and fig 44) and represents the public key.

The third Colum (C3) assumes that at a given position substitution rates are
altered because of selection preferences for a base. The last Colum is the likelihood
ratio C3/C2 and represents the private key, (Hodorogea, Ionas, 2012).

Description of the 7" Step of implementation

I developed and implemented a software pipeline by which I computed the DNA
Private Keys. The third Colum (C3) assumes that at a given position, the
substitution rates are altered during due to specific selection preferences for a
certain base, (Hodorogea, Ionas 2012).

Given the transition probabilities and given a phylogenetic tree, I calculate the
ratio for an alignment column C3/C2, which is the product over transition
probabilities for each branch of the tree, summed over all possible nucleotides for
the internal nodes, and can be calculated efficiently using the recursive algorithm
introduced by Felsenstein (1981).

BUPT



8.1-Deriving Asymmetric DNA Cryptographic Keys 117

w" Applications Places System %@@@@
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AAA
AAC
AAG
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M-
ACA
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ACG
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AC-
AGA
AGC
AGG
AGT
AG-
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ATC
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GAC
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1.6597000119e-01
2.4681019326e-02
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1.4264544699e-02
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2.8141770326e-03
2.8141770326e-03
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The last Colum is the ratio C3/C2 and represents the private key, (Table 4).

Table 4, Public/Private DNA Cryptographic Keys, [60]

Using the same model and desired length of bases from the first column I can
derive the public/private keys used in Java KeyStore with respect to human or
desired species. Resulting in new set of desired public/private DNA Cryptographic

Keys for Java DNA KeyStore usage, (Table 4).

C1 c2 C3 C3/C2
«% Applications Places Systgm %@@@

chontoro@bc2-
File Edit  Wiew Terminal Talps Help
aAALa 1.659700011%=-01 2.38796196242-01 1.3905898330e+00
aAC 2.46810193262-02 1.32785686742-02 5.3800730425e-01
AAG 1.6454012884e-02 82.8523791160=-03 5.3800730425e-01
AAT 1.6454012884e-02 8.85237911l60e-03 5.3800730425e-01
as - 2.2355904628e-01 2.6177952314e-01 1.1709636782e+00
ACA 1.4264544699=-02 8.0703313604e-03 5.6576158094e=-01
ACC 1.2867509971e-02 7.3718139965=-03 5.72901362652-01
ACG 2.81417703262-03 4.6902950543e-04 1.66666666672-01
ACT 2.81417703262-03 4.6902950543e-04 l1.66666666672-01
AC- 3.27604087352-02 1.63802043682-02 5.0000000000e-01
AGA 9.5096964661e-03 5.3802209069%9e-03 5.657615809%4e-01
AGC 2.8141770326e-03 4.6902950543e-04 1.66666666672-01
AGG 7.6402809700e-03 4.7581994958e-03 6.2277807774e-01
aGT 1.8761180217e-03 3.1268633695=-04 1.66666666672-01
aG- 2.18402724902-02 1.09201362452-02 5.0000000000e-01
ATA 9.5096964661e-03 5.380220906%9=-03 5.6576158094=-01
ATC 2.814177603262-03 4.6902950543e-04 l.660bb0666667e-01
ATG 1.8761180217e-03 3.1268633695e-04 1.6666666667c-01
ATT 7.6402809700e-03 4.7581994958e-03 6.2277807774e-01
AT- 2.1840272490e-02 1.0920136245e-02 5.0000000000e-01
a-A 1.9925393882e-01 2.4962696941e-01 1.2528082049e+00
a-C 4.3176883363e-02 2.1588441681e-02 5.0000000000e-01
A-G 2.8784588908e-02 1.4392294454=2-02 5.0000000000e-01
A-T 2.8784588908e-02 1.4392294454e-02 5.00000000008e-01
A-- 3.0000000000e-01 3.0000000000e-01 1.0000000000e+00
CAA 1.2867509971e-02 7.3718139965e-03 5.7290136265e-01
CAC 1.4264544699=-02 8.0703313604e-03 5.6576158094e=-01
CAG 2.81417703262-03 4.6902950543e-04 1.66666666672-01
CAT 2.81417703262-03 4.6902950543e-04 1.66666666672-01
CA- 3.27604087352-02 1.63802043682-02 5.0000000000e-01
CCA 2.4681019326=-02 1.3278568674e-02 5.3800730425e-01
CCC 1.659700011%=-01 2,.3079619624e-01 1.3905898330e+00
CCG 1.6454012884e-02 8.8523791160e=-03 5.3800730425e-01
CCT 1.6454012884e=-02 8.8523791160e-03 5.3800730425e-01
cC- 2.2355904628e-01 2.6177952314e-01 1.1709636782e+00
cGAa 2.81417703262-03 4.6902950543e-04 l1.66666666672-01
CGC 9.50969604661e-03 5.380220906%9=-03 5.6576158094=-01
CGG 7.6402809700e-03 4.7581994958e-03 6.2277807774e-01
CGT 1.8761180217e-03 3.1268633695e-04 1.6666666667c-01
CG- 2.1840272490e-02 1.0920136245=-02 5.0000000000e-01
CTA 2.8141770326e-03 4.6902950543e-04 1.66666666672-01
CTC 9.5096964661e-03 5.380220906%92-03 5.65761580942-01
CTG 1.8761180217e-0 3.12686336952-0 1.66666666672-0
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8.2 Unique Process System for Evolutionary Models

I developed a Unique Process System for Evolutionary Models of deriving DNA
Cryptographic Keys Sequences by deriving the DNA secret keys from human
genome analysis by computing the philogenetic tree relating and the branch length
during evolution for chosen species.

In this Unique Process System for Evolutionary Models developed and
implemented I extract and aligning the DNA Cryptographic Keys Sequences of the
same gene from related chosen species with respect to Human DNA Sequences,
[60].

The molecular evolution model is a complex process, involving mutational
biases, interactions, heterogeneous recombination rates, population mixing
patterns, time-dependent selection, and frequency-dependent selection, [96].

These models assign probabilities to multiple-alignment columns in terms of the
substitution rates and lengths of the phylogenetic tree branches.

Following Golding and Felsenstein (1990), Halpern and Bruno (1998) who have
shown that mutation limit of the standard Kimura-Ohta theory I can uniquely
determine substitution rates in terms of the mutation rates and the equilibrium
frequencies, [48], [83].

If r is the rate of substitution from a base a to a base b at position /, y is the
rate of mutation from a to b and w is the equilibrium frequency of nucleotide i, at
this position, [48].

I computed the philogenitic tree (for my three chosen species) and the branch
length during evolution, (Fig 45) for my chosen species with respect to human
(hg18).

There are different approaches to detect natural selection from sequence data,
[871].

Detecting sequence substitutions positively selected, requires the comparison of
polymorphism data in a given species with substitution data in a related species,
[871].

I used conservation statistics of my multiple alignments for coding orthologous
DNA sequences from related species to infer the philogenetic tree.
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Subiree U] Help

[7 Branch lengths LI Bootstrap valaes
1954 p—

byt

= TWXT-X
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- TWXT-XT 1673
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r

-r-r--
-TW-T--
-T¥-r--1
drwxrwxrwx 2 chontoro zavolan 1130496 Jul 2 17:41

-rw-r--r-- 1 chontoro zavolan 131 Jul 2 17:41 chrl0 112639281 112639378 +.dnd
-rw-r--r-- 1 chontoro zavolan 26262831 Jul 2 17:41 log

-rw-r--r-- 1 chontoro zavolan 130 Jul 2 17:41 chrl9 63751667 63751771 +.dnd
-rw-r--r-- 1 chontoro zavolan 128 Jul 2 17:41 chr2 61045697 61045741 -.dnd
[chontoro@bc2-login@l TATIANA29]S gedit HgCanBosTree

[chontoro@bc2-login@l TATIANA29]S njplot HgCanBosTree
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Fig. 45 Philogenetic tree and the branch length, [60]
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HMMMM%mSMm%@Q@@
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g chontoro@he2-login0L:~/TATIANAZD B

Fle Edt View Terminal Tabs Help

Ispecies. human

3Ispecies. human~

4th List OrgnWithRespect Human
5th_list of aligned_seqs
6.2th_list alignment files

6th list of alignm

ExtractRandomChromosomes_fromListValidGeneCoord.pl
ExtractRandonChromosomes_fromListValidGeneCoord.pl~

ExtractRegionsRefGene. pl
ExtractRegionsRefGene. pl
file list

hgl8 to_canFam2.out.syn
hgl8_to_canFam2.seq
hgl8 to_canFam2.summary
hglé_to hgl8.seq

hgl8 to_hgl8.summary
HgCanBosTree

refGene. txt
regions.multiz_input
RunShell

SCRIPTS

SEQS

chontoro@bc2-login01: ~/TATIANAZ29 % |chontoro@bc2-login01:~/TATIANA29 %
1st List ValidGene Coordinates ALTGNMENT get shell alignexons.pl~ list of alignments E
2st_List ValidGene Coordinates Alignments hglé_to bosTaud.out list of SEQS
3.1rd_NoHapChr_RandomGenelist Coordinates bosl hgl8 to bosTau3.out.syn list of SEQS~

3mers_list bos2 hgl8_to bosTau3.seq

3rd_NoHapChr_RandomGenelist Coordinates — EvoTree.pl hgl8 to bosTau3.summary onf

3rd_RandomGeneList Coordinates ExonsTrAA DNA v3.pl hgl8 to canFam2.out e.pl

nBosTree -outfiles=newtree, output

>Reading the tree:
HgCanBosTree

Num. Nodes : 5
Num. InNodes : 1
Num. ExNodes : 3

>Reading File:
AAMLignments/chrY 9976628 9976765 +.alnln+.alnn

>Printing Frequences:
output

>Computing Pairwise q's:
Pair:  hgl8!canFam2
Pair:  hol8!bosTau3
Pair:  canFam2!bosTau3

=> 0.653415563740377 Tter: 41
=> 0.633726805853712 Tter: 40
=> 0.643048063256204 Tter: 39

>Computing Paths:

canFam2 -> bosTau3 il
canFam2 -> hql8 pob L2
bosTau3 -> hol8 i oh . 0

>Computing branch g's:

q of branch 1: 0.814264910146337
q of branch 2: 0.78972942986666
q of branch 3: 0,80246066802995

Consitency factor: 1.57009245868378e-16 F
% of consistency : 100

You will find new tree on file:
newtree
[chontoro@bc2-1ogindl TATIANA29]S 78@' —

@ | (ail : W... | B chontoro... | O get shell... | © [Peri-Th... | B chontoro... | © [Reading.. |  [WROX-L.| * [Professi... | © [McGraw.... | @ chontoro... 1 ®

Fig. 46 Computing the philogenetic tree and branch length
The Perl soft developed, reeds the tree, computes the pairwise alignment,

computes the branches of the tree for our chosen mammalian species, (Fig.46),
[59].
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A public-key encryption scheme is vulnerable to brute-force attack and
depends on the use of some sort of invertible mathematical function, [99].

The most widely used public-key cryptosystem is RSA and the difficulty of
attacking RSA is based on the difficulty of finding the prime factors of a composite
number and with a very small public key, RSA becomes vulnerable to a simple
attack.

A problem that can be solved in polynomial time is considered feasible and
exponential time is considered infeasible.

Compared to existed public-key algorithms where the difficulty of attacking
is easy, based on the problem Y=f(x) and finding the problem solution can be solved
easily in polynomial time as a function of input length, the time to compute the

function is proportional to n“, where a is a fixed constant, [99].

In my case the difficulty of attacking the derived DNA asymmetric
cryptographic keys is based on the mathematical functions of probability theory and
the complexity to compute the key for a cryptanalyst is NP complete (which means
it can be not solved in exponential time) and the complexity of breaking the
algorithm with brute force attack is proportional with the quantity of possible keys
depending exponential of the key length.

According to Stalings: a common measure of the efficiency of an algorithm
is its time complexity defined as f(n) if, for all n and all inputs of length n, the
execution of the algorithm takes at most f(n) steps.

The difficulty of attacking the derived DNA asymmetric cryptographic keys is

based on the difficulty to solve the infeasible problem X = f~'(Y), as the problem

to be solved is infeasible as the effort to solve the problem grows faster than
polynomial time as a function of input size, resulting in the best algorithms time
complexity efficiency compared to the efficiency of the exited algorithms, [99].

8.3 SmartCipher Application Integrating DNAProvider with
DNA Encryption (DNAE) System

I implemented a cryptographic package provider, named DNAProvider as Java
Cryptographic Extension (JCE), which allowed me to extend the JCE by
implementing faster and more secure DNA cryptographic algorithm.

I implemented the DNA cryptographic algorithm which encodes the records
of an individual in DNA data strand flanked by unique primer sequences which
represent the DNA Cryptographic Keys Sequences
In the DNA Encryption (DNAE) system I derive the DNA Cryptographic Keys based
on Evolutionary Models.

I developed, implemented and tested a novel idea and algorithm: a
UnigPprocess System Pipeline Evolutionary Models of deriving DNA Cryptographic
Keys Sequences by deriving the DNA secret keys from human genome analysis.

I developed and implemented the UnigPprocess System Pipeline
Evolutionary Models with which I extracted and aligned the DNA Cryptographic Keys
Sequences of the same gene from related chosen species with respect to Human
DNA Sequences.

I realized the alignment in the evolutionary system pipeline of DNA
Cryptographic Keys Sequences with trained ProbCons tool, a pair-hidden Markov
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8.3-SmartCipher Application Integrating DNAProvider with DNA Encryption (DNAE) System 123

model-based on progressive alignment algorithm that primarily differs from most
typical approaches in its use of maximum expected accuracy, (described in all
details in Chapter 7). Sun Microsystems certified and signed our DNAProvider as
Java Cryptographic Extension (JCE) with DNA cryptographic algorithm. We got the
Code Signing Certificate from Sun Microsystems for our DNAProvider as Java
Cryptographic Extension (JCE) with DNA cryptographic algorithm which is available
for 5 years, until with the reference #679, when renewing it.

Based on this in Helios research team from Technical University of Cluj-
Napoca, we developed in Java Language a software application named SmartCipher
where I integrated our DNAProvider with DNA Encryption (DNAE) system based on
the Central Dogma of Molecular Biology (CDMB).

The SmartCipher application has a following interface, (Fig. 47) and integrates my
DNAProvider in it.

The interface was developed using Java IDE Jigloo GUI Builder plugin for
Eclipse, containing a CTextArea where the user can introduce the desired text and
desired algorithm for encryption: Des, TripleDes, Blowfish and DNA,

SmartCipher

Print the text you want to encrypt

Select the cipher

gagaaacaccagecgicacaggaageaaagaaattggeticactittaaggtgaatee
agaacccagatgtcagagetee

% DES

1 TripleDES
Encrypted text @ LT
32ebedB826787de5ccBl37715424948ee0ca2f4B0a806f5eedBbed
6117b64cddb037b06fc906090a20b98f5775c2722b41048dd3d373 {2 DNA
d0ee9ceb9781 3chf1a472d8f968697ddedldlbdB8670b8ee3ce0l
16lel2af7647d60

Encrypt

Dearypted text

gagaaacaccagccgtcacaggaageaaagaaattggeticacttttaaggtgaatee

agaacccagatgicagagetce o ’107 s
Encryption tune
Decrption time | |1 ms

Fig. 47 SmartCipher Interface —DES Encryption/Decryption

BUPT



124 Deriving DNA Cryptographic Keys-8

EJ SmartCipher

int the text you want to encrypt
gagaaacaccagccgtcacaggaagoaaagaaattggcttcacttitaaggtgaatee Select the clpher

agaacccagatgtcagagetoc

08dS4e4552d6ae26ad41586aelcoff9972c9a601fclddc07471599
dadb7304ae3ecdd919f15ad3c6bbesl 8269f1fe8da259be504789e
9b47adadf9alefB38582a50d7a31d6475770c7h56ee38fad02ce276
06blcaeb&f39bd

Dearypted text

gagaaacaccagccgtcacaggaagoaaagaaattggctteacttttaagatoaatee

agaacccagatgtcagagetoc

Ewypton i *__|

Fig. 48 SmartCipher Interface —TripleDES Encryption/Decryption
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B smartCipher

int the text vou want to encrypt
Select the cipher
gagaaacaccagccgtcacaggaagcoaaagaaattggcttcacttttaaggtgaatec

agaacccagatgtcagagetec

1 VP ted text

85chbBcdb982aa095076592dcddag96411292f73e87165b1decld0s
bal3647c95466d41b705fcB6878d5ef49e07e]l 2ald0at402427 e

56651dc0438dedfl87c2cc888el8a772c65h4achb3fbd7a9d702d9
7c80cddae3aldeas

Deaypted text

gagaaacaccagocgtcacaggaagoaaagaaattggeticacttttaaggtgaatec

agaacccagatgtcagagetec

Fucryptiontime | ©

Fig. 49 SmartCipher Interface - Blowfish Encryption/Decryption
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B smartCipher

1nt the text you want to encrypt

gagaaacaccagccgtcacaggaageaaagaaattggettcacttttaaggtgaatee

agaacccagatgtcagagctcc|

Encrypted text

17171700170415000000130217040213171704151313000017
00061300151713000004000415001300171317000206061717
17170406150017170017001700001700000606000000170006
1200151300151717020415001320017

Decrypted text

gag geeg ggaag g ttggcttcacttttaaggtgaatee

agaacccagatgtcagagctcc|

Select the cipher

Encryption time

Fig. 50 SmartCipher Interface —-DNA Encryption/Decryption

SmartCipher application where I integrated my DNAProvider with DNA
Encryption (DNAE) system based on the Central Dogma of Molecular Biology
(CDMB), and association between classes and UML diagrams, (Anex.1 Fig.52-54).
Tests were executed on a Intel Pentium 4 CPU, 3.00 GHz, RAM: 1,5GB,0S: Ubuntu

10.04.
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Time Encryption/Decryption

DES

TripleDES

Blowfish

DNA
(proposed solution)

M Encryption

26

29

21

23

61

B Decryption

2

3

15

Fig. 51 Necessary time for encryption decryption for different ciphers

DNA encryption needs a shorter time for encryption compare with
algorithms: DES, TripleDES, AES and a longer time for decryption process, (Fig. 51).

Increased time is explained by the string conversion to array of bytes and
vice versa as for implemented cryptographic algorithm the cryptographic provider
implements the abstract methods of SPI class processing array of bytes but the
implemented DNA cryptographic algorithm process array of strings, the strength and
efficiency of the proposed solution is in its time complexity defined as f(n) if, for all
n and all inputs of length n, the execution of the algorithm takes at most f(n) steps.
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9. Conclusions - Personal Contributions- Future
Directions

The thesis consists of the very valuable practical work as every
novel proposed idea, method and algorithm has been developed
implemented and tested. The major results and contribution of this thesis
have been published in March, 2012 in the book: “"Modern Cryptography”.

The main theoretical contributions of the thesis are:

The thesis consists of an important theoretical signification dedicated to the
development of the new encryption methods and algorithms using bioinformatics
with a higher degree of security and reliability in the encryption systems.

-A study regarding data security in current networks, Internet and Distributed
Systems.

-The description of DNA Engineering and Bioinformatics Science which brings
together the areas of molecular biology, chemistry, mathematics physics, and
computer science.

As my research result I present a short synthesis of my main
practical contribution to this thesis:

The aim and motivation of the thesis consisted in the development of the novel
modern encryption techniques based on bioinformatic science. I proposed and
implemented a new idea of a development of a cryptographic package provider;
named DNAProvider as Java Cryptographic Extension (JCE) which extends the JCE
by implementing a more secure DNA cryptographic algorithm based on bioinformatic
science.

The originality and scientific novelty of the thesis and obtained results
exceed current available methods by security and time complexity, consisting in the
development and elaboration of the novel and modern methods for data protection
based on bioinformatics, novel ideas and novel algorithms which I implemented and
tested to derive the asymmetric DNA Public/Private Cryptographic Keys based on
mathematics of the Evolutionary Models.

1. I proposed a new idea and implemented a DNA cryptographic algorithm which
encodes the medical records of an individual in DNA data strand flanked by unique
primer sequences.

2. I proposed a new idea which I implemented and tested the DNA Encryption
System (DNAE) based on the Central Dogma of Molecular Biology (CDMB).

3. I proposed and implemented a new idea of a development of a cryptographic
package provider, named DNAProvider as Java Cryptographic Extension (JCE),
extending the JCE by implementing faster and more secure DNA cryptographic
algorithm.

4. Following all the necessary steps required by Sun Microsystems and as a result of
my research work for extending the JCE with DNA Encryption Algorithm as part of
Java Cryptographic Security Provider, named DNAProvider, I obtained from Sun
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Microsystems, Inc, the: JCE Code Signing Certificate Issuance, Nr.<679>, valid
for 5 years until 01/26/2013.

5. In collaboration with Helios research team from Technical University of Cluj-
Napoca, we developed in Java Language a software application named SmartCipher
where we integrated my DNAProvider with DNA Encryption (DNAE) system based on
the Central Dogma of Molecular Biology (CDMB).

6. Using the same modern technologies as bioinformatics and biotechnology in the
field of cryptography I developed, implemented and tested a cryptographic package
provider DNAProvider as Java Cryptographic Extension (JCE) based on the
Central Dogma of Molecular Biology, used for security of software applications.
7. I extended the JCE with DNA Encryption Algorithm as part of Java Cryptographic
Security Provider, named DNAProvider, which I use for security of software
applications.

The originality and scientific novelty of the thesis and obtained

results exceed current available methods by efficiency of the algorithm
measured in time complexity and security, consisting in the development and
elaboration of the novel and modern methods for data protection based on
bioinformatics, novel ideas and novel algorithms which I implemented and tested:
To derive the asymmetric DNA Cryptographic Public/Private Keys based on
mathematics of the Evolutionary Models for use in Public Key Infrastructure
8. I developed and implemented a unique innovative method to derive the
cryptographic public/private keys called the DNA Cryptographic Keys based
on Evolutionary Models.
-I came with the novel idea and a new algorithm which I implemented and tested: I
developed and implemented a unique innovative method to derive the asymmetric
DNA Cryptographic Public/Private Keys from human genome analysis, based on the
complexity of using Bioinformatics, Sequence analysis, Phylogenetic tree analysis
and Mathematical functions of Bioinformatics Evolutionary Models, for the author’s
DNA Encryption (DNAE) system.

The difficulty of attacking the derived DNA asymmetric
cryptographic keys is based on the mathematical functions of probability
theory and the complexity to compute the key for a cryptanalyst is NP
complete (which means it cannot be solved in exponential time) and the
complexity of breaking the algorithm with brute force attack is proportional
with the quantity of possible keys depending exponential of the key length.

The difficulty of attacking the derived DNA asymmetric cryptographic keys is
based: on the difficulty to solve the exponential infeasible problem, as the effort to
solve the problem grows faster than polynomial time as a function of input size,
resulting in the best algorithms time complexity efficiency compared to the
efficiency of the exited algorithms.

My work opens a future direction for research in data security based on
bioinformatics which will be in high demand with the advent of high-speed next-
generation communication systems and networks.
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A2. DNA Provider Certificates

*** JCE Code Signing Certificate Issuance ***
<679>

<Provider Code Signing Cert>
CN=Tatiana Hodorogea,OU=Technical University Cluj-Napoca,O=UTCN,L=Cluj-
Napoca,ST=Cluj,C=R0O

MIID2zCCAS5mgAwIBAgICApEWCWYHK0ZIzZjgEAWUAMIGQMQswCQYDVQQGEwIVUZzEL
MAkGA1UECBMCQOEXEjAQBgNVBACTCVBhbG8gQWx0bzEdMBsGA1UEChMUU3VuUIE1l

p

Y3Jvc3lzdGVtcyBlIbmMxIzAhBgNVBAsTGkphdmEgU29mdHdhecmUgQ29kzZSBTaWdu
aW5nMRwwGgYDVQQDEXNKQOUgQ29kZSBTaWduaW5nIENBMB4XDTA4MDEYMjESM
Dly
N1oXDTEzMDEyYNTE5MDIyN1owgYgxCzAIJBgNVBAYTAIJPMQOwCwYDVQQIEWRDbHVq
MRQWEgYDVQQHEwtDbHVgLU5hcG9jYTENMASGA1UEChMEVVRDTjEpMCcGA1UECXM

g

VGVjaG5pY2FsIFVuaXZlcnNpdHkgQ2x1ai1OYXBvY2ExGjAYBgNVBAMTEVRhdGIh
bmEgSG9kb3IvZ2VhMIIBtzCCASWGBYyqGSM44BAEwggEfA0GBAP1/U4EddRIpUt9K
nC7s50f2EbdSPO9EAMMeP4C2USZpRV1AIIH7WT2NWPq/xfW6MPbLmM1Vs14E7gB00
b/ImYLdrmVClpJ+f6AR7ECLCT7up1/63xhv401fnxqimFQ8E+4P208UewwI1VBNa
FpEy9nXzrith1yrv8iIDGZ3RSAHHAhUAI2BQjxUjC8yykrmCouuEC/BYHPUCgQYEA
9+GghdabPd7LvKtcNrhXuXmUr7v60uqC+VdMCzOHgmdRWVeOutRZT+ZxBxCBgLR]----- END CERTIFICATE-----

<JCE Root CA Cert>

CN=JCE Code Signing CA,OU=Java Software Code Signing,0=Sun Microsystems
Inc,L=Palo Alto,ST=CA,C=US

MIIDwDCCA36gAwWIBAgIBEDALBgcqghkjOOAQDBQAwWgZAxCzAIBgNVBAYTAIVTMQsw
CQYDVQQIEwIDQTESMBAGA1UEBXxMJUGFsbyBBbHRVMROWGWYDVQQKEXRTdW4gT
WIj
cm9zeXNO0ZW1zIEluYzEjMCEGA1UECXxMaSmF2YSBTb2Z0d2FyZSBDb2RIIFNpZ25p
bmcxHDAaBgNVBAMTEOpDRSBDb2RIIFNpZ25pbmcgQOEWHhcNMDEWNDI1IMDcwMD
Aw
WhcNMjAwWNDI1IMDcwMDAwWW]jCBKDELMAKGA1UEBhMCVYVMxCzAIBgNVBAGTAKNBMR
Iw
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]
mFysuJzHmMX7ulBkgNID516urrtlrcpUNZvjvI49Esu0oRMf+r7CmI28AZ0OWCWweo
VIY70ilRYV5pOdcudHcSzxIK9S31y3JhxE5v+kdDPXxS7+rwYZijC2WaLeiOvwmCS
SXT+WD4hf2hivmxISfmgS16FnRkQ+RVFURtx1PcLo2YwZDARBgIghkgBhvhCAQEE
BAMCAAcwDwYDVROTAQH/BAUwWAWEB/zAfBgNVHSMEGDAWgBRI4vSGydNO8JFOWKJ
q

9dh4WprBpjAdBgNVHQ4EFgQUZelLOhsnTTvCRTliiavXYeFgawaYwCwYHKoZIzjgE
AwUAAY8AMCwCFCr3zzy XXfl4tgjiXQbTZDUVM5LScAhRFzXVpDiH6HdazKbLp9zMd
M/38SQ==

————— END CERTIFICATE-----

Sun’s Certification Form for DNA Cryptographic Service Provider (CSP)

Sun's JCE implements encryption using Cryptographic Service
Providers (CSPs). Only CSPs signed by a trusted entity can be
plugged into the JCE framework. You have indicated that you
will be providing a DNA CSP for JCE. Please read, sign, and return
this form to:
Sun Microsystems, Inc.
International Trade Services/Export Compliance
Attn: Encryption Export
10 Network Circle MS: UMPK10-144
Menlo Park, CA 94025
Also fax paperwork to the follwing number, with the following headings:
Fax #: 408-668-0918
Subject Line: CSR # _<679>
Attention: Encryption Export
Sun Microsystems, Inc.
International Trade Services/Export Compliance
Before you return this form, you must send, via email, a Certificate Signing Request
(CSR) and contact information to javasoft-cert-request@sun.com. In response, you
will receive a request number, also via email.
You may then mail this form. Include the request number here:

Request Number: <679>

Including the request number ensures this form can be matched to your email
message.
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Overview

Export controls on commercial encryption products are administered by the Bureau
of Industry and Security (BIS) in the U.S. Department of Commerce. Rules
governing exports of encryption are found in the Export Administration Regulations
(EAR), 15 CFR Parts 730-774 which implements the Export Administration Act
("EAA" 50 U.S.C. App. 2401 et seq.).

BIS requires that each entity exporting products be familiar with and comply with
their affirmative obligations set forth in the Export Administration Regulations.
Please note that the regulations are subject to change. We recommend that you
obtain your own legal advice when attempting to export. In addition some countries
may restrict certain levels of encryption imported into their country. We recommend
consulting legal counsel in the appropriate country or the applicable

governmental agencies in the particular country.

If you developed your CSP inside the United States, and you want to export your
CSP, it must be reviewed and approved for export by the Bureau of Industry and
Security.

If you developed your CSP outside the United States, then you may nothave to
submit your product for a technical review, but it may be subject to the
requirements of the Export Administration Regulations.

Certification

I certify that I have read the above "Overview" and will comply with the Export
Administration Regulations. I understand that any CSP developed in the United
States may not be exported from the United States without prior approval by the US
Government and that such approval is my responsibility. I further understand that
any CSP developed outside the United States nevertheless may be subject to the
Export Administration Regulations.

Company: Technical University of Cluj-Napoca, Romania

Address: 26-28, George Baritiu, Street, Cluj-Napoca, Romania

Signature: Date: 19 January 2008
Printed Name: TATIANA HODOROGEA
Title: Assistant Researcher, PhD, Eng.
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A3. Derived List of DNA Cryptographic Keys Sequences from
Human Genome Analysis with three mers DNA letters length

AAA 1.9194786002e-01 2.4454800665e-01 1.2740335142e+00
AAC 1.4182466683e-02 7.7023433519e-03 5.4308912011e-01
AAG  9.4549777886e-03 5.1348955679e-03 5.4308912011e-01
AAT 9.4549777886e-03 5.1348955679e-03 5.4308912011e-01
AA- 2.2504028228e-01 2.6252014114e-01 1.1665473331e+00
ACA 1.5115460728e-02 8.1688403743e-03 5.4042946632e-01
ACC 1.3343472517e-02 7.2828462690e-03 5.4579842388e-01
ACG 1.8333300312e-03 3.0555500519e-04 1.6666666667e-01
ACT 1.8333300312e-03 3.0555500519e-04 1.6666666667e-01
AC- 3.2125593307e-02 1.6062796654e-02 5.0000000000e-01
AGA 1.0076973819e-02 5.4458935829e-03 5.4042946632e-01
AGC 1.8333300312e-03 3.0555500519e-04 1.6666666667e-01
AGG  8.2845383345e-03 4.7533791776e-03 5.7376512555e-01
AGT 1.2222200208e-03 2.0370333680e-04 1.6666666667e-01
AG- 2.1417062205e-02 1.0708531102e-02 5.0000000000e-01
ATA 1.0076973819e-02 5.4458935829¢e-03 5.4042946632e-01
ATC 1.8333300312e-03 3.0555500519e-04 1.6666666667e-01
ATG 1.2222200208e-03 2.0370333680e-04 1.6666666667e-01
ATT 8.2845383345e-03 4.7533791776e-03 5.7376512555e-01
AT- 2.1417062205e-02 1.0708531102e-02 5.0000000000e-01
A-A 2.2721726839%e-01 2.6360863419e-01 1.1601610919e+00
A-C 3.1192599263e-02 1.5596299631e-02 5.0000000000e-01
A-G 2.0795066175e-02 1.0397533088e-02 5.0000000000e-01
A-T 2.0795066175e-02 1.0397533088e-02 5.0000000000e-01
A-- 3.0000000000e-01 3.0000000000e-01 1.0000000000e+00
CAA 1.3343472517e-02 7.2828462690e-03 5.4579842388e-01
CAC 1.5115460728e-02 8.1688403743e-03 5.4042946632e-01
CAG 1.8333300312e-03 3.0555500519e-04 1.6666666667e-01
CAT 1.8333300312e-03 3.0555500519e-04 1.6666666667e-01
CA- 3.2125593307e-02 1.6062796654e-02 5.0000000000e-01
CCA 1.4182466683e-02 7.7023433519e-03 5.4308912011e-01
CCC 1.9194786002e-01 2.4454800665e-01 1.2740335142e+00
CCG  9.4549777886e-03 5.1348955679e-03 5.4308912011e-01
CCT 9.4549777886e-03 5.1348955679e-03 5.4308912011e-01
CC- 2.2504028228e-01 2.6252014114e-01 1.1665473331e+00
CGA  1.8333300312e-03 3.0555500519e-04 1.6666666667e-01
CGC 1.0076973819e-02 5.4458935829e-03 5.4042946632e-01
CGG  8.2845383345e-03 4.7533791776e-03 5.7376512555e-01
CGT 1.2222200208e-03 2.0370333680e-04 1.6666666667e-01
CG- 2.1417062205e-02 1.0708531102e-02 5.0000000000e-01
CTA 1.8333300312e-03 3.0555500519e-04 1.6666666667e-01
CTC 1.0076973819e-02 5.4458935829e-03 5.4042946632e-01
CTG 1.2222200208e-03 2.0370333680e-04 1.6666666667e-01
CTT 8.2845383345e-03 4.7533791776e-03 5.7376512555e-01
CT- 2.1417062205e-02 1.0708531102e-02 5.0000000000e-01
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C-A
C-C

C-T
C--
GAA
GAC
GAG
GAT
GA-
GCA
GCC
GCG
GCT
GC-
GGA
GGC
GGG
GGT
GG-
GTA
GTC
GTG
GTT
GT-
G-A
G-C
G-G
G-T
G--
TAA
TAC
TAG
TAT
TA-
TCA
TCC
TCG
TCT
TC-
TGA
TGC
TGG
TGT
TG-
TTA
TTC
TTG

3.1192599263e-02
2.272172683%e-01
2.0795066175e-02
2.0795066175e-02
3.0000000000e-01
8.8956483448e-03
1.8333300312e-03
9.4658638082e-03
1.2222200208e-03
2.1417062205e-02
1.8333300312e-03
8.8956483448e-03
9.4658638082e-03
1.2222200208e-03
2.1417062205e-02
8.8438677782e-03
8.8438677782e-03
1.1930418671e-01
5.8959118522e-03
1.4288783412e-01
1.2222200208e-03
1.2222200208e-03
6.3105758721e-03
5.5230255563e-03
1.4278041470e-02
2.0795066175e-02
2.0795066175e-02
1.4454649020e-01
1.3863377450e-02
2.0000000000e-01
8.8956483448e-03
1.8333300312e-03
1.2222200208e-03
9.4658638082e-03
2.1417062205e-02
1.8333300312e-03
8.8956483448e-03
1.2222200208e-03
9.4658638082e-03
2.1417062205e-02
1.2222200208e-03
1.2222200208e-03
5.5230255563e-03
6.3105758721e-03
1.4278041470e-02
8.8438677782e-03
8.8438677782e-03
5.8959118522e-03
1.1930418671e-01
1.4288783412e-01

1.5596299631e-02
2.6360863419e-01
1.0397533088e-02
1.0397533088e-02
3.0000000000e-01
4.8552308460e-03
3.0555500519e-04
5.3440419145e-03
2.0370333680e-04
1.0708531102e-02
3.0555500519e-04
4.8552308460e-03
5.3440419145e-03
2.0370333680e-04
1.0708531102e-02
5.0330438995e-03
5.0330438995e-03
1.5802246666e-01
3.3553625997e-03
1.7144391706e-01
2.0370333680e-04
2.0370333680e-04
3.5626946097e-03
3.1689194517e-03
7.1390207350e-03
1.0397533088e-02
1.0397533088e-02
1.7227324510e-01
6.9316887250e-03
2.0000000000e-01
4.8552308460e-03
3.0555500519e-04
2.0370333680e-04
5.3440419145e-03
1.0708531102e-02
3.0555500519e-04
4.8552308460e-03
2.0370333680e-04
5.3440419145e-03
1.0708531102e-02
2.0370333680e-04
2.0370333680e-04
3.1689194517e-03
3.5626946097e-03
7.1390207350e-03
5.0330438995e-03
5.0330438995e-03
3.3553625997e-03
1.5802246666e-01
1.7144391706e-01

5.0000000000e-01

1.1601610919e+00C-G

5.0000000000e-01
5.0000000000e-01
1.0000000000e+00
5.4579842388e-01
1.6666666667e-01
5.6455934955e-01
1.6666666667e-01
5.0000000000e-01
1.6666666667e-01
5.4579842388e-01
5.6455934955e-01
1.6666666667e-01
5.0000000000e-01
5.6909985831e-01
5.6909985831e-01
1.3245341259e+00
5.6909985831e-01
1.1998496451e+00
1.6666666667e-01
1.6666666667e-01
5.6455934955e-01
5.7376512555e-01
5.0000000000e-01
5.0000000000e-01
5.0000000000e-01
1.1918189426e+00
5.0000000000e-01
1.0000000000e+00
5.4579842388e-01
1.6666666667e-01
1.6666666667e-01
5.6455934955e-01
5.0000000000e-01
1.6666666667e-01
5.4579842388e-01
1.6666666667e-01
5.6455934955e-01
5.0000000000e-01
1.6666666667e-01
1.6666666667e-01
5.7376512555e-01
5.6455934955e-01
5.0000000000e-01
5.6909985831e-01
5.6909985831e-01
5.6909985831e-01
1.3245341259e+00
1.1998496451e+00
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2.0795066175e-02
2.0795066175e-02
1.3863377450e-02
1.4454649020e-01
2.0000000000e-01
2.2308262923e-01
3.2964587473e-02
2.1976391649e-02
2.1976391649e-02
3.0000000000e-01
3.2964587473e-02
2.2308262923e-01
2.1976391649e-02
2.1976391649e-02
3.0000000000e-01
2.1976391649e-02
2.1976391649e-02
1.4139628894e-01
1.4650927766e-02
2.0000000000e-01
2.1976391649e-02
2.1976391649e-02
1.4650927766e-02
1.4139628894e-01
2.0000000000e-01
3.0000000000e-01
3.0000000000e-01
2.0000000000e-01
2.0000000000e-01
1.0000000000e+00

1.0397533088e-02
1.0397533088e-02
6.9316887250e-03
1.7227324510e-01
2.0000000000e-01
2.6154131461e-01
1.6482293737e-02
1.0988195824e-02
1.0988195824e-02
3.0000000000e-01
1.6482293737e-02
2.6154131461e-01
1.0988195824e-02
1.0988195824e-02
3.0000000000e-01
1.0988195824e-02
1.0988195824e-02
1.7069814447e-01
7.3254638829¢e-03
2.0000000000e-01
1.0988195824e-02
1.0988195824e-02
7.3254638829e-03
1.7069814447e-01
2.0000000000e-01
3.0000000000e-01
3.0000000000e-01
2.0000000000e-01
2.0000000000e-01
1.0000000000e+00

5.0000000000e-01
5.0000000000e-01

5.0000000000e-01T-T

1.1918189426e+00
1.0000000000e+00
1.1723965937e+00
5.0000000000e-01
5.0000000000e-01
5.0000000000e-01
1.0000000000e+00
5.0000000000e-01
1.1723965937e+00
5.0000000000e-01
5.0000000000e-01
1.0000000000e+00
5.0000000000e-01
5.0000000000e-01
1.2072321399e+00
5.0000000000e-01
1.0000000000e+00
5.0000000000e-01
5.0000000000e-01
5.0000000000e-01
1.2072321399e+00
1.0000000000e+00
1.0000000000e+00
1.0000000000e+00
1.0000000000e+00
1.0000000000e+00
1.0000000000e+00
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A Java Crypto Implementation of DNAProvider Featuring Complexity in
Theory and Practice

Hodorogea Tatiana, Vada Mircea-Flonm , Borda Momica, Streletch: Cosnun
The Faculty of Electrontes, Telecommunications and Information Technologies,
Technical University of Cluj-Napoca, 26-28 George Baritiu Street
Cluj-Napoca, 400027, Romania
thodoregenfivahoo.com, Mircea Vaida®@com.utchii.ro, Monica Borda{@com nichijro,

Cosmin. Smrelerchif@ com. ureluj.ro

Abstract. Jova Cryprographic Extension (JCE}
offers support for developing cniptographic
package providers, allowing us 1o extend the
JCE by implementing faster or more secure
enptographic algorithms. By the same means we
shall provide our mdependent implementation of
a DNA Encryption (DNAE) system, based on the
Central Degma of Melecular Biology (CDMB).
In this work we present a technical process for
Drofecting data assers such as personal meaical
information usiig a DNA cnyprography
technigue in which a persan’s own blood mineral
levels serve as a seed for selecting, mansmitting,
and recovering his sensitive parsonal data. As we
fmow that the management of securiny kevs
remains o challenge, we also propose a
mechanism fo generate encrypt-decrypt kays by
raking into consideration specifics of the
cnprograp/iy methad and the individual’s blood
anafysis.

Cur work is based on the complextyy of
developing a5 a swbser of JCE am
unconditionally secure DNAE System as part of
our security provider, named DNAProvider, e
itend fo use DNA Provider with the DNAE
Svsiem in medical applications to ensure securiry
of medical

Kevwords: DNA Encryption (DNAE) svstem
Central Dogma of Molecular Biology (CDMB).

1. Introduction

Why we need data security 15 already well-
known. Do we need to find alternative, more
secwe encryption teclmsques for protecting
sensitive data? With current network. Infemnet.
and distributed  systems. cryptography  has

become a key technology to ensure the secunty
of today's mformation infrastmocture A
cryptographic system that an attacker 15 unable to
penetrate even with access to infinite computing
power is called umconditionally secure. The
mathematics of such a svstem 15 based on
mformaticn theory and probability theory. When
an artacker is ﬁn-m:a]Ij. able to intrude. but it
is computationally infeasible with available
resources, the crvpiographic system is said fo be
conditionally secure. The mathematics in such
systems 15 based on compurational complexity
theory. To design a secure cryptographic system
i5 a verv challenping. A cryptographic system
has one or more algonthms which implement a
computational procedure by taking a vanable
mput and generating a corresponding cutpur. If
an algorithm's behavior is completely determined
by the input, it is called dererminisric, and if its
behavior is not determined completely by mput
and generates different output each ftime
executed with the same mput, it is probabilisiic.
A distributed algonthm mw which two or more
entities take part is defined as a protocol
mcluding a set of commmicational and
computational steps. Each comnmnicational step
sequires data to be transferred from one side to
the other and each computational step may occur
only on one side of the protocol The goal of
every crvptographer is to reduce the probability
of a successful aftack against the secunty of an
encryption system — to zero. Probability theory
provides the answer for this goal Our “work is
based on the complexity of developing an
unconditionally-secure DNA Encrvption System
as part of DNA Provider. We aim to use DNA
Provider with unconditional secure DNAE
system 1n medical applications to ensure security
of medical information. However, DNA Provider
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with DNAE will also have applications in many
aspects of today’s web-based business processes
such as e-commerce, Internet banking. and
email

2. Java  Cryptography  Extension
Architectural Model with DNA

Encryption Security Provider

The gzoal of the security provider interface is
to allow a means whereby specific algorithm
implementations can be substimted for the
default provider. SUN JCE, (Fig 1) ICE was
developed as an extension package which
includes implementation for cryptographic
services. JCE offers a provider mmplementation
plus API packages providing support for key
agreement, encryption. decryption and secret key
generation. Thus. JCE offers support for
developing altemative cryptographic package
providers. This support allows us to provide our
independent implementation of DNAF System
based on the of the CDMB [11]

FATA APPLICATIONS !

ICEARY

CIPELR
KEY AGREMENT

ETY GINTRATON
SEEVICT FEOVIDIR INTERFACT

0N ICE BNMAProvider

Figure 1. Java Cryptography Extensions
architectural model with unconditional
secure DNA Encryption as part of our
security provider (DNAProvider)

The apphication code calls the appropriate JCE
API classes. The ICE API classes invoke the
classes in a provider that implements the
interface classes, JCE SPI The JCE SPI classes.
in furn invoke the the requested functionality of
the DNA Provider (Fig.2).

When the Java Virtual Machine starts execution.
it examines the user's propertes to deternune
which secunity providers should be used. The
user's properties are located in the file
Javasecurity, in which each provider is also
enumerated. If users prefer to use DNAProvider

as an additional security provider they can edit
this file and add the DNA Provider. When the
Secunty Class 1s asked to provide a particular
engine and algomthm it searches the listed
providers for the first that can supply the desired
operation.

WLCATIIN
S EPTETN [T0E (STRACTON LATER

paar]

eSS

KE PCLTE
L

[T

T (]
VA PRONRIER FIMCTMMALITY | e s Cuaties

SN E NV WTERFLCE

Figure 2. Invocation of DNAProvider for
providing requested functionality

3. Creating the DNA Security Provider
with DNA Encryption

An Engine Class defines an abstract
cryptographic  service. without its concrete
implementation. JCE 122 is provided as an
optional package and adds engine classes such
as: Cipher. KevAgreement KeyGenerator.
MAC, and SecretKevFactorv. The application
inferfaces miven by an engme class are
implemented and refemred to as the Service
Provider Inrerface. We wrote the service
implementation code and implemented the
master class. which is a subclass of
DNAProvider. As a next step, we prepared to
request a code-signing certificate from SUN for
testing This code-signing certificate will be used
to sign DNAProvider. The certificate 1s vahd for
five years for both testing and production. Prior
to requesting the certificate we will continue
work on the complexity of DNA Encryption
Protocol as well as the theoretical and practical
possibilines 1t offers To provide secure
commmnications based on uncenditionally-secure
DNA Cryptography. we apply the ramifications
of information theory and probability theory
Unconditional secunty. in a theoretical sense.
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can only be achneved if the entropy of the secret
kev is greater than or equal to the entropy of the
plain-text message. [8] Information theory and
probability theory contimue to have a deep
umpact on modem cryptography: for example.
Quantum Cryptography applies the Heisenberg
uncertainty pnnciple of gquantum physics to
provide a secure channel.

4. Data Hiding in DNA

Recent research considers the use of the
Human genome in cryptography. In 2000, the
Junior Nobel Pnze was awarded to Romanian-
American student. Viviana Risca, for her work in
DNA steganography [10]. A DNA-encoded
message 1= first camouflagped within the
enormous complexify of human genonue DNA,
and then further concealed by confiming this
sample to a mmcrodot. A protorvpical ‘secret
message’ DNA strand contamms an encoded
message flanked by polvmerase chain reaction
(PCR) primer sequences. Denanured human DNA
provides a very complex background for
concealing a secret-message.

Risca, knowmg both the secret-message
DNA PCR prumer sequences and the encryphion
kev could readily amplify the DNA and then
proposed a mechanism to read and decode the
message. We propose to encode the medical
records of an individual in DNA data strand
flanked by unique pnmer sequences. which we
obtain m the process of deriving a DNA secret
key from blood analysis [¢]. The specific mineral
levels and their deviation from normal values are
considered as a first step. We then mix the
message-encoded DNA strand among other
decoy 'DNA strands that will together be sent o a
receiver through a public channel.

5. Biological Principles

A DNA segment that constifutes a gene 15
read. starting from the promoter (stamng
position) of the DNA segmen (Fig. 3). The non-
coding areas (infrons) are removed according to
certain fags. The remaming coding areas
(extrons) are rejoined and capped. Then the
sequence is transcribed info a single siranded
sequence of mRNA (messenger RNA) The
mRNA moves from fthe nuclens mfo the
cytoplasm In clwromosomes. DNA acts as a
template for the svnthesis of RNA in a process
called transcription. Duning RNA Synthesis and
Processing in the transcniption and splicing steps.

introns are excised and extrons are retamned to
form mRNMA which will perform the translation
work

Figure 3. Central Dogma of Molecular
Biology

In the translaton process, codons are
translated mnto the amuno acids according to the
genetic code. The DNA form of mformation is
scanned by a hvpothetical operator, Stefani. to
find the locations of the introns, which she then
records [13]. She cuts out the infrons according
to the specified pattern so that the DNA form of
dafa 15 translated mio the mBNA form The
mRNA form then translates into the protein form
of data according to the genenic code table (4
codons to 20 amino acids).

6. The DNA Encryvption Protocol

Adleman began the new field of o-
molecular computing research His idea was to
use DNA biochemistry for solving problems that
are 1mpossible to solve by conventiomal
computers. of that require an enormous mimber
of computation steps. The DNAE techmque
simulates the CDMB steps: transcription
splicing and translation process. The tme
cmmlmh' of an attack on a message of length n,
is Of2"). DNA computing takes advanrages of
combinatorial propemes of DNA for massively-
parallel computation.

Introducing DNA = crvptography mto the
common PEI scenario, it is possible to follow the
pattern of PRI, while also explotting the inherent
massively-parallel computing properties of DNA
bonding to perform the encryption and
decr}]ﬁmﬂ of the public and private keys [6].
The resulting encryphion algorithm used in the
transaction 15 much more complex than the one
used by conventional encryption methods
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an intruder. it would prove extremelv difficult to
read and detect the DNA strand that contains
someone’s medical lustory. without lmowing the
specific unique primer sequences of the specific
person. Performing a quick search by a program
we will get the chosen mineral (M).

Considering a dedicated medical application
with security facilities developed by our research
team we are able fo incorporate the blood
analysis resulis of an mdnidual mto the secunity
process using the following algorithnr

If the nuneral level (L) does not correspond to
a normal level (NL) and 15 equal to value:
L=X Y7 mmol1(1)

Then:

17 step: We associate X times the mucleotide
sequence corresponding to the synergetic nuneral
of the selected nuneral. obfaming a sequence S1.

2™ step: In the second step, to S1 we add
Y+Z pumbers of mucleotide from the onginal
sequence of a synmergetic nuneral. resuliing
sequence S that will constifute the unique primer
sequence.

Otherwise:

If all blood results are in a nonmal level we
will choose a mummal encodmg fo generate the
unigue primer sequences because we don't have
to merease the luding process for an mdividoal of
normal health. In this case we will just associate
the nucleotide sequence comesponding to a
chosen mineral.

As i this heading. they should be Times 12-
point boldface. imfially capitalized. flush lefl.
with one blank line before, and one after. Use a
hanging mdeat for long headings.

6.1.1 Complexity of Secure DNA
Encryption System Based on Probabilistic
Theory

Given nn = N as a composite posifive infeger
and x = Z%n the Quadratic Residuosity Problem
(QRP) is the problem of deciding whether
x QR If an arbitrary element of J; is given, it
15 computationally difficult to decide whether 1t
13 2 square or it 15 a peendo-square modulo 7.
Probabilistic DNA encrvpfion can explowt this
computational difficulty [3].

The DNA Encrvpt algonthm based on
CDMB. emploved by probabilistic DNA
encrypiion. mmst specify how a k-bit plam-text
message M = mpha . . . i 15 DNA-encoypted
according to CDMB. so that only Otto. the
recipient (or a person holding the Otto’s pnivate

key). 15 able to decrypt 1t. The DNA Encryption
algorithm needs to be a probabilistic one. fo take
as 1mput. a public key (1, 1) and a message m.
generating the DNA cipher-text ¢ as oufput. For
every message bit m; (== 1, ... , &), the DNA
Encrypt algorithm needs to choose x; = R 2%
aug compute: ¢; = 3 (mod iy if m; = 0 and

- (mod 1) if ;= 1. In both cases. each message

bit m; must be DNA-encrypted with an element
of Z* n. The resulting DNA cipher-text ¢ is the
kuple ¢ = (¢1... , ¢x). For ONA ¢ the DNA
decryption algorithm needs to evaluate ¢; =cy' oy
and compute my = 0 1f g; =1, otherwise. m;=1.

As the last step. the plain-text message m 1s
set to = migny - . . g The DNA Probabilistic
encryption is semantically secure.

Probabilistic encrvption as proposed by
Goldwasser and Micali, is the best notion of
secunfy we cwrently  have for asvmmetric
encrypiion svstems [3].

From a theorefical pomt of wview of the
complexity in DNA Probabilistic encryption
there is not much to add. From a practical point
of view. the complexity in DNA probabulistic
encryption based on CDMB mcludes the fact that
every plain-text message bif my; 1s encrypted with
an element of Z* 5, resulting 1n a considerable
message expansion We need to improve the
minimization of message expansion to a constant
number of bits.

7. Conclusion

We hope to find that our DNA Enervption
System with DNA Cryptography, based on
CDMB. probability  theorv, and information
theory. implemented as a subset of the Java
Croptographv Extension. mav prove fo be an
unconditionally secure encryption system.
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Abstract.

The develogpment, implementation and testing for
Security of Business to Business and Busiess to
Customer Saftware Applications Systam is basad on
the Cenpal Dogma af Mblecular Biblogy (CDME),
where we derive DNA Onoprographic Eevs based on
svolutionary models as public-key algorithms are
based on mathematical fumctions rather than on
substitution and permutation imolvig the use af two
separakE keys, in conbast o SVMMENIc sHonplion,
which wses onl one ksw When alignig fie DNA
seguences af fie same gene from relatad speciss,
there will wswally be diffrences betwesn the
seguences because af evolution and because af the
degensracy af the gensti. Bassd on evolutionary
modsls we extract and align the DNA seguences ofthe
same gene from related chosen species with respect 1o
human DNA Seguences. The alignment in the
svolutionary svstem  pipeline  is realized  with
FProbCons pol which iz a pair-hidden Markov modsl-
based on progreszive alignment algorithm  that
primarily differs from most hopisal goproaches | iz
use af maximmm spected accuracy. After aligning
our extractsd DNA Seguencer with ProbCon: we
derive the privatepublic pair DNA cnptographic
kevs based on ewlutibnary modsls mathematical
Sunctions wsed r Secwrity of Web-based Busiess
Processes Saftware Applications

Keywords DNA  coryptographic  keys,
evolutionzry moedels, Hidden Markov Modsl,
Public-key Introduction

1. Introduction

The aim of this paper is the development of 2
DNA  Cryptographic  EKeys  Based on
Evelutionary Models, for the mtegration m our
DMNAProvider 25 Java Cryptographic Extension
(JCE) with DNA Encryption (DNAE) system for
use i security of our developed Web-based
Business Processes Software Applications.
Nowazdays mformation systems mvolve more
complexity because of there  heterogensity

mvelving very big threats on, networks which
are widely spread open and mtercomnected. The
security attzcks and the technolegies to exploit
security attacks are growing contimuously.

The mpertance of providng and mamtammg
the dzta =md mformation security  across
networks i3 2 mzjor enterprise busimess activity
resulting i 2 big demand znd need to ensure and
mzntzin  mformation  security. With  current
network, Intemet and distibuted systems,
cryptography has become 2 key technology to
ensure the security of today’s web-based
Busimess to Busimess and Busmess to Customer
Software Applications. A cryptographic svstem
that zn attzcker iz unzble to penetrate even with
zccess to mfmite computmg power i3 czlled
unconditionally secure. The mathematics of such
2 system i based on mformation theory and
probability  theory, [4]. The development,
mmplementation and testing for Security of
Busimess to Business and Busmess to Customer
Software Applications System is based on the
Central Dogma of Molecular Biclegy (CDLE),
where we derive DNA Cryptographic Eeys
based on evolutionary medels zs Public-Eey
dgorithms zre based on mathematical fimctions
rzther than on substitution =nd permutstion
mvelving the use of two separate keys, m
contrast to svmmetric encryption, which uses
only one key. A aryptographic system has one or
more  zgerithms  which  mmplement 2
computationzl procedurs by tzking a varisble
mput znd generating 2 corresponding cutput.

If an zgeorithm's behavior 13 completely
determined by the mput it s called
deferminiztic, and if itz behavior i3 not
determined completely by mput and generates
different output each time executed with the
szme mput, it is probabilizrc.

Our work 15 based on Deriving DNA
Cryptographic Keys Based on Evelutionary
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Models for Secunty of Business to Busmess and
Buziness to Customer Software Applications.

When zhgnmg the DINA zequences of the
same gene from related species, there will
usually be differences between the sequences
becanze of evolution =nd because of the
degensracy of the genetic. Based on evolutionary
models we extract and align the DNA sequences
of the same gene from related chosen species
with respect to human DNA Seguences. The
slipnment in the svolutionary svstem pipelme i3
realized with ProbCons tool, which iz a pair-
hidden Mlarkov model-based on progressive
alignment algorithm that primaridy differs from
most typical approaches m its use of maximum
expected accuracy. After aligning our extracted
DNA Sequences with ProbConz we derive the
private’public pair DNA oryptographic keys
based on eveolutionary medels mathematical
functiens. Owr wotk iz bazed on the complexity
of deriving DNA Cryptographic Keys Based on
Evolutionary Models for Security of Web-based
Buzmess Processes.

2. Java Data Security

Jawa Cryptography Extension (JCE} was
developed 2z = extension package which
mcludes implementation for cryptographic
setvices. JCE offers a provider mmplementation
pluz API package: providing suppoert for Lkey
agresment, encryption, decryption and secretkey
generation. JCE offers 2 provider implementation
plus APT packages providng support for key
agresment, encryption, decryption and secret key
generation. The security provider iterface the
means by  which  different  zecurity
mplementztions may be plugged mte the
secutity package 2z message digests, encryption,
digital szignanires and keys, through JCE, JSSE
and authentication through JAAS.

[Memete Commy e | | Lo e P |

=T

Figure 1. Java Application Security

Thus, JCE support allowed us to provide our
mdependent  mplementstion  of | DNA
Cryptographic Keys Based on Evelutionary
Models uzed for Security of Web-based Business
Processes.

The classes necessary to handle secret kevs
come cnly with JCE. Keys and certificates are
nommaly associated with some person o
crganization, and the way i which keys are
stored, tramsmitted, and shared iz = mmportant
topic i the security package

I
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Figure 2.Implementation of DNA
Cryptographic Keys Based on Evolutionary
Models

Pyram e

A penerator class creates DNA Cryptographic
Eeys from soratch, (Fig 2). Symmetric keys are
generated by the KeyvGenerstor class whils
svmmetric key peirs are generated by the
EeyPairGenerator class.

The KeyFactory class translates between key
objects and their external representations. Thers
are two zbstract public methods of the key pair
generator SPI the mitalize) method ad the
generateFleyPair() methed. The KeyGenerator
clasz (javax.crypto.EeyGenerator) 13 used to
generate secret keys
" The important operations done are the ability
to create new DNA Crvptographic Kevs based
on Evolutionzry Models from seratch, using the
key pair generator ot the key generator and the
zbility to export our kevs, either 2= 2 parameter
specification or 25 a set of bytes, and the
correspondmg shility to mmpert that datz in crder
to create 2 DA oryptographic key. A key may
be transmitted by itz encoded format or by the
parameters that were used to generate the key.
Either of these representations may be
encapsulated m a key specification, which 13
used to interact with the EeyFaciory class
(ava security. KeyFaciory) and tha
SecretFey Factory class
(javare crypin. SecretKevFactory).
ey manzgement system we built zround the
notion of a keystore. Key stores are created and
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manipulzted though an  admmistrative tool,
kevtool and there 45 2 Java APT that zllows us to
use key stores programmeatically,

3. DNA Biology and Evelutionary Models

Besent research considers the use of the
Humean genome m cryptography ad the famous
DNA pne-time-pad encryption schemes utilizing
the mdexed of ramdom key string was first
developed by Ashish Gehani, Thomas H. LzBean
and John H. Reif.

At the lowest level, 2 genome can be
described 25 a long string of nucleotides. It could
be compared to 2 very long text made of four
letters {strimgs of DNA). All living crganisms
consist of cells and in each cell there iz the same
set of chromoesomes. Cloomesomes are strings of
DNA and serve 25 2 model for the whele
organism made from genes, which zre made
from blocks of DNA, Complete set of genetic
materizl (2l chromeosomes) 13 called genome
The assumption of evolutionary models iz that
biclegical systems have evelved from the szme
origm, constzntly rensmg some basic buldmg
blocks and through the cyeles of mutztion and
zelection that constitute evolution, new functions
have been created by reusing pieces of gready
existmg DNA machmery. If we consider this
problem m terms of sequences, this means that
two sequences responsible for similar functions
may be different, depending on how long they
have been divergmg. Many of the problems m
biomformatics and mere specifically m sequence
lignment are szid to be NP complets 25 the
number of potential selutions rises exponentially
with the number of sequences and their length
and the solution camnot be found o pelynomisl
time znd space. A ssguence slignment is the
representztion of two sequences m a2 way that
reflects their relationship and if the slignment is
designed to reflect phylogenetic relationships,
the residuss will be zlipned when they crigmate
from the same residus m the commoen ancestor.
If a given sequence lacks one residus, 2 gap will
be mserted m its place at the corresponding
position, m zn evelutionary model context, 2 null
sign mezns that 2 residus was mserted m one of
the sequences or deleted m the other while the
sequences were divergmg from thew commeon
ancestor.

4. Secure data transmission and reception
in a Web-Based Business Process

To put this mte the common description of
secure data transmission and reception in 2 Web-
Eased Busmess Process, let us say Stefami 15 the
sender, snd Otto, the recerver. Stefam provides
Otto her DNA Cryptographic Public key derived
based on evolutionzry medels, while only he
kmows his secret key, [3]. Thus, snyone czn use
Otte's public key to send him an enerypted
message, but only Otto kmows the secrst kev to
decrypt it.
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Figure 3. Implementation security for data
transmiszsion and reception
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Thus, snyone can use Otto's public kev to
send him =n encrypted message, but only Otte
kmows the secret key to decryptit

5. The Technique of Deriving DNA
Cryptographic Keys Based on
Evolutionary Models

Az Public-key algorithms zre based on
mathematical functions rather them on
substitution and permutztion and mvelves the use
of two separate kevs, m contrast to symmetric
encryption, which uses only one key, [4]. When
zigning the DNA sequences of the same gene
from related species, there will usually be
differences between the sequences because of
evolution.

We developed 2 Unigue Process System
Pipeline Evolutionary Moedels of deriving DINA
Cryptographic Esys Sequences by deriving the
DNA private'public kevs from human genome
analysis by computing the philogenstic tres
relating and the branch length during evelution
for chosen species. The moleculamr evolution
maedel zszigns probabilities to multiple-zlignment
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columns m terms of the the phidogenstc tree
branches and i time dependemnt of frequency
selections. Based on Kimws-Ohtz  theory
Halpem =nd Brmo, [!] have shown that
mutztion  lmit cmm  be determmed by
substitution rates i terms of the mutation rates
and equilibrum frequencies.

We derive the private’public pair DNA
civptographic  kevs besed on evelutionary
models znd hased on mathematicsl finetions.

We started with extrzcting from public
available datzbese zl orthologus DNA codmg
sequences for all genes, from related species with
respect to Human Genome sequences. A genome
of 2 refersnce species m owr case i3 Human
Genom (hgl8) and two mors additional genomes
are: Tauwrus Genome (bosTan3) and Dog Genome
{canFam?2). We extracted the DNA sequences for
20000 penes which equals to 44103 papes m
printzble formzt. Usmg a trzmed parametsr set
for ProbCons tool we zlipned zll ortholegus
DNA coding sequences of our choosen species
for 2l genes with respect to Human DNA coding
SequUences.

ProbCons achisved the highest accuracies of
all multiple zlignments metheds as i uses
probabilistic medelmg and consistency-based
alignment techniques.

We computed the philogemitic tree for our
chosen species and the branch lemgth durmg
evolution, (Fig. 4) with respect to human genome

(hgl8).

L2 ]

Ag cafat

Figure 4. Computed philogenetic tree and
the branch length

A Software Application, resds the tfree,
computes the pairwise slignment, computes the
branches of the tree for our chosen mammalizn
species. Public-key zlgorithms: zre based on
mathematical functions, father than on
substitution and permutztion and mvelve the use
of two separate keys i contrast to symmetric
encryptien, (Fig. 4).

In (Fig. 3), Second Column (C2) model
represents the computed DNA Public Eeys, with
respect to Column C! md zssumes substitution
ratz model which 15 calenlated by the branch
lengths of the phylogenstic tree and a vector of
nucleotide frequencies, (Fig. 3), and represents
the public keys.

Given the transition probebilines and given 2
phylogenetic tres we caleulated the ratio for an
dlignment column C3/C2, which s the product
over transition probabilities for each branch of
the tree we summed over 2l possible nuclectides
for mternzl nodes calculated by recursive
dgorithm mtreduced by Felsenstem.

The fust column C1 represents all possible
three base sequemces with respect to human
species. Second Column (C2) medel, with
respect to C1 assumes substimtion rate model
which = calenlated by the branch lengths of the
phvlogenetic tree and 2 wvector of nucleotide
frequencies, and represents the public key. The
third Column (C3) =ssumes that at 2 given
position, the substitution rates zre zltered during
due to specific selection preferences for 2 certain
base. The last Celumn iz the ratie C3/C2 md
represents the private key, (Fig. 3.

1] [+F | 3 I

FTSERETORARTIESY

o A

s . TEms e
Het LETe 1] h

Figure 5. Public/Private DNA
Cryptographic Keys

Usmg the szme model and deswed length of
bazes from the first column we can derive the
public'private keyvs used m Java KevStore with
respect to human or desired number of species.
Besultmg m new set of public/private DNA
Crypiographic Keyz for owr Java DNA KeySiore
UTOZE
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5. Conclusions and Future Work

We developed the oryptographic package
provider, mnamed DNAProvider a5 Jawva
Cryptographic Extension (JCE), extending the
JCE by mplementmg faster and more secure
DNA Encryption (DNAE) system based on the
Centrzl Dogma of Melecular Biclegy (CDME),
[3]. Sun Microsystems certified and signed owr
DNAProvider as Java Cryptographic Extension
(JCE) with DNA cryptographic algerithm. We
got the Code Signimg Cerificate from Sun
Microsystems for owr DNAProvider az Java
Cryptographic Extension (JCE) with DNA
cryptographic algorithm which s available for 3
years, umtil with the refersnce #679, when
renswing it m 2013, We mtend to mtegrate the
derived DNA Cryptographic Keys Based on
Evolutionzry Models, m owr DNAProvider zs
Java Cryptographic Extension (JCE) with DNA
Encryption (DNAE) system for use in security of
our developed Web-based Busmess Processes
Software Applications.
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1. Introduction

MNowadays information systems security services involve more complasdty becanse of there
heterogeneity mvolving very big threats and attacks on such kind of networks, which are
widely spread, open and interconmected. The security attacks and the technologies to exploit
sacurity attacks are growing continuously.

The importance of providing and maintaining the data and information security across
networks iz a major enterprize business activity, resulting in a big demand and need to
ensure and maintam information security.

Cryptographic algorithms for confidenfiality and authentication play a major importance

role in nowadays information security.

With coorent network, Internet, and distributed systems, crvptography has become a key
technology to ensure the security of today’s web-Saftware Applications. A m'ptcgrap]:m:
system that an attacker is unable to penetrate even with access to infinite computing power
is called uncondittionally secure. The mathematics of such a system is based on information
theory and probability theory. The goal of every ayptographer is to reduce the probability
of a successful attack against the security of an encryphbon system - to zero and the
probability theory provides the answer for this goal:

The aim and objective of this chapter is the development of a DINA Cryptographic Keys
Based on Evclubonary Models, for the intesration m owr DNAProvider as Java
Cryptographic Extension (JCE) with DMNA Encayption (DIMNAE) system for use in security of
our developed Web-based Software Applications.

Jawa Cryptography Extension (JCE) was developed as an extension package which includes
implementation for cryptographic services. JCE offers a provider implementation plus AF]
packages providing support for key agresment, encryption, decrvpton and secret kev
generation. JCE offers a provider implementation plus APl packases providing support for
kev agresment, encryption, decrypton and secret key gemeration. The security provider
interface the means by which different serurity implementations may be plugged into the
security package as message digests, encryption, digital sisnatures and keys, through JCE,
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J55E and authentication through JAAS: Thus, JCE support allowed ws te provide our
mdependsnt implementation of DINA Cryptographic Keys Based on Evclutionary Models
nsed for Secunty of Web-based Business Processes.

As Public-Fey algorithms are based on mathematical fimctons rather than on substitubon
and permmtation involving the use of two separate keys, in contrast to syommetric
encryption, which nses only one key we developed, implemented and tested the Seourity
System Software Applications based on the Central Dogma of Molecular Biology (CDME),
where we derved DNA Cryptographic Keys based on evolubonary models. Cur
cryptographic system haz ome or more algorithms which implements a computational
procedure by takins a variable input and generating a corresponding output.

If an algorithm's behavior is completely determined by the mput, it 1= called determunsstic,
and if its behavior is not determined completely by input and generates different output
gach time executed with the same input, it is probabiiztic.

Crur work: was based on the complesdty of developing, as a subset of JCE, an unconditionally
secure DINAE System as part of our secarity provider, named DN AProvider, (Hodorogea,
lonas, 2011).

Crar wrork: is based on Deriving DINA Cryptographic Kevs Based on Evolutionary Models for
Security of Software Applications.

Biotechnological Methods as recombinant DIMNA have been developed for a wide class of
operations ont DINA and FINA strands.

When aligning the DINA sequences of the same gene from related spedes, there will n=ually
be differences between the sequences because of evelution and becansze of the degeneracy of
the genetic code. Based on evolutionary models we extract and align the DINA sequences of
the same gene from related chosen species with respect to human DINA Sequences. The
alisnment in the evolutionary system pipeline is realized with ProbCons tool, which is a
pair-hidden Markov model-baced on progressive alisnment algorithm that primarily differs
from most typical approaches in its use of madmum expected accuracy. After alisning our
extracted DINA Sequences with ProbCons we derive the private/public pair DNA
cryptographic keys based on evolutionary models mathematical fimctioms. The molecular
evolution model assigns probabilifies to multiple-alisnment colunms in terms of the the
philogenetic tree branches and is time dependent of frequency selections. Based on Kimmra-
Ohta theory Halpem and Bruno whe have shown that pmtation limit can be determinad by
substitution rates in terms of the mutabion rates and eguilibrium frequencies. Chur work
described in this chapter was based on the complesity of deriving DINA Cryptographic Keys
Based on Evolutionary Models for Security of Software Applications.

2. Data security and cryptography

Networks are based on a rmmber of network lavel equipments and servers as:
*  Dwnamic host configuration protecol (DHCF), server dymamically assignz an IP
address.

* Domain mame system (DINS) server framslates a domaim name (UEL) into an I[P
address.
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*  Network address translation (WAT), performs translation between private and public
addresses.

*  E-mail server supports electronic mailing

*  Infemet/Intranet/Exiranet Web servers

*  Access points (AP), giving wireless equipments access to wired networle

*  Virtual LAN (VLAN) which virtually separate flows over the same physical network,
so that direct comnmndcations between equipments from different VLANs could be
restricted and required to go through a router for filtering purposes

+  Network access server (NAS) / Broadband access server (BAS), gateways between the
switched phone network and an IP-based network

*  Intrusion detection system (IDS) / Intrusion prevention system (IP5) usad to detect
intru=sions based om known inbrusion scenario signatoras.

More than 20 years informabtion security considers confidentiality, integrity and availability,
kmown as CIA as the base of information security. Cryptography gives us all of these
services, linked with transmitted or stored data.

Considermg GFID computing security where the heterogeneons resources are shared and
located im differemt places belonging to different administrative domains over a
heterogeneons nebwork, additional security requirements must be satisfied compare to
classical networl: security.

A GEID is a software toolbox and provides services for manmaging distributed software
resources. Securing nformation in GRID computing encompasses verifying the mtegrity of
the message against malidons modification, authenticating the source of a message and
assuring the confidentiality of the message being sent

The key points of information security are:

*  Confidentality- keeping the data secret

*  Integrity - keeping the data unmodified

*  Anthentication - certifies the source of the data

*  MNon-repudiabion - the process of the sent data can’t be negated

Comfidentiality implies the prevention ko disclosure information by individuals and
unauthorized systems.

In information security integrity implies the impossibility of data modification without the
authorization and keeping the data umchanged. Authentication means the Imowledge of the
source, from where the data was received.

The informabion needs to be available when necessary. The assurance of availability implies
the prevention of denial of service attacks.

Commumnication between GEID entities mmst be secure and confidentiality nmst be ensured
for sensitive data, from commumication stage, to potential storage stage. Problems of
integrity should be detected I order to avoid treatment fanlts, availability is directly linked
to performance and cost in GEID environment.

Cryptographic algorithms for confidentiality and anthentication play a major importance
role in nowadays information security.
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2.1 Security services, threats and attacks

The main threats to WLAN networks are the radio waves since the radioc waves broadcast,
without respect to neither walls nor other linit. Denial of service (D'oS) makes the network
meffective. It is easy to jam a radio network and network becomes uwnmsable. By the use of
tush access the network is overloaded with malicious conmection request. Tools are able to
detect this kind of traffic and help network admindsirator to identify and locate the orgin.

Inbrusions threats are most common attacks where the Infrusion is dome via client stabion
and protection is the same as for wired networks, the use of frevwall.

The most critical attack that aims to take the comtrol of network resources of the enferprise is
the network infrusion and in this case Wi-Fi dedicated intrusion detection systems (ID5) are
efficdent against such attacks.

With falsification of access points the hacker fetches the traffic on the network and the
security protection from such attacks i= by detecting abnormal radio transmission in
unexpected areas.

Security protections can be applied to WLAMN: network monitoring i= a good defensze to
observe the network to be informed if something strange happens.

The mtmusion detecton system (ID5) is used agamst network mbrusions. ITS correlates
suspect events, tries to determine if they are due to an mbmsion.

Traffic monitoring prevents against spoofing due to permanence observing of the Wi-Fi
traffic in order to detect any meonsistent sihiations.

Network: engineering is another security mechamism for network protection It i= stromgly
recommended to deploy WLAN using switches instead hubs and to control the traffic between
wired networks. WLAN dedicated switch manages radio, networking and security fomctioms
and access points are used only as emitters and receptors providing a better protection against
attacks. The firewalls manage protections at addressing level by providing filters and log
cormections, managing access comtrel hist (ACL) which are used for access filtering and menitor
the conmections. The frewalls nst be mstalled m a DMZE, VPN anthenbication with encryption
mechanisms activated. The use of VLAN must be done m order to split the network for the
isolation of strategic data from the radio network For this VLAN must be deploved on a
dedicated virtual LAN stracture where netwotk comtains several VLAN= and each assocated to
a WLATN submet with ovm SSID. AT VLAN= must be conmected on the WLAN switch

Encryption is the security mechanism at the application level by its use if the information is
mntercepted is unusable. In this scope standard protocols like transport layer secunty (TLS)
may be nsed. Authenticaton is done by a login password sequence and Iink between clisnt
and server is securad by TLS, anthentication is done via a local amthentication database.

MAC addresses fltering 1s a non aryptographic security feature uses the unique link layer
(MAC) address of the WLAN network card and identifies legitimates users.

Cme of security feature based on cryptography is wired equivalent privacy (WEF), defined
in the initial IEEE 80211 standard and provides anthenticabion and encryption with 40-123
bit key length The key should be changed in all nodes and in the access points, frequently
and simmltaneously.
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Becanse of WEF wealmess, the [EEE designed a protocol named 802111, Jmowmn as WPA 2
(Wi-Fi Protected Access 2). Temporal key integrity protocol (TEIF) is used for gemerating
per-packet kevs for the FC4 ciphering nsed. The kev ic called temporal becanse is changed
frequently and is combined with the semder’'s MAC address msing the exchusive OF-
operation. Fesulting in the usage of different keys for upstream and downstream
ransmizsions,

Two types of security mechanisms are kmowm: first bype is the one which are implementad
in a certain protocol layer. Second type of the security mechsnisms are mot related to

protocol layers or any security services.
Cryptography encrypts the data by the mean of using encrypton secority mechanism.

Encryphion securidy mechamism is an encypton algorithm which encaypts and decrypts the
data, ransforming it into unreadable format.

The encyption mechanism depends on enayption keys being used (zero or more) and
encryption algorithm. After the readable data is cryptographically transformed, digital
sipnature is appended to it as a second security mechandsm. Digitd siemature security
mcarisns proves the integrity of the data, the source of the data and protects the
information send against forgery.

The access might to information and resources is realized thought the third security
mechanism kawown as: access control secuirify smechamism.

For preventing traffic analysis attempts the bits are inserted into the gaps of the data stream
and this comstitutes the traffic prdding securety mecharism.

Data security model represents a semre transfer of nformation across information chanmel
fintemet), betwesn two principals: sender and recsiver, by the use of communication
protocols. Dlata secarity model implies the protection of data against confidentiality and
authentication threats coming from an opponent. Security related transformation is needed
to satisfy these conditions of data protecion dufring transfer through information chanmsl
Enoypton tramsforms the message in an unreadable format, by the oppoment. The
additional code iz added to the sectet information based on the content of the message and
thiz way the identity of the sender is verified.

J. DNA cryptography model

With current network, Internet, and distributed systems, cryptography has become a key
techmology to ensure the secarity of today’s information infrastractare.

Biotechnological Methods as recombinant DINA have been developed for a wide class of
operations om DMNA and FMNA strands. Bio Molerular Computation (BMC) makes use of
biotechnological methods for doing computation and splidng operations allow for universal
compukation

The first applications of DNA-based cryptography systems wusing hbiotechmologies
techmiques mciuded: methods for 2D data mput and output by wse of chip-based DMNA
micro-array technelogy and transformation between comventional binary storage media via
{photo-sensitive and for photo endtting) DINA chip arrays
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Lately DNA Cryptosystem using substfution and biotechnologies have been developed:
Substitution one-time-pad encoyption: is a substtution method using Lbraries of distinct
pads, each of which defines a specific, randomly generated, pair-wise mapping. The
decryption is done by similar methods. The Input 15 @ plamtext binary message of length n,
partitionad into plaintext words of fixed length.

Substitution One-fime-pad, a table randomly mapping all possible strings of plamtext words
into cipher words of fived length, such that there i= a 1mique reverse mapping and the
encrypiion 1= done by substituting each i-th block of the plaintext with the cipher word given
by the table, and 1= decrypted by reversing these substitutions. Using long DNA pads
containing many segments, each segment contains a cipher word followed by a plaintesxt
word and the cipher word, acts as a hybridization site for binding of a primer. Cipher word
is appended with a plaintext word to produce word-pairs. The word-pair DINA strands are
used as a lookup table in conversion of plaintext nto dpher text.

Chie-time-pad DNA Sequence with length n, contains d = n/{L1+ L2+ L3) copies of repeating
unit Repeafing unif made up of:

1. Bi=acipher word of length Ll = cllog n

1. Ci= a plaintext word length L2= cZlogn

Each zequence pair uniquely associates a plaintext word with a cipher word and the
Polymerase acts as a "stopper” sequence of length L3 = c3.

To generate a zet of oligonuclectides corresponding to the plaintext/cipher and word-pair
strands, ~Bi wsed as polymerase prmer and extonded with polymerase by specfic
attachment of plamte:xt word Ci. The Stopper sequence prohibits extension of growing

DMNA strand beyond boundary of paired plaintext word.

Methods for Construction of DINA one-time pads are based on the biotechnologies rather
than bioinformatics and present difficult to achieve both full coverage and yet still avoiding
po=sible conflicks by repetiion of plaintext and dpher words.

This methods make use of DINA chip techmology for random assembly of one-time pads:

The advantages are that are ourmently commerdally available (Affymetric) chemical
methods for construction of custom variants are well developed.

Other method also based on biotechmologies is so called method DNA cisp Msthod for
Construchion of DINA one-time pads where is used an array of immobilized DMNA strands
and multiple copies of a single sequence are grouped together in a microscopic pixel which
is optically addressable. Using the technology for symthesis of distinct DNA sequences at
each (optically addrescable) site of the array and combinatorial synthesiz conducted in
parallel at thousands of locations, prepared of cligonuclectides of length L, the 4L sequences
are synthesized in 4n chemical reachons.

As an Example: 63,000 sequences of length 8 use 32 synthesis cycles and 1.67x<107 sequences
of lemgth 10 use 48 cycles. The construchon of DNA - One-time pads hased on
biotechnologies was first developed by the pioneer in this feld (Adleman 1997).
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HOF Ome-time-pad (Vemam Cipher) Cryptosystem based on biotechmologies One-Hme-pad:
5 is a sequence of independently distmbuted random bits

M is a plaintest binary message of n bite resulting in the following cipher text |,
Ci=MiXORSifor=1..n.

Decrypied bifs, use commutative property of XOR Ci XOR resulting m-

51 = (M XOR Si) HOR 5i= Mi MOR (5 30R Sij= Mi

DA Implementation of XOF Cne-time-pad Cryptosystem:

The plaintext messages is one test tube of short DINA strands

The ercrypied message 15 another test tube of different short DINA strands

Encrypiion by XOR Owue-time-pad maps these in a random and reversible way such as
plaintewt i= comverted to cipher strands and plaintext strands are removed. For the gficient
DA encoding Adleman proposed to use moedular base 4 as DIMNA has four nucleotides.
Enayption constitutes the addition of one-time-pad elements medulo 4 and deoypton i
the subtract one-time-pad elements modulo.

Details of DINA Implementation of YXOE Ome-time-pad Cryptosystem based on
biotechnologies:

Each plaintext message has appended a unique prefix index tae of length L indesdng it.

Each of onz-time-pad DMNA sequence has appended unique prefix index tag of same length L,
forming complements of plaintext message tags. Using recombinant DNA bio techniques
such as amnealing and ligation in order to concefemate sto a singls DNA strand each
corresponding pair of a plaintext message and a one-time-pad seguence resulting in
enciphered by lnt-wise XOR computation and fragments of the plamtext are comverted to cipher
strands using the one-time-pad DINA sequences, and plaintext strands are removed.

The reverse decrypfion is similar nsing commutative property of bit-wise XOF operation.

BMC Methods to effect bit-whise XOF on Vectors. This method can adapt BMC methods for
binary additicn and similar to bit-wise XOF computation can disable carry-sums logic to deo
XOR

BMC technuques for Infeger Addition were smplesmented by (Guarmderd, Fliss, and Bancroft 96),
first BMC addition operations (on single bits) by (Fukin €l af 958, OGEY7, LESEST, GPZ97)
permit chaining on n bits.

Addition by Self Assembly of DIMNA tles was exploited by (Reif, 97) and (LaBean, 99)

KOR by 5cif Assemnbly of DNA tiles (LaBean, 99): XOR by Self Assembly of DNA files tncludes
that for each bit Mi of the message, construct sequence ai that represents the ith bit.

Scaffold strands for binary inputs to the MOFR are the usage of linkers to assemble the
message M's n bits into scaffold strand sequenceal 22 .. an

The Omne-time-pad is further porbion scaffold strand o' In' 2. @'n and is created from
random mputs add output tles, the annealng give self assembly of the tling.
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The newt step: adding ligase yields to the reporter strand:
FE=alal. anala2.  anblb?.  bnwheebi=aiX0ORaifori=1. n

In the next step the reporter strand is extracted by biotechmique of melting away the tles,
smaller sequences, and purifying it, comtains concatenation of input message, encrypton
kev, ciphertext.

Before the final [ast step using a marker sequence the ciphertext can be ewdsed and
separated based om its length bemg half that of remaining sequence. In the last step
ciphertext is stored in a compact form.

These increasing importances of information security and the protecton of human privacy
rights as Confidentiality lead me to develop mew secumty solutions based on modem
techmelegies: Bioinformatics and Biotechmology.

In this weork we present a techmical process for protecting data assets such as personal
medical mformation using Bioinformatics and a DINA ayptography techniqus based on
bicinformatics rather then biotechnologies in this bisinformatics technique a person’s owmn
blood mineral levels serve as a seed for selecting, transmitting, and recovering his sensitive
persomal data

As we Imow that the manasement of security keys remains a challenge, we also developed a
bicinformatic mechanism to generate encrypt-decrypt kevs by taldng into consideration
specifics of the crvptography method and the individual's DINA genome analysis.

Crar work was based on the complesaty of developing, as a subset of JCE, an tmeonditionally
secure DINAE System as part of our security provider, named DNAProvider, (Hodoroges,
lonas 2011).

A crvptographic system that an attacker is unable to penstrate sven with access to infinite
computing power is called unconditionally seoure. The mathematics of such a system is based
on informabion theory and probability thecry. When an attacker is theoretically able to
intrude; but it is computationally infeasible with available resources, the cryptographic
system is said to be condittomally scoure. The mathematics inm such systems is based on
computational complexdty theory. To design a secure cryptographic system is a very
challenging. A cryptographic system has ome or more algorithmes which implement a
computational procedure by taling a variable imput and generating a corresponding output.
If an algorithm's behavior is completely determined by the mput, it is called determamistic,
and if its behavior is not determined completely by input and generates different output
each time executed with the same mput, it is probaluliste. A distributed algorithm in which
twio or more entities take part is defined as a protocol including a set of communicational
and computational steps. Each compmmicational step requires data to be transferred from
one side to the other and each computational step may ocour only on one side of the
protocol. The goal of every cryptographer is to reduce the probability of a successful attack
agamst the security of an encryption system - to zero. Probahility theory provides the
answer for this goal. Cur work is based on the complexity of developing an unconditionally-
secure DINA Encryption System as part of DINA Provider.

Java Cryptographic Extension (JCE) offers support for developing cryptographic package
providers, allowing us to extend the JCE by implementing faster or more serure
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cryptographic algorithms. By the same means we shall provide our independent
implementation of a DINA Encryption (DINAE) system, based on the Central Dopma of
Molecular Biology (CDME).

4. Complexity of DNA encryption system as a subset of Java cryptography
extension

Java Cryptography Extension (JCE) was developed as an extension package which includes
implementation for cryptographic services.

The goal of the security provider interface is to allow a means whereby specific algorithm
implementations can be substituted for the defanlt provider, SUN JCE. JCE was developed
as an extension package which mclndes fmplementation for cayptographic services. JCE
offers a provider implementation plus API packases providing support for key agresment,
encryphon, decryphon and secret key generation. Thus, JCE offers support for developing
altermative avptographic package providers, (Fig.1)

JAVA APPLICATIONS
JICE AFI
CIPHER
EEY AGREMENT
KEY GENERATOR
MAC
—-'|.— SEREVICE PEOVIDER INTERFACE
|
——
SUN JCE DN AProvider

Fig. 1.Java Cryptography Extensions architectural model with umeonditional secure DINA
Enaypton as part of our security provider (DM AProvider)

This support allows us to provide our mdependent implementation of TIMNAE System, based
on the CDME (Central Dogma of Moleonlar Biology).

The application code calls the appropriate JCE API classes. The JCE API classes imvoke the
classes n a provider that implements the interface classes, JCE SPI. The JCE 5FI classes, in
tum, invoke the requested functonality of the DINA Provider.

The security provider mberface the means by which different security implementations may
be plugeed into the security packase as message digests, emcryption, digital signatures and
keys, through JCE, JS5E and anthentication through [AAS. Thus, [CE support allowed us to
provide oor mdependent implementation of DINA Cryptographic Keys Based on
Evolutionary Models used for Security of Web-based Business Processes.
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The classes necessary to handle secret keys come omly with JCE. Feys and certificates are
normally associated with some person or organization, and the way in which keys are
stored, transmitted, and shared is an important topic in the secarity package.

When the Java Virtnal Machine starts execution, it examines the nser's properties to
determine which security providers should be used. The user’s properties are located in
the file java securify, in which sach provider is also enumerated. If nsers prefer to use
DIMNAProvider as an addibomal security provider they can edit this file and add the
DIMNA Provider. When the Security Class is asked to provide a particular engine and
algorithm, it searches the listed providers for the first that can supply the desired
operation, (Fig 7).

MW CATION

JAVA APPLICATION CODE ACE AP ABSTRACTION LAYER

I RE 5P SE

JCE SPICLASSES
I PROVIDER

1T

OHNA PROVIDER
DA PROVIDER FUNCTIONALITY INTERMAL CLASSET

SERVICE PROVIDER INTERFACE

Fig. 2. Invocation of DINAProvider for providing requested funchomality

The security provider abstracts two ideas: engines and algomthms. An Engine Class defines
an abstract cryptographic service, without its conmcrete implementation. The goal of the
serurity provider interface is to allow an easy mechanizsm where the spedific algorithms and
their implemsntations can be sasily changed or substituted. The architecture mcluding all of
this comtains:

Engine classes, these classes come with the Java virtual machine as part of the core AFL

Algorithm classes, at the basic level, there is a set of classes that implement particular
algorithms for particular engmes.

A defanlt set of these classes is provided by the supplier of the Java platform. Cther third-
party organizations or individual can supply additional sets of algorithmn classes. These
classes may implement one or more algorithms for one or more engines.

Going to provide my own set of classes to perform security operations, I mmst extend the
Provider class and register that class with the security infrastructhure
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Provider class is abstract, none of its methods are abstract, I nead do is subclass the Provider
class and provide an appropriate constructor.

The basic implementation of a DN AProvider security provider is:

public class DMAEProwvider extends Provider

public DNAProvider| |

super ("DHAProvider™, 1.9, "DHA Security Prowvider wl._0");

Here we define the skeleton of a DNAProvider that is going to provids certain facilities
based on Central Dogma of Melecular Biology(CDME).

Java Cryptographic Extension (JCE) offers support for developing avptographic package
providers, allowing us to extend the JCE by implementing faster or more secure cryptographic
algorithms. By the same means we provide owr independent implementaton of a DMNA
Encryption (DIMAE) svstem, based on the Central Dogma of Molecular Biology (CDME). In
this work we present a technical process for protecting data assets such as personal
mformation using a DMNA ayptography technique in which a person's own blood mineral
levels zerve as a seed for selecting, transmitting, and recovering his sensitive personal data.

Adleman began the new field of bio-molecular computing research. His idea was to use
DINA biochemistry for solving problems that are impossible to solve by conventional
computers, or that require an enormous number of computation steps. The DNAE technigue
simulates the CDMEB steps: anscription, splicing, and translation process. The time
complexity of an attack on a message of length n, is Of2¢). DMA computing takes
advantages of combinatorial properties of DINA for massively-parallel computation

Introducing DINA ayptography mto the common PEI scenario, it is possible to follow the
pattern of PFI, while also expleoiting the inherent massively-parallel computing properties of
DINA bonding to perform the enayption and decryption of the public and private keyvs. The
resulting encryphion algorithm used in the transaction is much meore complex than the one
uszed by conventional encryption metheds.

To put this into the common description of secure data transmission and reception with
respect to DINA cryptography, let us say Stefani is the sender, and Otto, the receiver. Stefani
provides Otte her public key which will comprise someone's unique bloed analysis. The
Public Fey (FK) encryption technique splits the key into a public key for encryption and a
sectet key for dectyption. As an example: Otto generates a pair of keys and publishes his
public key, while only he lnows his secret key. Thus, anyvone can use Otte's public key to
send him an encrypted message, but onky Ctto kmows the secret key to decryptit.

A zecret DIMNA data strand contains three parts: a secret DINA data strand in the middle, and
unique primer sequences on each side S1. Stefani uses the technique of deriving DINA
private key.
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Using an information conversion program, Stefani encodes the medical records m a DMNA
data strand flanked by unigue primer sequences 51 and mixes it among cther decoy DMNA
stramds.

According to the CDME, during the process of ranscoption, Stefani removes the infrons
from the data-encoded DNA, resulting in encryption key 1, El {starting and pattern codes of
introms). Thus, E1 ==» C1 = El(P), where F is plain-text and C is the cipher-text. Stefani
tranclates the resulting spliced form of the data from which she derives Encryption key 2, E2
{codon-amine acid mapping). E2 == C = EX(C1) obtains the data-encoded protein after the
translation process. Stefani sends Otto the Jeys El and E? through a public chanmel.

Then she sends Otto the encoded protein form of the data through a public chamnel. Ctto
uses the key E2 to recover the mEINA form of the data from the protein form of the data
Decryption key, D1 = E2 =» P1=D1(C). Ctto recovers the DINA form of the data in the
reverse order that Stefani encrypted it Deayption key, D2 = El => F = D2{F1). Otto
identifies the secret datacamrying DNA strand using the program that assodates the
nucleotide sequence based on someons's blood mineral analysis.

He obtains the unique primer sequences 51 that mark the begirming and end of the secret
data DINA strand hidden among the decoy strands. Im this last step, Otto uses the
information conversion program and reads the medical record of the individual

4.1 The DHA encryption protocol

Fesent research considers the use of the Human genome m cryptography and the famous
DMNA one-time-pad encryption schemes ntilizing the indexed of random key string was first
developed by Ashich Gehani, Thomas H. LaBean and John H. Reif.

At the lowest level, a genome can be described as a long string of nucleotides. It counld be

compared to a very long test made of four letters (stmings of DINA) All living organdisms
consizt of cells and in each cell there is the same set of chromeosomes. Chromeosomes are
strings of DINA and serve as a model for the whole organism made from genes, which are
made from blocks of DINA. Complete set of genetic matenal (all choomosomes) is called
genome. The assumption of evolutionary models is that biological systems have evolved
from the same origin, constantly reusing some basic building blocks and Hwough the
cycles of nmtation and selection that comstitute eveluton, new functioms have been
created by reusing pieces of already existing DINA machinery. If we consider this problem
in terms of sequences, this means that two sequences responsible for similar functhons
may be different, depending on how long they have been diverging Many of the
problems in bicinformatics and more specifically in sequence alisnment are said to be NP
complete as the number of potential solutions rises exponentally with the number of
sequences and their length and the solution cannot be found in polymomial Hme and
space. A sequence alignment i3 the representation of twe sequences in a way that reflects
their relationship and if the alignment iz designed to reflect phylogenstic relationships,
the residues will be aligned when they orginate from the same residue in the common
ancestor. If a given sequence lacks one residue, a gap will be inserted in itz place at the
corresponding position, n an evelutionary model context, a null sign means that a
residus was inserted mn one of the sequences or deleted in the other while the sequences
were diverging from their commeon ancestor.
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As Public-key algorithms are based on mathematical functions rather than on substitution
and permutation and imwvelves the use of two separate keys, in contrast to symmetric
encryption, which uses only one key. When aligning the DINA cequences of the same gene
from related spedes, there will usually be differences between the sequences becanse of
evelubon.

We developed a Unigue Process System Fipeline Evolutonary Models of deriving DINA
Cryptographic

Eeys Sequences by deriving the DMNA private/ public keys from human genome analysis by
computing the philogenetic tree relating and the branch length during evolution for chosen
species. The molecular evolution mode] assigns probabilities to multple-alisnment colummns
in terms of the the philogenetic tree branches and iz ime dependent of frequency sslactions.
Based on Fimmra-Chta theory Halpem and Brono, have showm that pomtation lmit can be
determined by substitution rates in terms of the mutation rates and equilibrivm frequencies.

Models of DIMA evolution were first proposed m 1969 by Jukes and Cantor, assuming equal
transition rates and equal equilibrinm frequencies for all bases.

In 1980 Eimura-Ohta mireduced a model of DIMA Evolnton with two parameters: ome for
the transiton and one for the wansversiom rate.

To estimate evolmbonary distances in termes of the number of macleotide substtutons and
the evolutionary rates when the divergence times are lmown by comparing a pair of
nucleotide sequences. There are two types of differences when homelogous sites are
occupied by different mucleotide bases and both are purines or both are pyrimidines. The
difference is called Tranmsition type when one of the two iz a purine and the other i= a
pryrimidine then the difference iz called transversion type.

Let P and J be the fractions of nuclectide sites, showing between two sequences compared
the fransition and transversion type differences, then:

The Evolutionary Distance per Site fs:
K=-(1/2)n{(1-2P-Q}} (L
The Evolutionary Fate per Year is then given by:
k=K f(2T}) (2)

T iz the time since the divergence of the two sequences. If only the third codon positions are
compared, then the Synonymous Component of Evolutionary Base Substitutions per Site is:

E'.=—(1/2jn{1-2P-Q) i3

In biclogy, a substitution model describes the process from which a sequence of characters
changes into another set of traits.

Each position in the sequence corresponds to a property of a spedes which can either be
present or absent.
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4.2 The technigue of deriving DMA cryptographic keys based on evolutionary models

We developed and implemented a software tool for alipning the DINA Cryptographic Feys
Sequences of the same gene from related chosen spedes with respect to Human DIMNA

Sequences.

The alisnment in the evolutionary system pipeline of DINA Cryptographic Feys Sequences
was realized with trained ProbCons tool which is a pan-hidden Markov model-based on
progressive alignment algorithm, that primarily differs from most typical approaches in its
use of masimum expectad accuracy.

As Public-key algorithms are based on mathematical fimctions rather than on substitution
and permutaton and mvolves the use of two separate keys, m contrast to symmetric
encrypton, which nses only one key. When aligning the DINA sequences of the same gene
from related species, there will usmally be differences between the saquences becanse of
evolution, (Ochman, 2003). Some of these will lead to differemces in the amino acids of the
encoded protein (non-synonymons changes). Because of the degeneracy of the genetic code
leave the protein unchanged (synonmymons, or cilent changes). If Kaf/Ks< 1 Purifinne
(megating} sclection, most proteins are well adapted to carmmy out their function change wounld
not lead to the creation of selective advantage. If Fa/Fs =1 Diversifinng (posifive), selection has
acted to change the protein and if En/Es= | Newtral soolution, (Mustonen, Lassig, 2005). After
alisning our extracted DINA Sequences with ProbCons tool, we derive the private/public
pair DMNA ayptegraphic keys based on evolutionary models and based on mathematical
funcHons.

ProbComs iz a tool for generating mwltiple aligmments of protein sequences. It nses a
combination of probabilistic modeling and consistency-based alisnment techriques and has
achisved the highest accuracies of all alisnments methods. The basic for ProbCons
algorithm is the computation of pairwise posterior probability matrices, Pixd ~ 31 | =, ¥),
which give the probability that ome should match letters x and i when alisning two
sequences ¥ and y. ProbCons uses a simple probabilistic model that allows for efficient
computabion of this probabilities. Given a set of sequences ProbCons computes the posterior
probability matrices for each pair of seguences and computes the expected accuracy of each
alismment

As Public-key algorithms are based on mathematical functions rather than on substitntion
and permutation and invelves the use of two separate keys, in contrast to symmetric
encryphon, which uses only one key. When aligning the DINA sequences of the same gene
from related spedes, there will usually be differences between the sequences becanse of
evolution.

We developed a Unique Process System Pipeline Evolutionary Models of deriving DMA
Cryptographic

Feyvs Sequences by deriving the DMNA private/ public keys from human genome analysis
by computing the philogenetic tree relating and the branch Iength during evoluton for
chosen species. The molecular evolubon model assigns probabiliies o mmltple-
alignment columns m termes of the the philogenetic tree branches and is time dependent of
frequency selections. Based on Kimura-Chta theory Halpern and Brune, have shown that
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mutation imit can be determined by substitution rates in terms of the mutation rates and
equilibrium frequencies.

For every alignment colunm, we caloulated the likelihood under two evolotionary models: a
“foreground” and a “backsround” model.

The backeround model assumes a rate model (Felsenstein 1981), parameterized by the
branch lengths of the phylogenstic tres:

w is a vector of nuclectide frequendes, with w, the frequency of nucleotide a,

ropi -the rate of substitution from base  to base a which is proportional to @y, independent
of fi.

For every background evelution models we have a comresponding foreground model. The
difference between the foreground model and backsround medel is that the backsround
model assumes that all pesibons undergo substitutions from base f to base a at the same

Tate fyp °° Wy

The foreground model I assume that, at a given position 1, the substitution rates rigy ©w),
are altered due to specfic selection preferences for certain bases at this position,
parameterized by nuclectide frequencies ), .

The paramsters w), , at each position are unknown, integrated out of the likelihood.

For each aligmment colummn of the reference species, in intergendc regions and in genes, we
calculate the ratio E, representing the likelihoods of foreground and background
evolutionary models.

Halpern and Bruno in 1993 estimated the evolutionary distances from coding sequences
taking mto account protein-level selechon to aveid relative underestimation of lomger
evolutionary distances.

The equilibrium frequencies determyine the masimum dissimilarity espected for highly
diverged but functonally and structorally conserved sequences and crucial for estimating
Iong distances (Molina, MNinmwegen 2008).

Halpern and Bruno mbreduced a codon-level model of coding sequence evolution in which
position-specific amino. add equilibium frequencies were free parameters. They
demonsirated the importance and feasibility of modeling such behavior as the model
produced linear distance estimated over a wide range of distances. Some alternative models
underestimated long distances, relative to short distances.

If ris the rate of substitation from a baze a to a base b at position 1, p iz the rate of mutation
from a to b and w is the equilibrinm frequency of nucleotide 1, at thiz positon, (Halpem AL,
Bruno W], 1995).

Following Golding and Felsenstein (1990), Halpern and Bruno (1993) who have showm
that mutation limit of the standard Fimura-Chta theory, one can uniguely determine

substitution rates m terms of the mutation rates and the equilibmum frequencies wj if
.z is the rate of substitubion from P to a at position 1, pop the rate of mmtatiom from § to
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a, and wy the equilibrium frequency of a at this position, we have (Halpemn and Bruno
1998).

We dedive the private/ public pair DMNA cryptographic keys based on evolutionary models
and based on mathematical functions.

We started with extracting from public available database all orthologus DINA coding
sequences for all genes, from related species with respect to Human Genome sequences. A
genome of a reference species in our case is Homan Gemom (hglf) and twe more
additional gemomes are: Tawrus Genome (bosTan3) and Dog Genome (canFamZ?). We
extracted the DINA sequences for 29.000 genes which equals to 44103 pages in printable
format. Using a trained parameter set for ProbCons tool we aligned all orthologus DINA
coding sequences of our choosen species for all senes with respect to Human DINA coding
Sequences.

ProbCons achieved the highest accuracies of all mmltple alignments methods as it nses
probabilistic modeling and comsistency-based alisnment tachniques.

We computed the philogenific tree for our chosen species and the branch length duning
evolation, (Fig. 4} with respect to human genome (hgl).

A Software Application, reeds the tree, computes the pairwise alisnment, computes the
branches of the tres for our

chosen mammalian species. Public-key algorithms are based on mathemabical functions,
rather than on substitution and permutation and involve the use of two separate keys in
contrast to symmetric encrvption, (Fig. 3).

In Tabile 1, Second Coluon (C2) model represents the computed DMNA Public Keys, with
respect to Colum Cl and assumes substtution rate model which is calculated by the branch
Iengths of the phylogenetic tree and a wvector of nuclectide frequencies, (Table 1) and
represents the public keys.

Given the transition probabilities and given a phylogensetic tree we caloulated the ratio for
an alignment column C3/C2, which is the product over transition probabilities for each
branch of the tree we summed over all possible nucleotides for intermal nodes calonlated by
recursive algorithm introduced by Felsenstein

The first column Cl represents all possible three base sequences with respect to human
species. Second Colum (C2) model, with respect to Tl assumes substitution rate model
which is calculated by the branch lengths of the phylogenstic tree and a vector of
nucleotide frequencies, and represents the public key. The third Colum (C3) assumes that
at a given position, the substintion rates are altered during due to specific selection
preferences for a certain base. The last Colum is the rate C3/C2 and represents the
private key, {Tabla 1).

Using the same model and desired length of bases from the first columm we can derive the
public/private keys used in Java KeyStore with respect to human or desired rumber of
species. Resulting i new set of public/private DNA Cryptographic Eeys for our Java DNA

EryStors usags.
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Fig 3. Computed philogenetic tree and the branch lensth
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C1 2 ) C3 C3/C2
pplications Places Systm ek EAEH &
chontorofbed-

Ele Edi Mew Terminal Talgs Help

aan 1.65970001192-01 2_3B79619524e-01 1. 390569833 0e+0H
AAC 2.46810193262-02 1.32785666748-02 5.36067304258-81
AL 1.6454012804=-82 B.B523791160:-03 5.3800730425-81
AAT 1.54540128042-82 B.B523791160:-03 5.3800730425e-01
- 2.23558046282-01 2.6177952314e-01 1. 176963670 2a+00
Ach 1.42645446002-02 8.8703313604e-03 5.657615808042-81
ACC 1. 286750897 1e-82 T.371813089065:-03 5.72901362052-81
ACG 2.81417T63262-63 4. GE2956543:-04 1. 666066600 7T2-81
ACT 2.8141778326e-83 4.699293508543e -94 1. 566066660 7e-81
AL - 3,2768498735a-82 1.0380204358e-02 5.000000600Ba-G1
AGA 0. 50896064661a-93 5.3B0220006%: -03 5.6576158804a-01
AGE 2. 81417703262 -83 A G002350543e -04 1. 666665660 7a-81
AGG 7.6482E8097ARR-83 4.7581204958¢e -03 6.Z277807774a-81
AGT 1.8T61186217e-83 3.126863 36950 -04 1.6660666667a-81
Az - 2. 18482724080 -82 1.8928136245e-02 5.000B000608a-81
ATA 9. 5096964661e-03 5.380220006% -03 5.6576158094e-01
ATC 2. 8141776320 -53 4. 6992350543 -04 1. 6E6AGHEEATE-01
TG 1.8761180317-83 3.12686336950-04 1.566666666T-01
ATT 7.6402509700-83 4.7581994958e -03 f.22778077742-01
AT- 2.1B4A2724980-82 1.0020136245¢-02 5. OE0EAADEERS -B1
a-n 1.9925393882&-81 2. 4052606941a-01 1.252008208406+80
A-C 4.31768833630-82 2.158B441581e-02 5. OE0EAADEEAS-B1
A-0 2 B7EA4588006e-B2 1.4392294454e -02 5.0B0EE00EEE-B1
A-T Z.BTEASEEZEAEE-02 1.4392294454e -02 5. BE0EOO0EERe-01
f-- 3. OEEA0OBEERS-B1 3. BEOODEEO0EE -01 1. 080 BB00EEBe+BE
can 1.2867509971e-82 7.37181399652-03 5.7290136265e-01
CaAL 1.4264544600e-82 B.B7E3313004:-03 5.65761580042-081
CAG 2.8141778326-83 A, bHE2B50543:-04 1.6660EGBEEETe-B1
CAT 2.81417T9326e-83 4.6002950543:-04 1.660000666T2-01
CA- 3.27684087352-82 1.63B02043568=-02 5.080E006E00B2-61
cca 2.46810193262-62 1.3278568674e-02 5.38087384252-01
CCC 1.65%700011%:-81 2. 3079610902401 1.3905898330=+00
CCG 1.545401280842-82 8.8523791160e-03 5,38607304252-81
LT 1.56454912884e-82 8.8523791168e-03 5.38087F0425a-61
CC- 2, 2355904628081 2.6177952314e-81 1.1780963670 2288
CEA 2.814177683262-83 4, 6082050543 -54 1, 6666666667081
CGC O, 58269646010 - 83 5.3E0228006% -03 5.65761588040-81
CGh 7.54828097ARE-B3 4.758193049580-03 B.2277807T774a-81
CGT 1.8761186217e-B83 3.1268633695¢ -04 1.8666666667a-81
CG- 2. 1848272490 -82 1.0928136245¢:-02 5.0000000080 8- 31
CTA 2.8141770326e-03 4.6902950543e -04 1.666666666TE-01
cTC 9.509F364661e-03 5._3B02209063e -03 5.65761588942-81
CTG 1.87611863172-03 3.126063369560 -04 1. 666666666781

Table L. Public/Private DINA Cryptographic Keys
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5. Conclusion

Considering GRID computing security where the heterogeneous resources are shared and
located in different places belonging to different admindstrative domams over a
heterogeneous network, additional security requirements must be satisfied compare to
classical network security. Commmumication between GFRID entities mmust be secure and
confidentiality st be ensured for sensibive data, from communicabion stage, to potential
storage stage. Cryptographic algorithms for confidentiality play a major importance role in
nowadays information security.

Car work described i thiz chapter was based om the complexity of developing the
cryptographic package provider, named DNAProvider as Java Cryptographic Extension
(JCE), where we derive the DINA Cryptographic Feys Based on Evolutionary Models for
Securify of Software Applications, extending the JCE by implementing faster and more
secure U'\h Enoyption (DNAE) system based on the Central Dogma of Molecular Biclogy
(CDME). Sun Microsystems certified and signed our DINAProvider as Java Cryptographic
Extension (JCE) with DINA avptographic algorithm. We got the Code Signing Certificate
from Sun Microsystems for our DINAProvider as Java Cryptographic Extencion (JCE) with
DMA oyptosraphic algorithm which is available for 3 years, until with the reference #679,
when renewing it im 2013,

In our future research work we intend to imtegrate our developed system pipeline of
deriving DINA Cryptographec Feys Baced on Evolutionary Models implemented and tested
at University of Basel, Switzerland, in our DINAProvider as Java Cryptographic Extension
(JCE) with U‘\Iﬁ Encrypton (DNAE) system for use in security of our developed Web-based
Business Processes Software Applications. We aim to use DMNA Provider with unconditional
secure DINAE system to enswre security of today's web-based business processes. as e-
commierce and Internet banlkdng. (Hoedorogea, lonas, 2011).
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