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Cuvant Tnainte

Teza de doctorat a fost elaborata pe parcursul activitatii mele in cadrul
Departamentului de Calculatoare al Universitatii ,Politehnica” din Timisoara.

Multumiri deosebite se cuvin conducatorului de doctorat Prof. Univ. Dr. Ing.
Mircea Vladutiu pentru timpul pretios acordat si pentru faptul cd mi-a deschis calea
catre cercetare.

Prezenta teza, reprezinta rezultatul mai multor ani de cercetare in domeniul
procesarii imaginilor. Alegerea steganografiei ca tema de cercetare a originat dintr-o
simpla descoperire facutd de mine in 2006 pe vremea cand programam un utilitar
pentru extragerea culorii de sub cursorul de pe ecran. Descompunerea si conversia
tripletului RGB in diverse reprezentari de culoare necesare pentru aplicatia pe care
tocmai o dezvoltam mi-a starnit interesul in modul in care pixelii unei imagini sunt
reprezentati si relatia dintre reprezentarea binara si efectul vizual al culorii. Am
constatat imediat cd schimbarile fine asupra tripletului RGB nu produc modificari
vizibile asupra culorii, diferenta de nuanta fiind perceputa doar la modificari mai
mari. Drept urmare, am dezvoltat rapid o aplicatie prin intermediul careia puteam
specifica modul in care modific fiecare pixel al unei imagini de test, iar rezultatul era
afisat in timp real pe ecran. Intrucat modificarile fine asupra tripletului RGB aplicat
pe un singur pixel nu pareau sa afecteze deloc perceptia mea asupra culorii, m-am
gandit ca modificarile vor fi mai evidente daca sunt aplicate asupra unei imagini de
mari dimensiuni si cu o complexitate ridicata a culorii si a acoperirii de culori (numar
de culori efectiv reprezentate din totalul posibil). in ciuda tuturor celor presupuse,
modificarile de eliminare a ultimilor 1-2 biti de culoare nu au produs aproape nici o
schimbare aparenta asupra perceptiei mele.

Din acest moment mi-am dat seama cd descoperisem ceva nou, nu toate
culorile reprezentabile sunt percepute de ochiul uman, acestea avand deseori un
overhead de informatii. Documentandu-ma, am descoperit ca multe din formatele
de imagini care prezintd compresie se folosesc de acest aspect pentru a elimina
overhead-ul sau pentru a reduce paleta de culori doar la cele care sunt efectiv
reprezentate. Interesul meu totusi a fost indreptat asupra acelor formate de imagini
care prezintad atat compresie fara pierdere de informatii cat si prezervarea overhead-
ului. Cei 1-2 biti care 1i puteam elimina din fiecare componenta a tripletului RGB m-a
facut sa privesc imaginea ca un spatiu de stocare in care primii 6 biti stocau
culoarea, iar ultimii 2 stocau o informatie ascunsa sub aparente.

Cu aceastd descoperire m-am adresat imediat domnului Prof. Univ. Dr. Ing.
Mircea Vladutiu, care, incantat de cele prezentate m-a ajutat sa transform aceasta
joaca intr-un proiect amplu de cercetare finalizat cu prezenta teza de doctorat.
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CHAPTER 1

Introduction

“Steganography is the dark cousin of cryptography, the use of codes. While
cryptography provides privacy, steganography is intended to provide
secrecy.” - Bryan Clair [1]

The Internet as a global network for intercommunication and data exchange
has been ever since its creation one of the biggest and most profitable inventions of
the digital age. Internet started as a closed network of super-computers
(mainframes) with the main purpose being able to access data remotely at any time
[2]. The outcome of its evolution over the last three decades ever since it got
released to the public has not been considered when it was first introduced, what
started small quickly evolved into a huge global network of inter-connected and
inter-dependent devices. Since the introduction of the TCP/IP protocol suite in 1982
the Internet opened new ways to integrate almost every traditional communication
aspect within, making it the number one global communication system. As outlined
by Coffman and Odlyzko in [3] the initial network design was overwhelmed by the
actual traffic explosion registered since the beginning of the 215 century. Comparing
the traffic registered on the NSFNet backbone in 1994 where the monthly bandwidth
was 15 TB/month with the crash registered by the end of the year 2000 where the
traffic exceeded 238 EB (Exabytes), the registered growth in bandwidth/year came
up to an outstanding 1500%, doubling every three months in size. Although it was
first designed to be used exclusively by computers, the times have quickly shifted
towards other devices that are able to access and communicate over the Internet.
Today the Internet is not limited only to computers, but also to all sorts of personal
devices such as smartphones and tablets, we live in a world where almost every
aspect of communication has been integrated, if not completely adopted, by the
Internet. The Internet has revolutionized and automated the ways in which we
communicate, learn, exchange and access data, everything we do today weather
willingly or unwillingly is done through Internet.

Computational systems have also been continuously evolving, we now own
devices that fit in our hands (smartphones, tablets) that are more powerful and can
store more data than a full-sized computer system from the last decade. The
majority of our modern day devices are capable of connecting to the Internet
making them a part of this ever-growing network [4]. We can also easily identify a
global trend in using smaller and smaller devices with continuously increasing
processing power [5]. Until the late 90s the only devices capable of connecting to
the Internet where PCs, but this has changed since then because the majority of
today’s modern electronic devices are basically computers in one way or another. In
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14 | Chapter 1. Introduction

a recent article written by Cynthia Harvey [6] the smartphones and tablets are
considered the new PC. Being more accessible and capable for most basic
communication tasks, weather used for email, browsing the web, chatting, this type
of devices have been evolving up to the point in which they now represent the
majority of Internet capable devices. In [6] a comparative analysis is made between
the Internet explosion in the year 2000 facilitated by the number of computer
connected and today’s growing market of small Internet ready devices. Still limited
by bandwidth and wireless speeds, the rate in which the mobile world grows has
pushed wireless research to a new level, experts estimating the same internet
bottleneck by the end of 2018 if no proper precautions are taken by ISPs.

Aside from the endless list of benefits the technologic breakthroughs of the
last three decades offer, comes a big risk in the form of data security. The growth of
the Internet can be considered to be chaotic and somewhat uncontrolled, and since
there is a raising trend of connecting and adding more devices on the Internet,
privacy in our day is a very precious resource, hard to achieve and maintain [6]
The security risk we expose our devices to is widely underestimated, many
considering most of the security breaches harmless. Very little attention has been
paid to the need of enhanced security [7]; most companies and authorities rely on
the guarantee that the security standards today are sufficient for the next few
years. Enhancing security systems is only a central interest point in government or
private companies, but even those have continuously proven weak against the
constantly evolving attack and exploit systems [8].

Since the beginning of the digital age security systems have been
developed as part of the research domain entitled Cryptography. According to Ross
Andersen [9], cryptography is the intersection between security engineering and
mathematics. In the early days security was an aspect that concerned more
companies than private individuals, but the focus has shifted ever since.
Researchers have been struggling to keep the pace with the evolution of processing
power, since the strength in a cryptographic algorithms resides seldom in the higher
complexity of reverse engineering that cannot be achieved with today’s technology.
A security system that involves cryptography in order to encode and protect data is
considered secure as long as the present processing power cannot be used to easily
reverse engineer the protected data in order to extract the actual information
encoded within. In other words cryptography offers a limited liability for the degree
of security and privacy that it offers. What is secure today may not remain secure in
the near future. The cryptographic standards today basically split into three types of
algorithms: symmetric [10], asymmetric [11] and one-way cryptography [12]
(hashing algorithms).

In parallel to cryptography, cryptanalysis research is trying to identify weak
spots that can be exploited in the nearest future with the aid of more processing
power. This cat and mouse game between engineering and reverse engineering
cryptographic standards is maintaining an equilibrium between the algorithm
complexity and processing power needed to solve the mathematical complexity.
Usually the complexity is chosen in a way that facilitates high speeds for encoding
and decoding data when the proper perquisites are used (the keys are known) and
in the same time, reverse engineering would need to solve a complexity x times
higher than the statistical forecast of computational power in the near future. This
may seem enough for the time being, but most cryptographic standards in our days
are proven weaker and weaker as the technology evolves. Cryptographic research,
although intensive proves itself weak against recent advances in security research.
Since the demand of security surpasses by far the slow pace in which cryptography

BUPT



1.1. Motivation| 15

evolves, researchers have been focusing on introducing security infrastructures that
combine the best and strongest mix of algorithms in order to secure data. Systems
like the PKCS [11] currently at revision 2.1 are widely used in most secure
communication today.

These security systems use a mixture of strong military strength algorithms
in a manner that sandboxes the encryption process, offering a variety of
applications and implementation possibilities. Given that this standard utilizes a
variety of ciphers and hashing algorithms, it becomes vulnerable if one of its
components are broken or proven weak. The recent successful hacks on the popular
MD5 algorithm has weaken the entire chain of security protocols that relied on it
[13]. In a recent paper published in 2005 by Wang and Yu, the authors offer a
relatively simple solution to exploit hashing in almost every algorithm existent
(general mathematical exploit). This research issued an alarming state regarding
internet security as hashing algorithms are intensively used to store passwords,
fingerprint digital information or the signing of documents as described by the public
key cryptography standard [11].

Another contemporary security threat does not imply breaking cryptographic
cyphers, but listening to the connection between two entities in a process also
known as man-in-the-middle attack ([13][14][15]). The secure communication
between two entities can be broken if a third party listener is involved. Usually we
refer to these listeners as hackers trying to intercept the data exchanged - this is
often done without the entities even knowing their presence. If the entities are
communicating without any sort of security system involved the intercepting party
can immediately make use of the intercepted data. If the communicating entities
use a secure channel, the data becomes harder if not impossible to extract. This has
been considered for many years a foolproof system.

Many consider data interception a smaller threat when cryptography is
involved for securing the packages sent between the communicating entities since
modern security standards offer end-to-end encryption [16]. Only the
communicating parties are able to generate, encrypt and decrypt the information.
The usage of one-time passwords and key exchange mechanisms make the man in
the middle type of attack harder if not impossible [17]. Still, identifying the usage of
cryptography over secure a communication channel can be easily pointed out
because of the RAW format in which the data travels. Without the necessary keys
the data may seem gibberish and without any logic at first sight. Once the encoded
data has been intercepted it is a matter of time until it can get reverse engineered,
usually if today’s processing power or cryptanalysis advances do not facilitate
reverse engineering the cipher text, it can still be saved for later analysis [15]. Even
if today’s processing power does not aid in the extraction, one cannot guarantee
what the future will bring. The privacy of the secured data is also time related. If the
data is only important from a small time perspective, future breaching and
extraction of the intercepted data does not pose a risk. If on the other hand the
validity of the secured data can be used from a larger time perspective, interception
is as dangerous as it can be [18]. Today, many cryptographic cyphers and hashing
algorithms have gone extinct due to their weakness against hardware/software,
mathematical and statistical attacks.

In the digital age security is almost a synonym with cryptography. Analyzed
apart, security implies more than just transcoding the sensitive information into an
unreadable RAW state without the proper perquisites (e.g. keys). In the most recent
years a new trend has been developed that covers the aspects that cryptography
alone can't: hiding the trace and existence of a secured communication even taking
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place [19]. This technique may not be new, but its integration with digital systems
is: steganography [20]. Steganography is the art and science of communicating in a
way that only the parties implied in the communication process know of the
existence of the data. Usually it implies the usage of decoy information within which
the actual secret information is stored. From the digital point of view, it implies
using a format that was not intended to store other information apart from its
designed one. For example, one can communicate secret messages disguised within
plain text, images, video or audio streams called cover formats. In this way, an
intercepting party would receive the decoy information (with the secret information
contained within) but would be unable to identify something other what the
appearance offers. The choice of a decoy format is the first and most important step
to take in order to achieve a desired degree of stealth [19][20]. One of the most
commonly used and transmitted media types on the Internet are images, making
them the number one decoy (cover) formats used by many researchers in the
steganography research field. The joint usage of cryptography and steganography
leads to a truly secure communication system that covers many aspects of the ideal
communication system.

1.1 Motivation

When it comes to securely transmit sensitive information, there are several
ways in which this can be accomplished. With security protocols and cryptographic
techniques growing stronger and more complex every day it is almost impossible to
break a secure communication chain. From an attacker’s perspective though,
decoding the secret information is not always the main target. In our days breaking
a secure communication chain in order to extract and decode the data is not the
attacker’s main intention, but to be able to trick the legitimate participants into
passing their data through a rogue gateway in a technique that is called man in the
middle or phishing. This technique has been proven very effective in numerous
attacks. The legitimate participants are connected to a third party gateway that acts
like an intermediate between the participants in a secure communication chain. The
key exchange process needed for temporary session encryption passwords is done
by the rogue gateway, which communicates to both parties as if it wasn’t even
there. The legitimate participants have the impression that their connection is
direct, but instead they are passing information to the gateway, encrypted using the
keys provided by the third party intercepting platform, therefor exposing the secret
information without even knowing. The described scenario is just a small example
from the numerous existing exploiting techniques attackers use in our days.

By analyzing the above scenario a little bit we can identify that the actual
starting point of such an attack originates by identifying the communication channel.
Cryptography represents a technique that transcodes (encodes) the sensitive
information into an unreadable and gibberish state called ciphertext that can only be
reassembled (decoded) using the proper keys. Given that there is a man in the
middle in a communication attack, the attacker would listen to the communication of
the legitimate parties and filter out only those packets that present some sort of
interest. Usually it is hard to track and filter these packets without knowing where or
for what to look for. In the event the legitimate parties switch from unsecured plain
data to encrypted data, the attacker could easily spot out these information because
the marker is represented by the ciphertext itself. Cryptography only places the
sensitive information in a secure “vault” that is the ciphertext. Unlike real life, data
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can be copied and multiplied, implying that our ciphertext can have multiple
destinations out of which not all must be legitimate. The degree of security is
influenced by multiple variables that define a cryptographic algorithm: the strength
of the cryptographic algorithm used the length of the keys, the size of the actual
ciphertext. The effects of a data interception usually are not immediately benefactor
for the attacker. Usually it takes a long time until the sensitive information can be
extracted, facilitated by numerous advances in processing power and cryptanalysis.
If the secret information transmitted is valid only for a short period, breaching the
security of an interception in the near future does not present a threat. If on the
other hand the secret information has a validity that lasts for years, interception and
storage for later analysis and deconstruction presents a serious security breach.

In modern days usually these types of information are transmitted through
private or internal networks that are completely isolated from the Internet. This may
prove effective in most of the situations but does not cover the event in which there
is that 1% time in which the information must leave the secure private network and
be transmitted through the Internet. Once the data leaves the secure network it can
be susceptible to multiple types of attacks and interception attempts. Cryptography
in essence is not a guarantee for security as the cryptographic standards of today
usually have a relatively reduced lifecycle in which they are considered secure.

It may not be immediately obvious for security researchers but there are
several ways in which security in these situations can be enforced, cryptography
alone is not always the best solution. Steganography fills this gap by including the
sensitive data either encrypted or in its original state within a carrier format (hidden
inside other digital formats) that, in the event of which it gets intercepted, would
not arouse any suspicion that a covert communication is even taking place.
Steganography does not represent an invention of the digital age; it has been used
long before the digital revolution. Basically steganography implies the usage of
conventional formats used as a data carrier for the secret information. The main aim
of steganography is to hide the communication channel itself, leaving the third party
attacker monitoring a communication that seems normal at first sight; the only ones
knowing where to look for the secret data would be the communicating parties.

Choosing steganography as a research domain represents a very challenging
and interesting task, as it represents a technique unknown for the majority
researchers, even in cryptography. Many researchers see this technology as a threat
because of the numerous ways in which this can be used for espionage purposes,
omitting the actual benefits this technology brings when used in combination with
modern security protocols and cryptography.

1.2 How this work came to be

The current thesis started out as a personal project derived from a discovery
I made when playing with the pixel table of a normal RGB image back in 2006. The
intention was to program a simple tool that extracts the color under the cursor and
then converts it to various color representations such as YUV, YCbCr, HSL and HSV.
Internally the tool captured screenshots of the entire working area and then
extracted a 100 by 100 pixel region around the current position of the mouse
cursor. The color information was stored as a BMP formatted pixel table. In addition
to the color under the mouse cursor I had to build a set of 4 color histograms for the
squared pixel region to analyze color distribution so R, G, B and RGB combined
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histograms here built. In order to build a histogram for each channel, the pixel
needed to be deconstructed into its primary components that captured my attention
so I did a little bit more research in this domain. I then studied the relationship
between the binary representations of the three-color components and the resulting
pixel color. The fascination for the bond between visual and digital led me into
building a program where I would take a normal image and play with its pixel table.
I studied filters, the logic behind them and how they affect the image and our
perception upon it. At some point I wanted in a purely unintentional attempt to
tamper the LSBs of every color component and discovered that finely altering the
digital value of the color components does not affect my perception on the resulting
image. It was then clear that the image format I used in my testing was designed to
store more color variations than my average human eye can distinguish between.
What started out as a play derived from the current work quickly turned into a
growing curiosity on why things happen the way they do. Since the unintentional
discovery that the image format presented overhead information that was
insensitive to change from a visual perspective, I shifted my focus to the LSBs that
I've seen as potential storage bits.

The experiment quickly shifted and I built a small application that would
include a PDF file inside the LSBs of every pixel and output an image. By comparing
the original with the tampered image 1 discovered that they seem absolutely
identical from the visual perspective, although binary they were different.

This discovery represented the propulsion for every research I've done ever
since then. As my research continued I stumbled upon the domain called
steganography, which was not immediately identified since I first believed I invented
something completely unique. In the coming vyears I studied different
steganographic algorithms that worked under various image formats and pixel
representation standards. I also started working on reverse engineering these
algorithms in a process known as steganalysis. Unlike cryptography, in
steganography the main threat is detection, so I tried to analyze the faults
presented by other steganography techniques. Over the coming years several
algorithms have been developed that covered a variety of aspects.

In parallel to this research a second research has been conducted in which I
studied cryptographic algorithms in order to statistically find weak spots that could
lead to exploits in the near future. The idea came to somehow bind the two projects
in order to achieve maximum security. Cryptography would then become an
underlying component inside our steganographic algorithms and together the results
where both secured and hidden in plain sight.

Since 2009 when the current PhD research has officially started I've
introduced a series of very strong algorithms to be used and implemented either in
modern security infrastructure systems or to serve as a basis for future research for
others in the steganography field.

1.3 Thesis aims

Ever since my initial discovery, I've been constantly building steganographic
algorithms and improving upon them to achieve a certain level of design perfection
and performance. Since this domain is widely unexplored, many researchers have
been introducing algorithms that vary in quality, storage size, resistance to attacks
and detection. I've identified a lack of standardization and metrics needed to
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quantify the validity of a solution; it is hard to compare one steganographic solution
to another. This is one of the main reasons I've been trying to build our own set of
quality metrics and benchmarks in order to place our discoveries in relationship with
others.

The current thesis introduces the finest and most sophisticated algorithms
I've developed throughout the years. I focused on building algorithms that don't
compromise neither the quality of the resulting image nor the storage space for the
secret data in my own unique and innovative ways. The algorithms are designhed in
a very modular way so that they serve both as complete stand-alone solutions and
abstract models for future improvements and analysis. The introduction of my
algorithms and the presentation at various conferences was well received by the
others researchers, some of my solutions where used by others in their own work.
One of my personal observations made at almost every presentation I held was the
difficulty with which the majority of researchers understand this technology and its
benefits. Most researchers that deal with data security and cryptography have a
hard time understanding the problem that the interception of the ciphertext
presents. Other than that it is not immediately obvious for most what the
relationship between cryptography and steganography is all about. This is why, in
addition to new steganographic algorithms I also introduced a new secure
communication infrastructure that uses cryptography both symmetric and
asymmetric together with steganography in order to achieve the maximum level of
information security between two entities that are communicating through an
unsecure communication channel such as the Internet.

1.4 Thesis outline

Steganography represents a very complex research domain, facilitated by
the multitude of carriers available and also by the endless ways in which stealth can
be achieved. The current thesis is structured in 11 chapters. In Chapter 1 I present
a brief introduction into the evolution of computing systems and the increasing
demand for security as our world tends to be more interactive and interconnected.
Also, in this chapter I present the starting point of the current work and what drove
me into researching this domain and turning it into a personal passion in algorithm
design. The thesis introduces one of the finest and most powerful algorithms I've
developed since I discovered steganography and also presents an in-depth analysis
of the factors that influence a truly powerful steganographic algorithm.

In almost all my presentations held at international conferences I noticed a
constant confusion and difficulty on understanding this technology and its strong
relationship with cryptography and overall digital security. Given this, Chapter 2
covers all aspects related to steganography from ancient methods up until the
adoption of traditional steganography in the digital area. In digital steganography
the only limitation is the imagination of the algorithm designer, since the digital
world opens endless possibilities in which one can securely and stealthy transmit
secret sensitive information. The widely unexplored domain of steganography lacks
in standards and classifications, each researcher introduces new overviews over this
research domain. In 2.1.1 I took the liberty to introduce a better and well-
structured classification of steganography as well as the carrier types one can use to
hide data. For many, the three building blocks of modern digital security,
cryptography, steganography and watermarking, are not clear, this is one of the
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main reasons this chapter also covers a comparative analysis of the three domains.
Also, this chapter introduces the basics of digital imaging and image-based
steganography since this is the main scope of the current thesis: introducing new
and enhanced image steganography algorithms.

In Chapter 3 1 present an overview of the current state of the art in digital
image steganography as well as an analysis of the current algorithms. This chapter
also highlights the flaws that make many of the algorithms vulnerable to reverse
engineering: steganalysis. At the end of Chapter 3 1 present a new emerging trend
in algorithm design that shifts from the traditional methods of enhancing the quality
and capacity of the carrier after the data has been embedded to a more cover-
oriented model that controls the degradation more accurately.

In order to avoid the limitations that other algorithms face, it is important to
change the starting point of conceiving a new steganographic strategy. Chapter 4
presents a new direction I wish to introduce with the current work, in which I
analyze and set the building blocks of an ideal model. By avoiding the same
mistakes other algorithm designers make and by changing the design perspective
one can successfully build even stronger algorithms with a dramatically increased
resistance to reverse engineering and steganalysis filters.

Chapter 5 introduces one of the first algorithms I designed that try to cover
as much as possible the ideal model presented in Chapter 4. The algorithm itself is
capable of achieving a higher resistance to detection algorithms than most of the
strong algorithms known up to this day. The algorithm presented serves both as an
implementation solution with notable results, but also as an abstract model for other
implementations and derivations. With the introduction of Nexim One I wish to set a
standard in LSB matching algorithm design. The modularity in which the entire
workflow was designed facilitates improvements in almost all stages of the
embedding and enhancement process. In my extended research and after intense
testing I found several isolated cases in which the algorithm was unable to output
the desired quality. This is why in Chapter 6 1 present an extension to the original
design that eliminates the errors I've found whilst testing.

In an attempt to improve the storage capacity of the initial design, I've
come up with a new algorithm that follows the guidelines of the original Nexim One,
but increases the storage capacity of the original design, maintaining or even
improving the resulting quality. Therefor in Chapter 7 I introduce Nexim Two, which
follows the general design of the original Nexim One but changes the weakest links
in the entire process. Chapter 8 presents an extension to Nexim Two, which focuses
mainly on the dynamic part, which the original algorithm lacks. Nexim Two
Extended therefor represents my strongest algorithm so far that surpasses not only
my other designs, but also one of the best LSB matching algorithms up to this day.

Besides introducing several new steganographic algorithms, the current
paper also introduces a steganography-based secure communication infrastructure
(Chapter 9) that combines the power of both symmetrical and asymmetrical
cryptography with information hiding technologies (steganography). The
infrastructure represents an abstract concept in which the data that is
communicated between two parties travels both secure and hidden in plain sight,
inside steganographic carriers. The introduction of this system aims to present
better alternatives to the existing cryptographic infrastructures that have been
continuously proven weak against new emerging types of attacks and spoofing
methods.

Chapter 10 presents the experimental setup that I used in order to
differentiate and highlight the performance of my algorithm against other state of

BUPT



1.4. Thesis outline| 21

the art algorithms. This chapter presents the experimental setup used, the metrics
and the results of my designs. In addition the chapter also presents the
performance gain in stress tests and prolonged execution times.

The final chapter, Chapter 11, concludes the current thesis by highlighting
once again the performance of the new designs as well as the original contributions
introduced by this work. Also, I conclude my current thesis by providing future
research directions in the field of LSB steganography.
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CHAPTER 2

Steganographic background

“Any sufficiently advanced technology is indistinguishable from magic.” -
Arthur C. Clark

“The most beautiful thing we can experience is the mysterious. It is the
source of all true art and all science.” - Albert Einstein

Steganography represents art and science of hiding information in a manner
than no other person except the two communicating in this way knows of the
communication is even taking place [21]. The term steganography originates from
ancient Greek meaning “concealed/protected writing” and has been used for over
2500 years in various forms and applications. Basically steganography is a term
used to describe any sort of communication, where the secret message is hidden
within an object that is not apparent to an outside observer. Ancient steganography
usages have been found in a variety of forms, mostly used in military, political or
espionage. Steganography basically is a form of ancient privacy methods that
combines the ingenuity of writing secrets with the art of hiding them [21].

The ancient cryptographic cyphers basically are one and the same as
steganography, since the ciphertext (codex) needed to be stored securely in one
form or another. Cipher texts inside ancient books basically are just a few of the
most commonly discovered forms of steganography. Figure 2.1 is a graphical
timeline illustration on how hidden data carriers have evolved over time, depending
on recent discoveries as described by the authors in [22].

0S filesystem Specific
—— . computer
services and
Eggshell Digital media files Free/redundant networking
Linguistic syntax \ fields of network .
i - environments
Wooden tablet and semantics Digital text and protocols e
Human Text source codes R
3 Newspapers
skin < & i
Hare Parchment Woodcut ryptug’rap e Network
corpse 7 Hrotokol protocols’ and
Astragali Music notes Printouts services’ behavior
TIME
Anclent Rome Medieval Age of Romanticism XX century Present time
Greece Ages Enlightenment

Figure 2.1 - Timeline of the evolution of hidden data carrier [22]
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2.1 Information Hiding: Digital Steganography

Digital steganography represents the science of writing hidden messages
(text, data, etc.) inside of other digital content, possible by the joining of the old
methodologies with the digital world [20][21][22]. The old physical related
embedding techniques used in ancient steganography pose themselves limited in
comparison with the new possibilities of the digital world. In a binary world with
huge quantities of data, there is no end in sight when it comes to choosing the right
carrier or the right method. Just like the definition states, steganography represents
the intersection of science and the art of hiding: the science in this case is the
engineering of algorithms and the art relies in finding the perfect secret data carrier.

2.1.1 Classification of information hiding techniques

Although steganography is a very large and mostly unexplored research
domain, there is a lack of classification; almost every researcher -classifies
steganography different, weather in context with cryptography or as part of a larger
research domain called information hiding. Probably the most adequate classification
I've found so far is the one by P. Pfitzman [23] and P. Petricolas [24], where they
classify steganography as being a member of the information-hiding domain,
together with watermarking, covert communication channels and anonymity
methods. I consider this categorizing most adequate because it covers both digital
and traditional methods unified in one dependency tree. Being a member of a large
research field called information hiding, steganography covers the security aspects
that cryptography alone can’t: hiding the very existence of data. Figure 2.2
illustrates the categorization of the image hiding research domain.

Information Hiding

Covert channels | | Steganography | | Anonymity | | Copyright marking
| Lingustc | [ Technica | | Robust ) | Fragile ]
Fingerprinting | | Watermarking
Visible | Invisible

Figure 2.2 - Steganographic carrier classification (extended from [23][24])
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2.1.2 Types of carriers

In digital terms steganography implies using digital formats for the storage
of secret data. The choice of format varies depending on the scope of the intended
communication, but typically the widely used categories of digital carriers are the
following:

. Images

. Video

. Audio

. Archives

. Executables and libraries
. Documents

. Ciphertext

The above list represents only a few of the most used formats, but
steganography is not limited to them. Basically steganography can be applied on
any format that has overhead data that can be manipulated without affecting the
visual, statistical or logical integrity of the original carrier [25]. Figure 2.3 illustrates
a detailed classification of the most common carrier types used in digital
steganography.

Carrier Type

Comprehensible

Incomprehensible

Unstructured

Structured

Y
! Network Protocols | | Images i Video i Audio || Documents | | Executables {| Archives | Ciphertext |

Figure 2.3 - Carrier classification (extended from [25])

As these digital formats where not designed to hold any secret data it is
normal that a new research direction has been opened in which the main focus is to
find new ways to store the secret data without affecting the perceptive integrity of
the digital carrier. The perceptive integrity of a digital format represents the way in
which a human or a computerized analysis system perceives the digital information;
weather if it's visual (images or video) or audio (music), steganography must handle
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and add the subtle change to the original form, in a way that doesn’t raise
suspicion. Suspicion is raised in the event that the information carrier is altered up
to the point where it resembles more the data within than its original
representation. Nevertheless, the logical scattering of information in the carrier
must be kept under control in order to avoid digital detection.

2.1.3 Steganography vs. Cryptography
|} MODERN K

// DIGITAL
'{ SECURITY

ZARRN

Cryptography Steganography

TAMPER RESISTANCE
B CEENES ROBUSTNESS J{ INVISIBILITY
SECURE J SPEED Jf COMPLEX IEESS (I

Figure 2.4 - Modern digital security

Cryptography in general is synonym with encryption, which represents the
technique of processing information until it becomes unreadable without the proper
tools, perquisites or variables. In digital terms, encryption resembles the
intersection of mathematics, computer science and engineering to build algorithms
capable of encrypting data into unreadable (but logic) state called ciphertext [26].
The information can only be re-assembled/extracted (decrypted) using the adequate
password(s). Although cryptography can assure a high level of security, the secured
data is still exposed and can be intercepted by a third party attacker or listener. The
problem appears in situations in which the data cannot be fixed located, but it must
travel through unsecure channels such as the Internet. [27][28] Although the data
travels in a safe mode represented as a ciphertext, it can be still intercepted and
reverse engineering can be performed onto it. In one word, the main problem of
cryptography is: data exposure. Data exposure is not always an immediate threat.
In order for the data to become vulnerable an attacker must first intercept it.
Depending on the strength of the encryption algorithm used, the data can either be
extracted using known attacks leading to an immediate breach of security or it can
be stored for future reverse engineering when the encryption standard has become
vulnerable due to recent studies and cryptanalysis.
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Steganography also represents a type of encryption but instead of
outputting an incomprehensible and identifiable format such as the cryptographic
ciphertext, it outputs a digital, comprehensible format such as an image, video,
audio or any other type of digital information that has redundant data to begin with.
Its main purpose is to resolve the problem that cryptography alone cant: data
exposure. Steganography covers more the hiding of data than the security of it
[29]. Basically, steganography is security through obscurity or based on the
hypothesis “what can’t be proven does not exist”. If a steganographic algorithm is
undetectable, the data also becomes secure even without usage of encryption. The
steganographic data can travel through unsecured channels without raising
suspicion, in opposition with cryptography, where the secured data is spotted in an
instance because of its ciphertext representation [29][30].

Steganography is a complementary technology that, if used together with
cryptography or even archiving, can achieve a level of security higher than any
stand-alone security system offers. Combining these three systems offers a truly
secure and robust communication channel suited for our modern day security
requirements.

2.1.4 Steganography vs. Watermarking

Although it is often considered a separate research direction [31],
watermarking and steganography are directly related. Both technologies serve for
information hiding, the main difference relies in the scope and usage. In
steganography there is usually no relation between the cover medium and the
secret data stored within, the cover serves solely for storage and hiding purposes.
Watermarking on the other hand is directly related to the cover medium, as its main
purpose is to store copyright or important information about the medium in a
tamper-secure way.

Where as steganography offers capacity at the cost of losing resistance to
modification, watermarking offers a negligible amount of capacity but it enforces
tamper resistance and removing techniques. In invisible watermarking the data is
stored in multiple regions and with an improved reconstruction mechanism that
handles the attempts to remove the mark from the medium. Usually watermarking
techniques are mostly used in digital rights management systems (DRMs) in order
to protect the authenticity and origin of the medium [32].

Steganography focuses on hiding a large amount of information. In an ideal
case a steganographic algorithm is capable of preserving the secret data even when
the cover medium surpasses modifications. The more resistant this type of
algorithm is to the changes, the more the steganographic algorithm turns into a
watermarking solution. The principles of watermarking are rarely used when
conceiving a steganographic algorithm, as they are very hard to realize and usually
decrease the overall storage space that steganography deals with.

2.1.5 Reverse engineering: Steganalysis

The reverse process of steganography is called steganalysis and it deals with
estimating the chances of hidden data existence [32][33]. Because all carrier
mediums are formed out of data that does not necessarily follow a certain rule
(images are a hazardous distribution of colors, sounds are a hazard of tones) the
steganalysis algorithms must try to differentiate between a natural hazardous
distribution and a controlled hazardous distribution. Digital steganography is a
complex research domain in all aspects. With each digital format used as carrier for
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the secret data, arise problematics that concern the various types of
implementations available.

The biggest problem in digital steganography is not the reverse engineering
of the method itself with the purpose of extracting the secret data, but detecting
that there is secret data present. Every algorithm is as strong as its resistance to
advanced detection algorithms (steganalysis) [31][32]. Regardless of the type of
carrier used, the original form normally represents a natural hazard of signal
variations (the signal can be either color variations when using images or videos, or
sound intensities when dealing with audio types). The data we usually hide inside
other carriers represent logical information that added to the original alters the
overall result by introducing noise channels. Since a normal high quality digital
format stores more information than we can perceive, this can go undetected up to
a certain point. However, computerized detection is the main problem when
developing and testing the strength of a steganographic algorithm and is one of the
key benchmarks to use in order to validate it.

Since there are a variety of techniques for hiding data in a steganographic
manner, the complexity of the algorithm can be much higher than in the case of
cryptography. Depending on the carrier, a steganographic analysis must start with
the identification of method used to hide the data [33]. Based on these premises,
steganalysis basically elaborates a set of tests and measurements on the carrier and
issues a statistical analysis over the chance of secret data presence within. Since
steganalysis can also be applied to normal digital formats that are unaltered through
a steganographic process, the analysis method must issue a metric that is able to
distinguish between normal and steganographic formats, either by issuing a
suspicion rate in percentage or a quality metric.

Steganalysis research has two major purposes: on the one hand researchers
are trying to detect steganographic use for illegitimate purposes, on the other hand
it serves as a benchmark for newly developed steganographic techniques. The
techniques of detecting the secret communication channel represents a more
elaborated research domain than steganography itself, algorithm designs must take
multiple types of attacks and filtering techniques into consideration in order to avoid
them. Since the main purpose of steganography is avoiding detection, this has
proven not to be a simple task to achieve.

2.2 Digital Images

A digital image format is a file in which the picture is represented in a way in
which its components are stored as pixels. The pixel is the smallest measurement
unit in digital imaging, and it is normally arranged in a two dimensional grid
(matrix). The word pixel is derived from two words: pix meaning pictures and el
meaning element, so basically a pixel is an image element. The pixel may be the
smallest unit in digital imaging, but it has its own intern representation.

2.2.1 The RGB representation

The RGB model is a pixel color representation in which the color is given by
a combination of the base colors plus light. There are three base colors, also known
as color channels:
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. Red (R)
. Green (G)
. Blue (B)

The RGB model is a device dependent color representation model because
not every device will display the same color. RGB, also known as the RGB triplet , is
used by most digital imaging systems because it is a RAW image format, meaning
that it preserves the color information. The RGB triplet can be represented in
multiple forms such as:

. Numeric
. Geometric
. Digital

The numeric representation indicates the quantity of each color channel that
will be used to form the final color. The quantity of each color is defined as a triple
value, in which each color channel has a value interval that starts from 0 (meaning
absolute obscurity), and ends in a custom defined maximum (meaning absolute

intensity).

0 » max

Figure 2.5 - The RGB color representation model

It can be observed in figure 2.5 that the colors vary from dark (absolute
obscurity) to pure (absolute intensity). The only missing part that would complete
the color spectrum is the lightness of these channels. Lightness in digital imaging is
obtained by double or triple equal variations of the colors, meaning that if two or
three of the RGB channels remain equal as shown in figure 2.6, the colors begin to
fade, creating the luminosity effect.

max » 2*max

Light Red = Red(max) + Green + Blue

Green Channel | )
Light Green = Green(max) + Red + Blue

Blue Channel - ]
Light Blue = Blue(max) + Red + Green

Figure 2.6 - The RGB lightness variation
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The RGB standard is not applicable in real life color theories because
combining other colors cannot reproduce the non-colors, black and white. The
explanation why this works in digital imaging is the following:

. Digital screens on which the colors are displayed are black (obscure)

. The three colors are reproduced by colored components (for example
LED’s or CRT dotted matrix) that can achieve a maximum lightness that
defines the actual color. This means that if the three-color components
have the maximum amount of lightness, the perceived color is white.

Each color has two intensities: none and pure. Every variation between
these two boundaries is a variation from dark color tones. The variation of light color
tones is obtained with the help of the other two color components. If the color value
remains the same for each of the three colors, the result will be a black and white
variation. This is possible because, the colors auto-negate each other if they have
the same intensity. If one or more of these values differ, it will result in a color. In
figure 2.7 we can see that equally distributed values for RGB generate the non-
colors (black and white are considered non-colors).

0 » max
Red = Green =iue (NN )

Figure 2.7 - Non-colors (grayscale) using RGB triplet

The numeric representation of the RGB triplet is in fact a two-dimensional
matrix. The Y-axis represents luminosity (varying from dark to light) and the X-axis
represents all possible color combinations between the red, green and blue channel.

Another approach in representing the RGB triple is the geometrical
representation. Because of the RGB structure, we can consider each component of
the triplet as being a coordinate in a 3D space. The three axes are replaced by the
values of red, green and blue channels. The RGB triplet, viewed as Cartesian
coordinates in a Euclidian space determine a cube where the origin of the axis
represent the absolute black point, while its diagonal opposite determine the
absolute white point of the graphic. Each corner of the cube that is situated on one
of the axis represents a pure color.

The geometrical representation of the RGB triplet is very laborious to be
used in digital imaging, but it was designed because it is the easiest way to
determine the similarity between two colors. This is often used in algorithms that do
digital processing/analysis on the image. Given two colors, the similarity between
them is equal to the distance between the two points in the color cube. The color
palette of the geometrical representation is hard to observe because of the third
coordinate and depends on what side we observe the cube. In figure 2.8 the
geometrical cube is observed from the absolute white point side.
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Yellow . White

Green

Magenta

Black

Figure 2.8 - RGB Color cube

The digital representation is strictly related to the numeric representation
because of its design simplicity. Like in the numeric representation the intensity of
each color can be represented in multiple forms of data structures as shown in table
2.1.

Intensity representation RGB triplet interval Example
Arithmetic Floating point interval (1.0, 0.5, 0.0)
Percentage 0..100% (100%, 50%, 0%)
8 bit 0..255 (255, 127, 0)
Digital
16 bit 0..65535 (65535, 32767, 0)

Table 2.1 - Digital color representation
Digital imaging uses the RGB model differently, based on the size of the
color palette. The size of the color palette depends on the level of color detail
needed for the specific image and therefore, it can be divided into:
. Monochrome
. Grayscale
. High Color
. True Color
. Deep Color
The monochrome color palette is the simplest and smallest color palette, it
contains two values: black and white. In digital terms, in the monochrome color

depth, each pixel represents one byte, where 0 stands for black and 1 stands for
white. In this representation, one image byte can store 8 pixels.
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The grayscale color palette is used for representing high quality, colorless
black and white images. Each pixel represents one byte of information with a value
range situated between 0 and 255.

The high color palette is the first palette that displays color variations, each
channel having 5-6 bits. This means that each pixel is represented on two bytes.
There are two high color modes:

. 15-bit high color (32768 colors)

16-bit high color (65536 colors)

In the 16-bit high color representation one of the three channels gets an
extra bit, although the difference between 15 and 16 bit high color is almost
inexistent for the human perception.

The most commonly used color palette is the true color palette. Every pixel
is 3 bytes long (24 bits), one byte corresponding to each color channel. Every
channel has 256 color variations, totalizing 16,7 million colors (for all three
channels). The true color is used in digital imaging, photography and video
recording as it can store all the colors the human eye can perceive.

In real life there are more than 16,7 million colors, so there is need to store
more color information in certain circumstances. Therefore, the deep color comes
with 30, 36 and 48 bits per pixel (10, 12 and 16 bits per color channel), sufficiently
enough to store 281,5 trillion colors.

2.2.2 The RGBA representation

The RGB model is sufficient to store color information, but since the first
graphical editing tools came out, one big problem was the overlapping of two
images. This has not been a problem since the beginning, but as the graphical user
interfaces evolved, so did the need to combine two colors of different layers into a
new resulting color.

The RGBA model offers the solution to this problem by completing the RGB
model with “color information” called the alpha channel. The alpha channel is just
like every usual pixel color, with the difference that it provides transparency instead
of color information. We can observe certain similarity to the high color RGB model.
Each pixel in the RGBA model has its own transparency; this means that certain
pixels can have different transparency values. Figure 2.9 illustrates two images
overlapping, out of which, the second has alpha transparency of 127 for all pixels.
The resulting image is a combination between the two original images.

each pixel has an alpha value of 127

o >
—
—
background image transparent image resulting image
normal RGB RGB with alpha channel

Figure 2.9 - Image with alpha channel = 127 (50% opacity)
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The alpha channel is used mostly to make an image blend in with the
background in cases in which the background itself is not fixed defined (variable).
Figure 2.10 illustrates the fade-out effect of an image if the alpha channel equals
the y image coordinate. The effect resulting is that the top of the image presents
maximum opacity whereas the base of the image has maximum transparency
(invisible).

each line has alpha=alpha + 1, starting at 0

e pe——

+ =

background image transparent image resulting image
normal RGB RGB with alpha channel

Figure 2.10 - Image with alpha channel = y (0% to 100% opacity)

2.2.3 Image compression

Image compression represents a fundamental aspect when it comes to
shrink the color table’s size. There are two major types of compression algorithms
that deal especially with color information:

. Lossless
. Lossy

Lossless compression algorithms decompress the original data 1:1 without
any loss of information. Typically these techniques are used to reduce the size of the
image, but in the same time retain the possibility of accessing the original color
information with no loss. Formats like BMP, PNG and JPEG HD use lossless
algorithms to preserve the integrity of the original pixel table. Lossless image
compression is a class of compression algorithms that allow the exact reconstruction
of the original data (in this case color information) from the compressed data. This
is useful to preserve the color information whilst keeping the size under reasonable
boundaries. The compression algorithms use pattern detection techniques and/or
arithmetic coding to achieve the best compression possible. The compression size
depends mostly on the pixel color information, but also on the dictionary size,
specified in percentage. The dictionary size represents how many compression
iterations the algorithm will execute before the data is completely compressed. The
more iterations it executes, the smaller the compressed data can become (that’s not
always true) but in the same time, the decompression speed decreases.

Lossy compression algorithms on the other hand, try to eliminate the
overhead color information based on the fact that the human eye cannot distinguish
all possible color variations a typical pixel can store. Formats like JPEG use a set of
transformation tables to dramatically reduce the size of the image, but maintaining
the visual integrity of the original image. The decompression process approximates
the original pixel combinations, but it is unable to output a 1:1 resemblance to the
original even when the compression quality is set to 100%. Lossy im